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Abstract—This paper presents a novel NIDS evasion strategy
that allows attackers to exploit network mobility to perform
attacks undetectable by modern NIDSs. Mobility-based NIDS
evasion works by combining traditional evasion techniques and
node mobility. It represents a generally applicable evasion strategy that works on several protocols for node mobility, and it is
effective against state-of-the-art and well configured signaturebased NIDSs. We describe three evasion scenarios based on
node mobility, and demonstrate the practical applicability of
the proposed evasion strategy through a proof of concept attack
in a realistic network environment. We conclude the paper by
presenting some ideas addressing mobility-based NIDS evasion.
Index Terms—network intrusion detection; mobility-based
NIDS evasion;

I. I NTRODUCTION
We are witnessing a steady increase in both the number and
the computational power of Internet-enabled mobile devices,
such as smartphones, PDAs, Internet tablets and netbooks.
While traditional IPv4 networks do not provide native support for transparent node mobility, several technologies and
protocols exist that allow a mobile node to roam among
different networks (or network segments) without interrupting established connections. Relevant examples are Mobile
IPv4 [1]–[3] and the mobility extensions to IPv6 [4] at the
network layer, as well as protocols for layer-2 handover across
wireless access points [5], [6]. Transparent node mobility is
required in order to allow nodes to roam seamlessly, and their
use will likely grow in the near future. However, transparent
node mobility can reduce the effectiveness of widely deployed
network security technologies that have not been designed to
cope with mobile nodes.
In this paper we focus on the detrimental effects that node
mobility has on Network Intrusion Detection Systems (NIDSs).
NIDSs represent a valuable and widely deployed technology
whose effectiveness can be reduced by the diffusion of mobile
protocols and devices. We present a new attack strategy, called
mobility-based NIDS evasion, that allows a malicious user
to exploit node mobility to perform stealth network attacks,
undetectable by the state-of-the-art NIDSs having stateful
capabilities.
We remark that mobility-based NIDS evasion does not
represent an exploit against a bug of a specific NIDS implementation, and is not related to a design flaw of a protocol. The
proposed evasion strategy can be easily adapted to leverage
several network protocols and technologies for node mobility.
Moreover, since it prevents the analysis of part of the attack

payload, mobility-based NIDS evasion is effective against all
stateful signature-based NIDSs. To the best of our knowledge,
this is the first paper that describes how node mobility can
be exploited by an attacker to perform stealth network attacks
undetectable by modern NIDSs.
The applicability and effectiveness of the proposed evasion
technique is demonstrated through a proof of concept stealth
attack, carried out against a real network environment.
Section II summarizes the background by describing the
stateful approaches to network intrusion detection, as well as
the evasion techniques based on packet fragmentation from
which mobility-based evasion evolves. Section III describes
how an attacker can leverage node mobility to perform stealth
attacks. A proof of concept of the new NIDS evasion technique
proposed in this paper is described in Section IV. Section V
outlines a viable solution to this problem based on cooperation
among distributed NIDSs. Section VI highlights the main
contribution of this paper with respect to previous works in
the fields of NIDS evasion and distributed architectures for
intrusion detection. Section VII draws the conclusions and
outlines future works.
II. BACKGROUND
Without loss of generality, it is possible to model any NIDS
as a black box whose input is represented by an ordered and
finite sequence of network packets P = {p1 , p2 , ..., pn }, where
each pi represents the ith network packet, and n is the total
number of packets analyzed by the NIDS. All modern NIDSs
are stateful, meaning that they are able to build and maintain
state information extracted from the analyzed network traffic.
Instead of analyzing each network packet on its own (as
early stateless NIDS did), the information contained within
a network packet and relevant to the intrusion detection
algorithm is used to create and update the NIDS state. As
an example, in Snort [7] (a well known and widely deployed
stateful NIDS) the state includes information about all the
active transport level connections. For each connection the
Stream5 snort pre-processor maintains several metadata and
two ordered lists of payloads (one for each direction of the
communication) exchanged by the connection endpoints. The
detection algorithm is then executed on the current state information, rather than on the information that can be extracted
from a single packet. Hence, even if none of the individual
pi contains enough information to detect an intrusion attempt,
it is still possible for a stateful NIDS to detect an intrusion
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by correlating information extracted from several different
packets.
Several techniques [8]–[14] for evading NIDSs exist (see
Section VI for a comparison between mobility-based evasion
and traditional evasion techniques). Of particular relevance
to this paper is NIDS evasion carried out through payload
fragmentation, a well known technique that is effective against
older stateless NIDSs but not against the state-of-the-art NIDSs
with stateful signature-based capabilities.
We describe an example of fragmentation-based NIDS evasion through the scenario shown in Figure 1. The node labeled
as Attacker is connected to its Home Network and is trying to
exploit a remote vulnerability of the node Victim. We assume
that all the network traffic that flows to and from the Home
Network is analyzed by a NIDS (the Home NIDS in Figure 1).
We also assume that the Attacker is trying to evade detection
by fragmenting the attack payload.
Signature-based NIDSs work by comparing the analyzed
network traffic against a known set of attack signatures. Each
signature represents the fingerprint of an intrusion attempt, and
is usually modeled as a regular expression. Any attacker with
an approximate knowledge of the signature applied by a NIDS
to model an intrusion attempt can identify the portion of the
attack payload that matches the corresponding signature. This
payload portion is then split into two or more portions (Portion 1 and Portion 2 in Figure 1) conveyed through separate
network packets. This result can be achieved through several
techniques, such as IP packet fragmentation or fragmentation
of the payload into two different not-fragmented TCP packets.
Each of these network packets contains just a portion of the
attack payload that does not match with the regular expression
applied by the Home NIDS. Let {pj }, 1 ≤ j < m, denote
m different packets, each crafted by an attacker to contain
only a portion of the malicious payload. After having updated
the state with the information extracted from all these m
packets, the complete attack payload is contained in the state
of the NIDS. Since the detection algorithm is executed on
the state, rather than on the features extracted from a single
packet, a stateful Home NIDS is able to detect the attack.
We can conclude that all modern NIDSs are not vulnerable
to evasion through payload fragmentation. In the following
section we demonstrate that this positive conclusion does not
hold anymore if node mobility is supported.
III. M OBILITY- BASED NIDS EVASION
In this section we describe a novel evasion strategy, defined
as mobility-based NIDS evasion, that an attacker can exploit
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to perform “stealth” attacks, undetectable by state-of-the-art
stateful NIDSs. The main idea behind mobility-based evasion
is to coordinate node mobility and traditional NIDS evasion
techniques [8] based on fragmentation of the attack payload. In
particular, we describe how it is possible to exploit mobilitybased evasion in three different attack scenarios, presented in
sections III-A, III-B and III-C, respectively.
We remark that the following scenarios are independent
of the technology that allows mobile nodes to roam across
different networks. The only requirement is for the roaming
process to be transparent, meaning that active transport level
connections are not interrupted by the handover process. This
assumption is satisfied by several technologies and network
protocols, such as IPv6 [4], Mobile IPv4 [1]–[3] and protocols
for layer-2 handover across wireless access points [5], [6].
A. Mobility-based NIDS evasion: mobile attacker
Let us consider a simple network scenario, represented in
Figure 2, in which two nodes are communicating through the
Internet. We consider a Mobile Node, installed in a network
that allows node mobility, communicating with a Correspondent Node. No assumption is made on the nature of the
Correspondent Node. It can be a fixed Internet node, as well as
another mobile node. We assume that both the Home Network
and the Foreign Network include a stateful NIDS (Home NIDS
and Foreign NIDS, in Figure 2) that monitors all the Internet
traffic coming to and from the monitored network, including
the traffic generated and received by the Mobile Node. In
this first example, the Mobile Node (Attacker) aims to exploit
a remote vulnerability of the Correspondent Node (Victim)
by sending network packets containing a malicious payload.
Moreover, the Mobile Node is trying to evade detection by
separating the attack in two different portions (Portion 1 and
Portion 2, in Figure 2), each transmitted in a separate network
packet. Since the fragmentation of IP packets is discouraged in
the IPv6 protocol [15] and easily detected by modern NIDSs
as an anomalous network activity, the attacker sends the two
attack portions inside two not-fragmented TCP packets having
consecutive sequence numbers.
The sequence of activities performed by the attacker is as
follows:
1) the Mobile Node sends the first attack portion;

2) the Mobile Node roams to the Foreign Network;
3) the Mobile Node sends the second (last) attack portion.
Similarly to the case presented in Figure 1, in which
mobility was not involved, the first portion of the attack is sent
through the Home Network, and is intercepted and analyzed
by the Home NIDS. Being only a portion of the attack, the
Home NIDS updates its state information, but it does not have
enough information to detect an intrusion attempt.
The second portion of the attack is sent from the Foreign
Network to the Correspondent Node. It is intercepted by the
Foreign NIDS that has not received the previous portion and
does not have the state information necessary to reconstruct
and recognize the whole attack. This state information is
possessed by the Home NIDS, but it is useless, since the Home
NIDS does not receive the second attack portion.
As a result, none of the two NIDSs deployed in the Home
and Foreign Networks can detect the attack. This inability
is not the result of a bug in a NIDS implementation. Since
none of the two NIDSs receive the whole malicious payload,
intrusion detection by either of the two isolated NIDSs is
impossible. Hence node mobility allows the malicious Mobile
Node to perform a stealth attack, that would have been easily
detected if mobility had not been supported.
Depending on how node mobility is implemented, only a
stateful NIDS installed in the Correspondent Node’s network
may be able to detect the intrusion attempt. In any case, both
the Home and the Foreign Network infrastructures can be
exploited by a mobile attacker to damage third parties, without
the network administrators being able to prevent, stop, or even
detect the attack.
B. Mobility-based NIDS evasion: mobile victim
With respect to the case study presented in Section III-A, in
this scenario the roles are reversed: the Correspondent Node is
the Attacker that leverages mobility to evade detection, while
the Mobile Node is the Victim. We use Figures 3 and 4 for
describing this new type of evasion.
We assume that the Foreign Network and the Home Network are monitored by two stateful NIDSs. We also assume that the Correspondent Node (Attacker) knows when
the Mobile Node (Victim) roams across different networks.
Depending on the topology of the involved networks, and on
how mobility is implemented, the attacker can use several
strategies to gain this knowledge. For example, if Mobile IPv4
is used the round trip time between the Correspondent and the
Mobile Node is bound to increase after the Mobile Node roams
from the Home Network to a Foreign Network. The additional
delay is a direct consequence of how triangular routing works.
It cannot be eliminated, and it is easily measurable by the
attacker. In the case of IPv6, the Attacker can detect any
mobility event of a victim to which it is already connected
by analyzing the Mobile IPv6 control messages exchanged
among the Mobile Node, the Correspondent Node and the
Home Agent [4].
Moreover, it may be possible for the Attacker to exploit
some previous knowledge about the victim’s behavior. If the
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attacker knows that the Mobile Node roams frequently among
different networks, it is sufficient to wait for a given amount
of time before sending the last attack portion.
The attack proceeds as follows:
1) the Correspondent Node sends the first attack portion;
2) the Correspondent Node waits for the Mobile Node to
roam to the Foreign Network;
3) the Correspondent Node sends the second attack portion.
Depending on how mobility is implemented, the second
attack fragment may or may not be routed to the Mobile Node
through the home network. We distinguish between two cases:
triangular routing and route optimization.
1) Triangular routing: If Mobile IPv4 is used with the
default triangular routing scheme, the two attack portions
follow the paths shown in Figure 3. The first attack portion
(Portion 1, in Figure 3) is sent directly to the Mobile Node,
hence it is received and analyzed by the Home NIDS. The
second attack portion (Portion 2, in Figure 3) is sent by the
Correspondent Node after the Mobile Node roamed to the
Foreign Network, and is routed to the Mobile Node through the
Home Agent. In this setup, the Home NIDS is able to inspect
both the attack portions, and to detect the attack. On the other
hand, the Foreign NIDS can only analyze the second attack
portion, thus being unable to detect the intrusion attempt.
As a result, the Mobile Node has been compromised while
connected to the Foreign Network, without any chance for the
network administrator to detect the attack.
2) Route optimization: The situation is worse if route
optimization (the suggested scheme for IPv6 mobility) is

implemented. In this case, the second attack portion flows
directly from the Correspondent Node (Attacker) to the Mobile
Node (Victim), as shown in Figure 4. Hence neither the
Home NIDS nor the Foreign NIDS are able to receive enough
information to detect the intrusion attempt.
C. Mobility-based NIDS evasion: mobile target and attacker
The last mobility-based evasion scenario is a combination
of the two scenarios described in Sections III-A and III-B.
In this case, both the Attacker and the Victim are mobile
nodes. We assume that all the four networks involved in this
scenario (Victim’s Home Network, Victim’s Foreign Network,
Attacker’s Home Network and Attacker’s Foreign Network)
are monitored by stateful NIDSs, and that the Attacker knows
when the Victim roams to the Foreign Network.
The attack proceeds as follows:
1) the Attacker sends the first attack portion;
2) the Attacker waits for the Victim to roam to the Foreign
Network;
3) the Attacker roams to a (different) Foreign Network;
4) the Attacker sends the second attack portion.
Note that the order of steps 2 and 3 can be inverted without
changing the attack outcome.
Since the Attacker roams to a Foreign Network before
sending the second attack fragment, none of the two NIDSs deployed in the Attacker’s Home and Foreign Networks receive
both the attack portions, as shown in Figure 2. Hence, they
are not able to detect the attack, as described in Section III-A.
Moreover, since the Victim is also roaming, the detection
ability of the stateful NIDSs that monitor the Victim’s Home
and Foreign Networks is reduced as described in Section III-B.
Again, we distinguish between node mobility implemented
through triangular routing and route optimization.
1) Triangular routing: If triangular routing is implemented,
the second attack fragment is forwarded to the Victim through
the Home Agent, as shown in Figure 3. In this case the Home
NIDS of the Victim receives both the attack portions, and it
is able to detect the attack. However, it is worth to note that
only one out of four stateful NIDSs is able to detect an attack
that would have been easily detected without mobility.
2) Route optimization: If route optimization is in place,
the two attack portions are routed directly to the Victim, as
shown in Figure 4. In this situation neither the Victim’s Home
NIDS nor the Victim’s Foreign NIDS receive both the attack
portions, thus being unable to detect the attack. Hence, none
of the four stateful NIDSs can detect the attack.
IV. P ROOF OF CONCEPT
We demonstrate the applicability of mobility-based NIDS
evasion through a proof of concept attack implementing the
scenario described in Section III-B on an IPv6 network.
Our experimental testbed comprises two IPv6 networks,
the Home Network and the Foreign Network. Both contain
a GNU/Linux host, connected to a wireless access point.
Each host (Home Agent and Foreign Agent for the Home
and Foreign Network, respectively) act as mobility agent

and as NIDS for its network. Both NIDSs are instances of
Snort 2.8.6.1 (the latest stable version at the moment of
writing). Support for IPv6 and node mobility is provided by
the Linux kernel (version 2.6.34 on both the Home and Foreign
Agent), and the radvd [16] and mip6d software daemons.
Radvd is used to advertise network prefixes, while mip6d
handles Mobile IPv6 control messages and enables route
optimization, thus providing higher performance to mobile
nodes. Home Agent and Foreign Agent are connected to a
network switch, that provides connectivity to a third machine
used as Correspondent Node. The Correspondent Node runs
the Linux kernel 2.6.34 and the mip6d daemon. The wireless
access points are two Cisco Aironet 1100 and allow the Mobile
Node to roam between the Home and the Foreign Networks
by associating to one of the two access points. The Mobile
Node is a laptop provided with a wireless network interface,
it runs the 2.6.35 Linux kernel and the mip6d daemon.
We test the network environment by verifying that the
Mobile Node can roam between Home and Foreign Networks
without interrupting open TCP connections. We also test the
ability of the Home and Foreign NIDSs to detect fragmented
attack payloads. For the sake of simplicity, we chose an easily
readable Snort signature that is used to detect NOOP sled
commonly used as part of shellcodes (signature id: 1394).
This signature matches any string composed of more than 31
consecutive “A”. We use netcat6 [17] to open a TCP connection to the Mobile Node and send the malicious payload,
composed of 40 “A”. We try to evade detection by splitting
this payload into two portions, each containing 20 “A”. These
two portions are sent as the payload of two consecutive TCP
packets, without using IP packet fragmentation. We execute
this experiment two times. In the first run the Mobile Node is
permanently connected to the Home Network. Since Snort is
stateful, the Home NIDS is able to reassemble the malicious
payload and to detect the attack. In the second run, the Mobile
Node is permanently connected to the Foreign Network, and
the attack is successfully detected by the Foreign NIDS. As
expected, without mobility it is not possible to evade a modern
NIDS through fragmentation of the malicious payload.
To demonstrate the effectiveness of mobility-based NIDS
evasion, we test the scenario described in Section III-B.
At the beginning of the experiment, the Mobile Node is
associated to the Home Wireless Access Point. Its IPv6 address
(2001:db8::beef) belongs to the Home Network’s address
space (2001:db8::/64).
The Correspondent Node starts the attack by using netcat6
to open a TCP connection to the Mobile Node, and to send the
first half of the attack, consisting of 20 “A”. However, since
this payload does not match any signature, no alert is raised.
The Correspondent Node then starts to ping the Mobile Node
and waits for the control messages used by the Mobile IPv6
protocol to initiate route optimization.
We then simulate a roaming event by using iwconfig to
associate the wireless NIC of the Mobile Node to the Foreign
Wireless Access Point. The Mobile Node receives network
advertisements from the radvd daemon deployed in the For-

eign Agent, notifying that it is now connected to the Foreign
Network (2001:db8:1::/64). In compliance with the IPv6 protocol specifications, the Mobile Node uses its MAC address to
generate a Care-of Address (2001:db8:1:0:218:deff:fe25:599)
that is unique and that belongs to the Foreign Network. It then
issues Binding Update messages to the Home Agent and to
the Correspondent Node to notify them of its new network
address.
After receiving the Binding Update from the Mobile Node,
the Correspondent Node sends the last portion of the attack
over the same TCP connection used to send the first attack
fragment. Since route optimization is implemented, the second
attack portion is routed directly to the Mobile Node and
is analyzed by the Foreign NIDS, whose state does not
contain the first attack fragment. As a result, the Mobile
Node receives the complete malicious payload, while the two
stateful NIDSs that monitor the Home and Foreign Networks
are unable to recognize the attack. During the experiment,
all the network traffic as seen by the Home Agent, the
Foreign Agent, the Mobile Node and the Correspondent Node
have been recorded in four different network traffic traces,
in .pcap format. These traces are available for download at
http://cris.unimore.it/MobSec.
V. S OLUTION THROUGH NIDS COOPERATION
The problem of mobility-based NIDS evasion is caused by
the fragmentation of relevant state information among geographically distributed NIDSs, deployed within independent
networks. This fragmentation prevents modern, stateful NIDSs
to build a complete state, thus exposing them to the same
evasion strategies that were effective only against obsolete
stateless NIDSs. To address this issue we propose a cooperative solution, based on the exchange of state information
among distributed NIDSs.
Our proposal is to extend the mobility protocols that allow
a mobile node to roam by adding three main steps:
1) extraction and serialization of all the state information
that are relevant to the Mobile Node from the NIDS that
monitors the network that the Mobile Node left;
2) transmission of the serialized state to the NIDS that
monitors the destination network;
3) deserialization and insertion of the transmitted state
information within the state of the NIDS that monitors
the destination network.
In this cooperation scheme, the state information that is
related to a Mobile Node “follows” the Mobile Node in the
new network, thus preventing an attacker to exploit mobility
to evade detection.
Similar cooperation schemes have already been proposed in
the context of parallel NIDS architectures [18]–[20] to allow
the exchange of state information among NIDSs deployed
within the same network, each analyzing a small fraction
of traffic gathered from the same network link. However,
state exchange among geographically distributed NIDSs poses
several new challenges.

First of all, different networks may leverage heterogeneous NIDSs, whose internal state representations are not
compatible. Hence, new protocols and standards need to be
designed. Moreover, it is necessary to establish trust relationships among cooperative NIDSs, as well as mechanisms
to provide confidentiality, authentication and non repudiation
of exchanged state information. Finally, the delays related to
state management operations need to be compatible with live
analysis of network traffic, and the state migration process has
to be robust with respect to network delays. The design of a
distributed and cooperative NIDS that is able to address all
these issues is still ongoing.
VI. R ELATED WORK
NIDS evasion is a well known attack technique in the
network security literature. The seminal work in this area
is [8], and its results are extended in [9], [12]–[14] describing
several evasion techniques.
The simplest and oldest class of evasion techniques is based
on the fragmentation of the attack payload. For example,
it can be implemented by splitting the malicious payload
across several packets, or by dividing a single packet into
several IP fragments. This attack is effective only against a
stateless NIDS that does not reassemble network packets. This
weakness is the main reason that motivated the design of more
complex, stateful NIDS architectures.
With respect to a stateless NIDS, the main improvement of
a stateful NIDS is the ability to reconstruct a complete, reordered information flow by reassembling several fragmented
and possibly out-of-sequence network packets. In networks
that do not provide support for node mobility, we can assume
that a NIDS is able to analyze all the traffic that an attacker
sends to its victim. Hence, a stateful NIDS receives all the
information that is needed to detect the attack. Attackers can
still evade detection by a stateful NIDS through several known
strategies that exploit misconfigurations or bugs in the packet
reassembly algorithms, such as partially overlapping and outof-sequence network packets, or time-to-live manipulations. If
the algorithms used by a stateful NIDS to reassemble network
traffic were flawless, this NIDS would be immune to the
evasion strategies known in literature.
On the other hand, the transparent node mobility opens new
possibilities for an attacker. Since network nodes are free to
roam without interrupting open connections, the assumption
that a NIDS receives all the traffic that the attacker uses to
compromise the victim does not hold anymore. An attacker
can then leverage the evasion technique based on attack
fragmentation and combine it with node mobility to prevent
a NIDS from receiving all the fragments of the malicious
payload. Even a stateful NIDS with an ideal packet reassembly algorithm is vulnerable to mobility-based evasion, hence
mobility-based evasion clearly differentiates from all the NIDS
evasion strategies previously described in literature. To the
best of our knowledge, this is the first paper that describes
how node mobility can be exploited for novel forms of NIDS
evasion.

To defeat mobility-based NIDS evasion we advocate a
cooperative approach, in which state information is exchanged
by cooperative NIDS architectures whenever a mobile node
roams to a different network. Several distributed NIDS systems
that cooperate by exchanging alerts have been proposed in
literature [21]–[25]. However, this form of cooperation cannot
prevent mobility-based evasion because it does not include
exchange of state information [19], [20]. This possibility is
explored in the context of parallel NIDS architectures [18],
[26], but not yet applied to distributed NIDS architectures.
Hence, no distributed architecture for intrusion detection proposed in literature can solve the problem of mobility-based
NIDS evasion highlighted in this paper.
VII. C ONCLUSION
In this paper we describe a new attack strategy, called
mobility-based NIDS evasion, that attackers can use to perform
stealth network intrusions, undetectable by state-of-the-art
NIDSs. The main idea behind mobility-based NIDS evasion
is to combine the fragmentation of a malicious payload (a
well known NIDS evasion strategy, ineffective against any
modern NIDS) and node mobility. Hence, the relevance of
mobility-based NIDS evasion is bound to grow as the number
of Internet-enabled mobile devices increases. We remark that
NIDS evasion is not the result of design or implementation
flaws in a network protocol or in a NIDS implementation; it
is an attack strategy that takes advantage of node mobility to
prevent stateful NIDS from building the state information that
is necessary to detect an attack. Hence, mobility-based NIDS
evasion is applicable to several protocols for network mobility,
and is effective against all stateful signature-based NIDSs. We
described three different scenarios in which an attacker can
leverage mobility-based NIDS evasion, and we demonstrated
its applicability through a proof of concept attack carried out
against an IPv6 network.
Future works will focus on the design of cooperative NIDS
architectures that are able to cope with mobility-based NIDS
evasion by exchanging state information. We will also explore
the applicability of mobility-based NIDS evasion in new
contexts, such as live migration of virtual machines.
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