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“La science avec des faits comme une maison avec des
pierres; mais une accumulation de faits n’est pas plus
une science qu’un tas de pierres n’est une maison.”’

“La scienzae fatta di dati come una casa di pietre.

Ma un ammasso di dati no& scienza pi di quanto un
mucchio di pietre sia una casa.”

“Science is made of data as a house is made of stones.
But a mass of data is not science more han a pile of
stones is a house”

Jules-Henri Poincaré
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Chapter 1

Introduction

The advent of large infrastructures providing any kind of/s® through Web re-
lated technologies has changed the traditional procegpsiragligm. The essential
aspect of the new applications is that they are not executesbiation from the
external world, and multiple heterogeneous activitiesageired even to achieve
a single task, usually in a coordinated fashion. Unlikeitradlal computing, the
modern infrastructures must accommodate varying demaorddifferent types
of processing within certain time constraints. Overallfpegnance analysis and
runtime management in these contexts is becoming extrecoefplex, because
they are a function not only of individual applications, lalgo of their interac-
tions as they contend for processing and I/O resources,jt@ttmal and external.
The majority of critical Internet-based services run ortribsted infrastructures
that have to satisfy scalability and availability requikams, and have to avoid
performance degradation and system overload. Managirsg shestems requires
a large set of runtime decision algorithms that are orietdddad balancing and
load sharing [2, 21, 81], overload and admission contro| 83948, 76, 77], job
dispatching and redirection even at a geographical scale The advent of self-
adaptive systems and autonomic computing [52, 67, 86, 10Bfjurther increase
the necessity for runtime management algorithms that tal®itant actions on
the basis of present and future load conditions of the systsources.

Existing models, methodologies and frameworks commonpfieg to other
contexts are often inadequate to efficiently support théimenmanagement of
the present and future Internet-based systems because ofam problems.
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» The large majority of the literature related to the Interbased systems pro-
poses decision systems that are oriented to the analy$is@tternal work-
load and its statistical properties (e.g., heavy-tailed distions [5, 8, 28],
bursty arrivals [59] and hot spots [10]). Unlike existingdets and schemes
oriented to evaluate system performance through a prevetégrnal traffic
view, in this thesis we propose an origimalernal view

* Most available algorithms and mechanisms for runtimesiens evaluate
the load conditions of a system through the periodic sargmiiresource
measure®btained from monitors and use these values (or simple awanbi
tions of them) as a basis for determining the present andutineef system
condition. In this thesis, we propose an innovatelti-phasemethodol-
ogy that is based on stochastic representations of thenasmeasures and
on more accurate models for positioning the present andestiate of the
system resources with respect to their capacities.

External traffic reaching an Internet-based system shome simme-space pe-
riodic behavior that facilitates its interpretation andrmagement. These char-
acteristics are extremely useful for capacity planning system dimensioning
goals, but they are useless to estimate a precise statusmteamal resource be-
cause we will demonstrate that they are not clearly coedlatith the arrivals at
an Internet-based system. An external view that is quitdg@renant in the state
of the art, tends to not deal with the complexity and mostlynown statistics of
the system internals supporting modern Internet-basadrsysConsequently, an
external system view has little or no possibility of realbntrolling the complex-
ity of these modern processing models and their inter-dégeries. We claim
that for taking adequate runtime decisions, we should betabdescribe modern
Internet-based services in terms of internal system smeneonsisting of numer-
ous I/O streams, timing information, and interactive conent tasks that enter
and leave the system in a way that is difficult to predict. s thesis, we present
statistical analyses and propose mathematical modeld loaisen internal system
view that is useful to pave the way &wlaptiveandself-adaptivevays of taking
runtime management decisions. Adaptivesystem evaluates statically its own
global behavior and changes it when the evaluation indsdé&t it is not accom-
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plishing what it was intended to do, or when better functityar performance

is possible. Aself-adaptivesystem evaluates dynamically the behavior of every
component and is able to take autonomous decisions with tawlbinteraction
with the other components.

Adaptiveand self-adaptivesystems seem an inevitable mean to manage the
increasing complexity of present and future Internet-daséormation systems
that have to satisfy scalability and availability requikamts, have to avoid per-
formance degradation and system overload and have to figeviten and how
to change specific behaviors to achieve the desired imprenentor example,
taking autonomous decisions according to some objecties ifor event detec-
tion or for triggering actions concerning data/serviceeplaent but also to detect
overloaded or faulty components, requires the ability dbeatically capturing
significant information about the internal state of the teses and also adapting
the monitoring system to internal and external conditions.

In other more traditional contexts [1, 10, 31], resource soeas are valid
sources to decide about where the system is, where the sistging, whether
is it necessary to activate some management process. Wimiéasaure offers an
instantaneous view of the load conditions of a resourceherntypical context of
the Web workload and distributed Internet-based systets,of little help for
distinguishing overload conditions from transient pedks,understanding load
trends and for anticipating future conditions, that are whast importance for
taking correct decisions. Another problem that our analysmfirm is that the
resource measures referring to Internet-based serveex@esnely variable even
at different time scales, and tend to become obsolete rgthekly [39].

As an alternative, we propose that decision systems openagecontinuous
“representation” of the load behavior of system resourddss idea leads to a
multi-phase methodologyhere we separate the problem of achieving a repre-
sentative view of the system conditions from that of usirig tBpresentation for
runtime decision purposes. In this thesis, we propose antpae models and
mechanisms that are necessary to support any runtime aeadrsian Internet-
based system faadaptiveand self-adaptiveapplications: monitoring, measure-
ment and sampling, algorithms for extracting useful infation from rough data,
ability of adapting the monitoring system to internal anteexal conditions.
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The research activities have several innovative goalsikawill detail in the
following nine chapters.

1. We carry out the first accurate analysis of the stochastiime behav-
ior of the internal resources measures of the system beigrgidifferent
Internet-based architectures (Chapter 2).

2. We present an innovativeulti-phase methodologyl his methodology has
a general validity because it is independent of the usenib@hand can be
extended to many different contexts (Chapter 3).

3. We propose and compare different linear and non-lineaetions, called
laod trackers that generat@daptiveand self-adaptiverepresentations of
the resource load that are suitable to support differensagcsystems and
are characterized by a computational complexity that ispatible with the
temporal constraints of runtime decisions. These funstget continuous
resource measures from the system monitors, evaluate adpegbentation
of one or multiple resources, and pass this representatithetfunctions of
the second phase (Chapter 4).

4. We utilize the load representations obtained througptéeous load track-
ers to develop innovative stochastic models for suppodorge fundamen-
tal tasks characterizing runtime management decisionsiteriet-based
systems, such as:

* load change detectiofor signaling non-transient changes of the load
conditions of a system resource (Chapter 5);

* load trend analysighat is useful to characterize the behavior of the
system in a significant past (Chapter 6).

* load predictionfor anticipating future load conditions of the system

(Chapter 7);

5. We propose novel runtime decision systems that are basedeoprevi-
ous stochastic models, for some classic problems chaiaontedistributed
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Internet-based systems, suchl@ad balancing admission controandre-
guests redirection Moreover, we integrate theulti-phase methodology
into frameworks that are applied to different prototypesistributed In-
ternet systems consisting of multiple servers, such as adMsier, a ge-
ographically distributed architecture, a distributeduston Detection Sys-
tem (Chapter 8).

. We compare the main results of this thesis against the efathe art in
Chapter 9 and we conclude with some future work researck ImE€hap-
ter 10.






Chapter 2

Statistical properties of the internal
resource measures

In this chapter we propose a detailed analysis of the statidtiehavior of the
most important internalesource measuresf Internet-based systems. We con-
sider these measures or samplestashastic data sethat are continuously pro-
vided by the system monitors. A data set is an ordered caleof » data, begin-
ning attimet;_(,,_1) and covering events up to a final tirhe Specifically, we have
Xo(ti) = [Ticgn-1, - - -, Ti—1, x5, Wwhere thg-th elementr; ,i —n+1 < j <74,
denotes the value of one or more resource measures of inteheseas the index
J indicates its time of occurrence;. The elements ok, (¢;) are time-ordered,
that is,t; < t, foranyj < z. As an example, assume that a system moni-
tor captures the CPU utilization every ten seconds duringteervation interval
of thirty minutes. In this case, the historical informaticonsists of(x;),_, _ .
wheren = 180, z; is the CPU utilization at time, and the time increases in steps
of ten seconds.

Figure 2.1 reports the typical behavior of two data setsinbthfrom the mon-
itoring of two internal resources CPU and disk utilizationam Internet-based
server node. From the direct observation of these integsalurces measures, it
is impossible to understand where the system load reallydsadnere it is going.

The properties and the characteristics of the data setsngofrom the in-
ternal views of Internet-based servers are a quite new figtirequires further
investigations for achieving a useful interpretation aacate positioning of the
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Figure 2.1: Observed data set.

resource states with respect to the system capacity atrreantVe anticipate the
main results of the statistical analyses presented in Hapter.

» Thecorrelation analysishows that the external and internal views give two
completely independent system descriptions.

» Thespectral and noise analyseemonstrate the high variability of the re-
sources measures and quantify it.

* The heteroscedasticity analysghows that the variability of the data set
changes as a function of the time.
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» Theauto-correlation analysidemonstrates a significant time independence
of the observed resource measures that prevents theictakiity.

2.1 Correlation analysis

The correlation is a statistical property that aims to ustérd whether a some
sort of relationship between two data sets exists. Our foat i to evaluate the
correlation between the internal and external system viéfas strong relation-
ship existed, the proposed internal system view would béessdédecause both
views would be able to provide the same status informatiomth@ other hand,
a scarce correlation shows that the two views capture diffanformation about
the system and the proposed approach is well motivated.

In mathematical terms, theorrelation coefficienindicates the strength and
direction of a linear relationship between two random data.sThere are several
coefficients for measuring the degree of correlation thpedds on the nature of
the data. The most popular index is the Pearson product-micogeelation coef-
ficient [66], which is obtained by dividing the covariancetloé two random data
sets by the product of their standard deviations. Hence,anexcite the correla-
tion coefficientox, (1), ) between two random data sefs(¢;) andY,,(t;) with
expected valuegx,, ,)andy, ¢,y and standard deviations, ;,) andoy;, ;) as:
Pyt = Cov(Xn(ti), Yn(ti)) _ E((Xa(t:) = pxuien) (Yn(ti) — :uYn(ti)))’

O Xn ()0 Yn(t:) O Xn ()0 Ya(t:)

(2.1)
whereFE is the expected value operator afidv denotes the covariance between
the two random data sets.

Sincepix, ) = E(Xa(t)): 0%, ) = E(Xa(t:)?) — E*(X,(t:)) and similarly
for Y, (¢;), we may also write the Equation 2.1 as:

E(Xn(t:)Yn(t)) = BE(Xa () E(Ya(t))
E(X,(t:)?) — B> (Xo(t:)  E(Ya(t:)?) — E*(Ya(t:))

. (2.2)

an(ti)y}/n(ti) = \/

The correlation coefficient is 1 in case of an increasingdirelationship, -1
in case of a decreasing linear relationship, and some vadtweelen -1 and 1 in
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all the other instances that indicate some degree of linepemdence between
the two data sets. The closer the coefficient is to either -1, ¢tihe stronger the
correlation between the data sets.

If the data sets are independent, then their correlation i$H& opposite is
false, because the correlation coefficient detects ondalidependencies between
two data sets. For example, suppose the random dati,gef) is uniformly
distributed on the interval from -1 to 1, anid,(¢;) = X,.(t;)%. ThenY, () is
completely determined by, (¢;), so thatX,,(¢;) andY,(¢;) are dependent, but
their correlation is zero, hence they are uncorrelated. é¥ew in the special case
whenX, (t;) andY,,(t;) are jointly normal, an uncorrelated behavior is equivalent
to an independent behavior. A correlation between two dets is reduced in
presence of noisy measurements of one or both data setseda thses, filtering
or smoothing techniques guarantee a more accurate coefficie

Figure 2.2 presents several scatter plots between two etdaXs(t;) and
Y, (t;) and their correlation coefficients. The scatter plot givegalitative eval-
uation on the relationship between the data sets, while ga&sBn correlation
coefficient allows us to quantify the presence of a lineatr@hship between the
data. Note that the Figure 2.2 (a) reflects the noisiness madtion of the lin-
ear relationship. In this figure the presence of linear dépeaies between the
data sets is characterized by a high value of the correlatefficient and by an
ordered and linear distribution of the points, while theeadz® of dependencies
causes disordered distributions of the points and low watdi¢he correlation co-
efficient. However, the correlation analysis is unable totgee the slope of that
relationship, as it is confirmed by Figure 2.2 (b) where thaesaorrelation coef-
ficient value is associated to different directions of thenpdistribution. More-
over, the analysis is unable to distinguish many aspectsmfear relationships,
as shown in Figure 2.2 (c) where the same null value of thestadron coefficient
is associated with many non linear distributions of the deta.

We have applied the correlation analysis to the data setseoéxternal view
and of the most important internal performance indexes pb@al Internet-based
system. All analyses confirm the same results, hence we totasepresentative
example. Let us take the data $éf(¢;) consisting of the server CPU utilization
measures (internal view) and the data Bgtt;) consisting of the number of re-
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(b) Data sets correlated with different linear relationshi p.

(c) Data sets with non linear relationship.

Figure 2.2: Examples of correlation analysis results
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quests reaching a Web server system (external view). Wemrés Figure 2.3
the scatter plot of the two data sets in order to show theatigiship. This figure
shows an untidily dispersion of the values that means lowetatron between the
data sets. The Pearson product-moment correlation ceeffiassociated to the
two data sets is equal to 0.12 and it confirms the low coraidbetween the in-
ternal and external data sets. A low correlation coefficiate is also obtained
if we consider data sets generated by other popular perfurenendexes of the
internal system view, such as the disk and the net throughghen they are an-
alyzed in combination with the external arrivals, they é&xheven lower Pearson
values, that are equal to 0.11 and 0.07, respectively.

This analysis confirms the intuition that for every consademternal perfor-
mance index, the internal and external views capture quffexent properties and
characteristics of the system status. Hence, it is impbttamvestigate the be-
havior of the internal system view in order to develop rdkakupports for the
runtime decision systems of Internet-based servers.

l M | T M 4 1

Observed data set

external view

04} !

02 g i

0 2 4 6 8 10 12 14 16 18 20
internal view

Figure 2.3: Scatter plot between the external view (numbarrovals) and inter-
nal view (server utilization).

2.2 Spectral and noise analysis

In this section we present the results of #pectralandnoiseanalyses that evalu-
ate and quantify the noise that perturbs the data set of ttenal measures. The
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spectral analysibreaks a signal in the time domain into all of its individuad-f
guency components. It allows to separateltirefrequency componerthat is the
un-noise signal, from thieigh frequency componerthat is the noise. On the other
hand, thenoise analysisllows us to quantify the high frequency components.

From the Figure 2.4 (a), we can see that a high dispersioreofdtues char-
acterizes the measurements of the internal resource iadiexang the entire ob-
servation period. A highly variable and noisy data set (Shgwa so called jittery
behavior) limits the ability of taking adequate decisionsdistributed systems
supporting Internet-based services.

We can give a mathematical confirmation of the dispersionatiies shown
in Figure 2.4 (a) by evaluating thepectral analysi®f the resource measurement
values. Figure 2.4 (b) reports the data spectrum of the vedatata set of Fig-
ure 2.4 (a). In Figure 2.4 (b), we can see that the noise thairnps the signal is
uniformly distributed in the entire frequency domain. Whkea noise component
presents this characteristic, it is definedndste noiseand shows an uncorrelated
behavior between all instantaneous values. Every sigaaptiesents white noise
appears completely unpredictable with respect to the puswalues [25]. We
should recall that these observations, which are detailed $pecific data set, are
valid for all the considered internal resources of an Irgetrased system. How-
ever, if we carry out an off-line analysis of the data settigtoan ideal filter, we
can show the possibility of achieving a "clean” curve (Fg@.4 (c)) from the
original perturbed signal. This result gives some fouraregito themulti-phase
methodology presented in Chapter 3, although we shouldriethat we are in-
terested to runtime filtering and not to off-line analyses.

We are interested not only to demonstrate the presences# moihe observed
data sets, but we also want to quantify the noise pertunb&ticall the considered
performance indexes. For theise analysisve consider the Kalman Filter, thatis
the optimal linear estimator to evaluate the on-lueal filtered data seX *(¢;) =
(@}_(_1), - - -, 27) referring to the observed data set. We assume that in thedlite
data set, thg-th element{—n + 1 < j <) is denoted by the filtered valug .
The considered Kalman filter is:



30 Statistical properties of the internal resource measure

b b gl
u i

=
=
=
=
=

N0 THOD T 14 e 0 MW 0N He

M NN NN N M e e TN JUMNE SN M TR TN UM, UM M UM SN . M TN UGS NG SN T

(c) Off-line ideal filtered data set

Figure 2.4: Spectral analysis of the internal resource areas

vy =x; )+ Ki(r — x7_)

K=l @3

P=(1-K)P,

whereR, is the variance of the noisg that perturbs the original signal values

K; is the Kalman gain, an®, is the covariance error [12]. We can compute the
residuals values of the filtered data set as the differehee:; between the filtered
and the original data set. The residuals supply informatiorthe dispersion of
the values from the filtered data and can be used as a repagserdf thenoise
component. We can estimate the naisas the simple mean of th¥ residuals
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generated by thiglealfilters:

j=h L (2.4)

A data set is affected by significant noise when> 0.5. As an example,
Table 2.1 reports the results of the noise analysis for thtgation indexes,
concerning the CPU, the disk and the network. The resultsarfitst line con-
firm that a high noise component (~> 0.5) perturbs all the observed internal
data sets, hence the observed data sets of the monitoragagesare useless.
Unlike other researches on systems characterized by loablarand noiseless
time series (e.g., [1, 10, 31]), we can conclude that whenamsider the system
resources of Internet-based servers, the noise analysisghat it is not conve-
nient or impossible to take a runtime decision using the ofeskdata set as its
input.

On the other hand, the presence of a high noise in these dats sepositive
result, because there is a large literature on filters thatvalto eliminate noises
from signals. If we pass to consider the filtered data setergéed by a simple
runtime filter, such as the moving average filter, the resaltee second line of
Table 2.1 show that there is the possibility of achieving aaggable data set.

Table 2.1: Noise analysis of resource utilization of anrmé¢-based server

CPU | disk | network

Observed data set| 0.98 | 1.37| 0.87
Filtered dataset | 0.18 | 0.27| 0.10

As afinal observation, we should note that the highly vaealnld noisy nature
of the observed data set occurs for any workload, even wreeavirage load is
well below the maximum capacity of a resource. The varigbdnd the noise
of the considered data sets are so high to the extent thabftssarce value to
utilize direct resource measures for any runtime managedesions, such as
change detection, load prediction and load trend analyBes.example, let us
consider a system that must take different decisions depgmeh the CPU load.
When the CPU utilization measures are similar to those infeig@.1 (a), any load
change detector would alternate frequent on-off alarmus thaking it impossible
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to a runtime decision system to judge whether a node is reéfijpaded or not.
On the other hand, a simple average of the resource measordd wmitigate
the on-off effect, but at the expenses of the efficacy of tlael Ichange detection
algorithm.

2.3 Heteroscedasticity

The spectraland noise analyses confirm and quantify the presence of a noise
component that perturbs the original data sets of the iateesources measures of
an Internet-based system. However, these analyses doveaigany information
about the time variability of the data set, while it is usé¢ftuknow whether it is
constant or changes with time. If the data set variabilitmyags constant, the
filtering technique that reduces the noise component dae®qoire any update.
On the other hand, for a continuously variable data set, ttezifig technique
needs frequent adaptations in order to guarantee a redotsglaomponent.

We analyze thdneteroscedasticity propertp describe the characteristics of
the data set variability. A random data set is heteroscedifshe random vari-
ables have different variances [100, 108]. To verify thiegarty, we use the
Breusch-Pagan test [15] that first evaluates a linear regmesnodel describing
the data set, then computes the residuals from the datadgéhaorresponding
regression model values, and lastly tests whether the a&®tthvariance of the
residuals is dependent on the values of the data set. Figbish@ws a graphical
representation of heteroscedasticity on a data set ohiatezsource measures. In
particular, Figure 2.5 (a) reports the variable dispersibtihe values in a period
of 330 observations and the linear regression model (theklalatted line). The
residuals distribution, shown in Figure 2.5 (b), points awariable behavior and
confirms the presence of heteroscedasticity. From thiswesevince that the in-
ternal resource measures of a typical Internet-basedmsyete characterized by
heteroscedasticity. This result confirms the difficultiéslataining a reliable view
of the state of an Internet-based system and the necesgitppdsing filters that
are able to self-adapt their parameters to the changeabémeas of the data set
in order to eliminate the noise component.
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Figure 2.5: Heteroscedasticity of the internal resourcasuees.

2.4 Auto-correlation

The auto-correlation function (ACF) of a stochastic randtata set describes the
correlation between the data set values at different pairiisie. The presence of
auto-correlation between different values means that paeah dependence be-
tween the values exists and that it is possible to prediatéutalues with adequate

accuracy.

Let X,,(¢;) be the value of the data set at time If X,,(¢;) has mean: and
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variances?, then the definition of the ACF is:

El(Xn(ti) — p)(Xn(tivk) = p)]

R(Xa(ti), Xn(tisr)) = (2.5)

where E' is the expected value operator. This expression is not defiired for

all data set values, since the varianc¢emay be zero (for a constant data set) or
infinite for most heavy-tailed distributions. If the furmti R is well defined, its
value must lie in the range-1, 1], with 1 indicating perfect correlation andl
indicating perfect anti-correlation. When the data seigbly variable, typically
there is a limited possibility of predicting future valuesdafuture states of the
system and its auto-correlation value is low.

Figure 2.6 shows the auto-correlation results concermagbserved data set
and the filtered data set. We can immediately see from thd dgurease of the
ACF curve that the observed data set values exhibit quickyddtat means low
(or null) auto-correlation. On the other hand, the autaelation function of the
filtered data set has a slow decay that indicates a time depepdetween the
values. This is an important result because we can conchadehly thefiltered
data set are predictable.

" Observed data set ——
Filtered data set -

0.5

ACF
o

-0.5 +

10 20 30 40 50 60 70 80 90 100
Time [s]

Figure 2.6: Auto-correlation function of the internal reste measures
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2.5 Summary

In this chapter we have proposed a mathematical and statidgscription of typ-
ical data sets referring to internal resource measures bftamet-based system.
The statistical properties of the observed data sets es&den

* very low correlation between the internal and the extesgatem view;

high dispersion of the observed values;

high noise component;
* a significant heteroscedastisity;
* low or null auto-correlation.

These results, carried out on real system data, demonsiedta runtime de-
cision system cannot operate on observed data sets, butoutdind a differ-
ent representation of the resource load that guaranteesd®& component, ho-
moscedastic behavior and a time dependency between thesvaliis research
will be the focus of the next chapters.






Chapter 3

Multi-phase methodology

3.1 Proposal

In Chapter 2, we have demonstrated that observed data setsaHanited util-
ity because they offer just instantaneous views about thd nditions of a
resource. Moreover, they tend to be useless when they anéyhigriable and
perturbed by a noise component. It is practically impossiblestimate and pre-
dict load state, to analyze load state trend, to forecastaad, to decide whether
it is necessary or not to activate some control mechanismiaruése, to choose
the right action.

For these reasons, we propose that runtime managementnsystgporting
adaptiveandself-adaptivdnternet-based services should operate not on observed
data sets but on a continuous “representation” of the load\er that should be
able to adapt itself to the workload and system variatioiss proposal leads to a
multi-phase methodologhat separates the complex management decisions pro-
cesses of an Internet-based system in three main phasesliasain Figure 3.1.

1. Generation of representative resource loadDuring this phase, we obtain
“representative” views of the resource load through th@suyof stochastic
models.

2. Resource state interpretation. In this phase, we propose some mecha-
nisms that use the previous representation as a basis floraéng impor-
tant information about the present (e.g., load change tietgcthe future



38 Multi-phase methodology

(e.g., load prediction) and the past behavior (e.g, loattiref the system
state.

3. Runtime decision systemin this phase, we take advantage of the previous
information to manage the system through some typical matiecisions
occurring In Internet-based systems, such as load balgreximission con-
trol, request redirection.

i Wi Resource
“;14\ hhw\w w " ,'ﬂ measures
| i 4l
M Y e
Load tracker
Zi"St phase: . Load representation Load representation Load representation
eneration o for load change detection for load prediction for trend analysis
representative
resource load
(1Y) 3 (1Y)
nnnnnn -
y
Second phase: n
Resource state | LOZdtChinge T Load predictor T Trend analyzer
interpretation EECor
Signal of load Predicted load Load trend
change
Third phase: f—__--__________T _____________ ]
Resou':ces | .R.untlme |:|' >ACTIONS
Management decision system

Figure 3.1: The proposed multi-phase framework for suppgntuntime deci-
sions.

The purpose of the proposed methodology is to transformirobgerved data
sets into reliable information, that represents the basisuntime decisions/ac-
tions. The idea of aulti-phase methodolodgr supporting runtime management
decisions has never been proposed before and the less iteanelhbased con-
text. This should be viewed as a general methodology thabeaenriched by
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other models and decision support systems. This idea opsesas interesting
issues that we will address in the following chapters.

3.1.1 Representative resource load

In the proposednulti-phase methodologyhe generation of a representative re-
source load is the fundamental step for supporéidgptiveandself-adaptiveac-
tivities. Its main task is to transform the unusable obsgd@&ta set into reliable
information.

The first-phase of our methodology takes the observed ddtpraduces load
representations through stochastic models based onrfgtarid smoothing func-
tions that we calload trackers They get continuously measures from the system
monitors and evaluate an adequate load representatioredhtitrnal resource
behavior for each class of application (e.g load changectwte predictors) as
described in Figure 3.1.

The transformation from rough data into useful informatisased on the
estimation theoryhat assumes that the observed data set is embedded in&ya noi
signal. Numerous fields require the use of estimation theorgerpretation of
scientific experiments, signal processing, quality cdntrelecommunications,
control theory. We apply this theory to Internet-basedeyst Two important
components of thestimation theoryare thefiltering andsmoothingheories that
propose many techniques to reduce the noise componentstioh lalman filter,
the low-pass filters, the moving averages, linear and naatimegression func-
tions.

The choice of an adequate load tracker is of utmost impogetém¢he entire
runtime management system. We propose load trackers badetkar and non-
linear models with different choices of parameters.

3.1.2 Resource state interpretation

In the second phase of the methodology, each system repaeanobtained
through the load trackers is passed to an evaluation modateshould inter-
pret the resource state. The goal is to evaluate the infoom#tat is provided
by the load trackers and to communicate the results toutheme decision sys-
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tem For this second phase, we consider three main classegd@ifrgrpretation
algorithms that have to solve classical problems, such &tileg non-transient
changes of the load conditions of a system resource, preglitte future resource
state, and defining the resource behavioral trend.

In Figure 3.1 we show that different resource state inteéapien algorithms
may require different representations that can be gerttiatehe load tracker.
For example, a valid load change detector should signalgauhtime decision
system only significant load changes that require some inatesdctions, such
as redirecting requests and filtering accesses. On the ludinek, a load predictor
should provide the runtime decision system with expectaaréuload conditions
that are at the basis of different algorithms, such as lodahbang and request
dispatching.

» Load change detection. Many runtime decision systems related to the
Internet-based context are activated after a significeed Mariation has
occurred in some system resources. Request redirectimee$s migration,
access control and limitation are some examples of prosehsae are ac-
tivated after the detection of a significant and non-trartsiead change.
Different load change detection algorithms exist and threycharacterized
by different characteristics (for example, runtime vs:lofé detection), but
all of them share the common trait to require a reliable regméation of the
resource load.

» Load prediction. The ability of forecasting the future load from a set of
past values is another key function for many runtime degisigstems that
manage Internet-based services. There are a plethoractpoe models
that aim to support time series forecasting: linear timéesemneural net-
works, wavelet analysis, support vector machines (SVM)zyusystems.
The choice of the most appropriate prediction model depemdthe re-
quirements of the application context. Most of the predittmodels are
designed for off-line applications. As we are interestedutctime predic-
tion models, genetic algorithms, neural networks, SVMzjugystems are
inadequate because they achieve a valid accuracy at theegirimaccept-
able computational costs for prediction and learning time.
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» Load trend analysis. For many runtime decision systems, it is important
not only to know the present load state and predict the futuad condi-
tions, but also to understand from where the system is canTihg is the
goal of the analysis that we applied to different decisigoathms.

3.1.3 Runtime decision systems

The majority of Internet-based services is supported byptexndistributed in-
frastructures that have to satisfy scalability and avditglbequirements, and have
to avoid performance degradation and system overload. Yiagahese systems
requires a large set of runtime decision algorithms thabaesnted to load balanc-
ing, load sharing, overload and admission control, jobatisping and redirection
even at a geographical scale.

The runtime decision systems can be classified in two massetathat we
call: decision systemasndautonomic decision systemshe first class is charac-
terized by systems composed by highly coupled componedtsesjuire reliable
information about the global system state. The system isageohthanks to some
centralized algorithms that take decision on the basis efitformation about
all the monitored components. The second class regardsutbeamic environ-
ment that is typically characterized by loosely coupled ponents, by few or null
global information about the state of their components andistributed manage-
ment algorithms. In this thesis, we will apply the proposezthmdology to both
classes of runtime decision systems.

3.2 Internet-based systems

In this section, we describe the characteristics of a reptesive example of an
Internet-based system that consists of a popular muttiAfeb architecture for the
generation of dynamic contents. This test-bed system wikkXercised through
a large set of synthetic and realistic workload models. &hegeriments will
generate several data sets referring to the system resoeasures. We use these
data sets to evaluate the properties of stochastic modeledd representation,
load change detection, load prediction and load trend arslyThis section is
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divided in three parts:
« description of the test-bed system,;

 presentation of the synthetic and realistic workload nethet will be used
in large parts of the thesis;

« description of the most important resource measures tilaepresent the
basic data sets for several analyses throughout the thesis.

3.2.1 Case study: test-bed system

The typical infrastructure for supporting Web-based smwviis based on a multi-
tier logical architecture that tends to separate the thrai@& fanctions of service
delivery: the HTTP interface, the application (or busindésgic and the informa-
tion repository.

These logical architecture layers are referred to as the-&od, application,
and back-end layers, are shown in Figure 3.2.

Clients Dynamic
Y Front-end Application Back-end

D Web layer layer layer
— system

y ) ¥ Ty @) )
D { 1 /request Interface to Interface to Interface to Interface to
— \ / \\handling Application logic Front-end Back-end Application logic
= > < 3
\ \ ’ ~
\

\ ‘
\
/ ’s Data storage
static content Application ‘ management
= handling logic program(s)

Figure 3.2: Typical architecture of a Web-based system

The front-end layer is the interface of the Web-based senliaccepts HTTP
connection requests from the clients, serves static cofriem the file system,
and represents an interface towards the application Iddleeamiddle layer. The
most popular software for implementing the front-end lagethe Apache Web
server [4]. The application layer is at the heart of a Welebaservice: it handles
all the business logic and retrieves the information whsalsied to build responses
with dynamically generated content. This last step oftguires interactions with
the back-end layer, hence the application layer must bebbtapd interfacing
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the application logic with the data storage at the back-erite back-end layer
manages the main information repository of a Web-basedcgenit typically
consists of a database server and storage of critical irgtom that is the main

source for generating dynamic content.

In our thesis, the considered test-bed example is a dynamiichEsed system
referring to a multi-tier logical architecture (Figure BiBat adapts the version
presented in [19]. The first node of the architecture exedime HTTP server and
the application server, that is deployed through the Toifd€Hi] servlet container;

the second node runs the MySQL [78] database server.

Browser
emulator

e

o

Browser
emulator

Browser
emulator

Figure 3.3: Architecture of the considered multi-tier Wedised system
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3.2.2 Workload models

The workload is described by the TPC-W model [102] that itesdming thele
facto standard for the performance evaluation of Web-based regspgoviding

dynamically generated contents (e.g., [19, 27,43]).

The TPC-W benchmark is a transactional Web benchmark. Thkleadl is
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exercised in a controlled Internet commerce environmetttdimulates the activ-
ities of a business oriented transactional Web server. Tdr&lead exercises a
breadth of system components, which are characterized by:

multiple on-line browser sessions;
» dynamic page generation with database access and update;
 consistent Web objects;

* simultaneous execution of multiple transaction types ¢$pan a breadth of
complexity;

* on-line transaction execution modes;

» databases consisting of many tables with a wide varietyzess attributes,
and relationships;

e transaction integrity;

» contention on data access and update.

The performance metric reported by TPC-W is the number of Miglactions
processed per second. Multiple Web interactions are usenholate the activ-
ity of a retail store, and each interaction is subject to @oase time constraint.
TPC-W simulates three different profiles by varying theaati browse to buy:
primarily shopping, browsing and Web-based ordering.r€liequests are gener-
ated through a set @mulated browsersvhere each browser is implemented as a
Java thread reproducing an entire User Session with the W¢eb s

The diagram of Figure 3.4 shows the sequences of the Welaatiiens. Dur-
ing a User Session each Emulated Browser generates a sequfeweb inter-
actions that correspond to a traversal of this diagram. Bade in the diagram
contains the name of a Web interaction type (Home, BestiS8é&arch Request,
etc.). An arrow between two nodes A and B indicates that gieiorming Web
interaction A, it is possible for an Emulated Browser to naettform the Web in-
teraction B. When there are multiple arrows leaving a ndueatc that is chosen
for the Web interaction is determined probabilisticallydescribed in Table 3.1.
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Each arrow with a solid head is annotated at its tail end tjinca label of the
form <Name Labeb. This indicates that, in order to get to the pointed-to Web
interaction from the current Web interaction, a button ndritédame Label” is
pressed (as emulated by the Emulated Browser). For exathplayc at the very
top of the diagram indicates that, by pressing ¢tfgearch- button, the browser
can go from the Home Web interaction to the Search Requestiltefaction.
Arcs with open arrowheads indicate that, in order to get eoghinted-to Web
interaction from the current Web interaction, the EmulaBedwser follows an
HREF link provided by the current interaction. The box in tipper left of the
diagram labeled "Start User Session” does not representtaifteraction type,
but it indicates that the first Web interaction of a User Sess always a Home
Web interaction. Not indicated in the diagram is how Usersies end. A User
Session can end after performing any Web interaction (attzer the Home Web
interaction) such that the chosen next Web interaction imél@nd that a requisite
minimum amount of time has elapsed.

In our thesis, we instrument the TPC-W workload generatentalate dight
and aheavyservice demand that, for the same number of emulated brewser
have low and high impact on system resources, respectiVable 3.1 shows the
parameters of the access frequencies of the TPC-W Web dtitara for these
workload models.

Table 3.1: Service access frequencies (TPC-W workloadjgbt and heavy ser-
vice demand models.

Light Service | Heavy Service

Demand Demand
Home 55% 29%
New Products 14% 11%
Best Sellers 14% 11%
Products Detail 9% 21%
Search Results 7% 23%
Shopping Cart 0.15% 2%

Customer Registration 0.05% 0.82%

Buy 0.41% 1.44%

Order 0.2% 0.55%

Administration 0.19% 0.18%
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For both service demand models, fisser scenarioare implemented by vary-
ing the number of emulated browsers over time. The data seergted by these
workloads are used for all successive analysis ofrthati-phase methodology
because they are considered representative workload soldekypical Internet-
based system. Some representative synthetic user scerefgaing to the heavy
workload model are shown in Figure 3.5. (Analogous pattesitisdifferent num-
bers of emulated browsers are created for the light senagosattd model.)

» Step scenario.The scenario in Figure 3.5 (a) describes a sudden load in-
crement from a relatively unloaded to a more loaded systédin the pop-
ulation is kept at 120 emulated browsers for 5 minutes, thensuddenly
increased to 200 emulated browsers for other 5 minutes.

 Staircase scenario. The scenario in Figure 3.5 (b) represents a gradual
increment of the population up to 180 emulated browsersishfalowed
by a similar gradual decrease.

 Alternating scenario. The scenario in Figure 3.5 (c) describes an alter-
nating increase and decrease of the load between 140 andnif@ted
browsers every two minutes.

 Stable scenario.The scenario in Figure 3.5 (d) describes an ideal workload
where the number of emulated browsers does not change dherexper-
iment. The population refers to 120 emulated browsersngs@quests for
800 seconds. We should observe that a stable number ofscliees not
means that the requests reaching the Internet-based syateralways the
same.

» Realistic scenario. The scenario in Figure 3.6 reproduces a realistic user
pattern (e.g., [10]) where load changes are characterigead dontinuous
and gradual increase or decrease of the number of emulaiedéns.

These ten workload models are representative of the tyypleblworkload that
is characterized by heavy-tailed distributions [5,8, 33#hd by flash crowds [59]
that contribute to augment the skew of raw data.
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Figure 3.5:Synthetiauser scenarios (the number of emulated browsers refers to
the heavy service demand)
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3.2.3 Resource measures

The resource measures can be get through several systenoradaig., sysstat,
procps, rrdtool) that typically yield instantaneous orrage values over short,

regular time intervals.
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Figure 3.7: Resource measurements - light service demand.

1000

1

800 ‘ H ‘ 08
:z 600 % 0.6 %
8 £ s
¥ 400 2 04 g
a 5] 5}
200 1 0.2
200 300 400 500 600 700 800 900 1500 1600 1700 1800 1900 2000 o 100 200 300 400 500 600
Time [s] Time [s] Time [s]
(a) Meas. interval: 1s (c) Resource: CPU (e) Scenario: staircase
1
1000 T 1000
800 800 -
5
5 5 “ g5 06
£ 600 £ 600 H
g g ‘ H z 04
s £l o
¥ 400 ¥ 400
3 8 | 02
200 200 fi
° ] 100 200 300 400 500 600

0
200 300 400 500 600 700 800 900
Time [s]

(b) Meas. interval: 5s

0
1500 1600 1700 1800 1900 2000
Time [s]

(d) Resource: disk

(f) Scenario:
alternating

Figure 3.8: Resource measurements - heavy service demand.
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In order to have a qualitative representation of the bemaficommonly mea-
sured resources (CPU utilization, disk and network thrpugiMB/sec)), in Fig-
ures 3.7 and 3.8 we report the measures related to the light@vy scenario,
respectively, for different sample periods and workloa$ses by considering:

 two resource measurement intervals: 1 second (FigurggBand 3.8 (a)),
and 5 seconds (Figures 3.7 (b) and 3.8 (b));

 two resource metrics: CPU utilization (Figures 3.7 (c) 8r&l(c)), and disk
throughput as blocks/second (Figures 3.7 (d) and 3.8 (d));

« four user scenarios: step (Figures 3.7 (c), 3.7 (d), 3.8&fg) 3.8 (d))),
staircase (Figures 3.7 (e) and 3.8 (e)), realistic (Fig8réga), 3.7 (b), 3.8
(a) and 3.8 (b))), alternating (Figures 3.7 (f) and 3.8 (f)).

All these figures share the common trait that the resourcesunes, obtained
from system monitors are extremely variable to the exteatt &my runtime de-
cision based on these values may be risky when not completelgg. If we
compare the two workload classes, the Figures 3.7 and 3\8 #tai the heavy
service demand causes a much higher variability of the resameasures than
that obtained by the light service demand. We give a matheal@pnfirmation
of this observation by evaluating the mean and the standaidtibn of the CPU
utilization of the back-end node for both workload clas$#s.consider six stable
user scenarios where the number of emulated browsers idikegtduring the
experiment running for one hour. The initial and last ten ui#s are considered
as warm-up and cool-down periods, hence they are omittedtine evaluation of
the statistics. The average CPU utilization and its stathdaviation for the light
and heavy workload are shown in Figures 3.9 (a) and 3.9 (bpeively. These
results confirm the high variability of the resource meastioe both workloads.
In particular, the standard deviation evidences a twofagdetsion of the resource
measures in the case of heavy service demand.

Moreover, it is important to identify the representativeenmal performance
index of the most critical resource of the considered Irgebased system. To this
purpose, we analyze the performance of the CPU, disk ancbrietvf the appli-
cation and database servers and show the results througlobdiagrams [104].
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Figure 3.9: Statistical analysis of the workloads.

They yield a compact representation of the data skew throlugih five number
summaries: the smallest observation, first quartidé)( median, third quartile
(@3), and largest observation. A boxplot also indicates whizbeovations might
be considered as outliers. The smallest observation thadtian outlier, is rep-
resented by an horizontal tic mark that is connected to tixetmough a vertical
line. Its value is equal t1 — 1.5(Q3 — Q1), where the differencé)3 — Q1) is
the inter-quartile interval. The largest observation,&dqo @3 + 1.5(Q3 — Q1),
is represented in a similar way. Any observed dat&)1 — 1.5(Q3 — Q1) or
> Q3 — +1.5(Q3 — Q1) is considered an outlier.

The boxplots in Figures 3.10 and 3.11 represent a subset abtisidered data
sets that is composed by the stable scenario and realigiaso with a heavy
service demand. The y-axis shows the utilization of threeueces (CPU, disk,
network) of the application server and database servertwbeoxes represent
the distribution of the observed data sets.

From these figures we can conclude that for both synthetia@alstic sce-
narios, the CPU of the database server is the most utilizealree, while the
network and disk of the two servers are lightly loaded (theadian utilization is
< 0.05, and this motivates the different representation scaladufirto 0.20). We
can easily conclude that our experiments confirm literatesalts by indicating
that the back-end node of the multi-tier architecture iruFeg3.3 is the most crit-
ical system component [46]. For this reason, when not otiserspecified, in this
thesis we consider the performance indexes of the back-edd with a special
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attention to the CPU that is the most critical system resaurc
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Figure 3.10: Boxplot of the performance indexes of the ressiin stable sce-
nario with light service demand
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Figure 3.11: Boxplot of the performance indexes of the resgsiin realistic sce-
nario with heavy service demand



Chapter 4

Load tracker models

In this chapter, we describe the first phase ofrthdti-phase methodologghown
in Figure 4.1. We propose and compare different linear amdlim@ar functions,
calledload trackers that generat@adaptiveand self-adaptiverepresentations of
the resource load and that are suitable to support diffefecision systems and
are characterized by a computational complexity that ispadible with the tem-
poral constraints of runtime decisions. These functioriscgatinuous resource
measures from the system monitors, evaluate a load repatisenof one or mul-
tiple resources, and pass this representation to the énsctif the second phase.

4.1 Definitions

We consider atad trackera function that filters out the noises characterizing a
sequence of low correlated and highly variable measuregiatd$ to the models
of the second phase a more regular view of the load trend of@uree. This
problem is not related just to smooth observed data setséafding on them
because an arithmetic mean is greatly smoothed, but it malyenepresentative
of the real load conditions. Different runtime decisionteyss need different
representations and we should find the right compromisedsstaccuracyand
responsiveness a load tracker.

At time t;, the load tracker can consider the last observed gatand a set
of previously collectedh — 1 measures, that is&Tn)(ti) = [Sic(n—1)s- - Si—1, 5]
where thg-th element; —n +1 < j <, is a pairs; = (vj, ;). Theload tracker
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Figure 4.1: First-phase of the multi-phase framework.

is a functionLT(STn)(ti)) : R — R that, at timet;, takes as its inpuﬁz(ti) and
gives a “representation” of the resource load conditioamely/;. A continuous
application of the load tracker produces a sequence of lahees that yields a
trend of the resource load conditions by excluding outeafis observed data.

In Figure 4.2 we report a classification of some statisticatihads that can be
used to obtain a load tracker applied to a noisy data set. Tdterfain difference
is betweerinterpolationandsmoothingechniques.

Interpolation is a method of constructing new data poirdsnfia discrete set
of known data points. In our case, an interpolation functaunst pass through
the selected points of the observed data set. There are niféemewt interpola-
tion methods: the linear interpolations, such aspieeewise constant interpola-
tion andsimple regressiarthe non linear interpolations that are composed by the
spline interpolation such as the non-uniform and uniform spline and the cubic
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Figure 4.2: Load trackers classification.

spline, and thgolynomial interpolationsuch as the trigonometric and bicubic
polynomials.

On the other hand, smoothing is a function that aims to captaportant pat-
terns in the data set, while leaving out noise. Some commaosiing algorithms
are themoving averagand thefiltering theory

The choice of an adequate load tracker is of utmost impogetém¢he entire
runtime management system and we should recall that thevetisingle best
choice for any application. Several stochastic models astgded for offline
analysis. Hence, in our thesis we focus only on models chenaed by a com-
putational complexity that is compatible with runtime dgons in Internet-based
systems (often in order of few sections or subsections) gadee runtime models
that we consider and compare, belong to the classes of th@esiegression, the
cubic spline and the moving average.

4.1.1 Linear load trackers

We first consider the class ofoving averagebecause they smooth out observed
data, reduce the effect of out-of-scale values, are faeilgyedo compute at run-
time, and are commonly used as trend indicators [70]. Wed@cutwo classes
of moving average algorithms: tif&mple Moving AveragéSMA) and theEx-
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ponential Moving AveragéEMA) that use uniform and non-uniform weighted
distributions of the past measures, respectively. We adssider other popular
linear auto-regressive models [42, 103Juto RegressiveAR) and Auto Regres-
sive Integrated Mooving AveragARIMA).
Simple Moving Average(SMA). It is the unweighted mean of theobserved
data values of the vectcﬁ(ti), that is evaluated at timeg (: > n), that is,
> s

i—(n—1)<j<i

SMA(S,(t)) = (4.1)

n

An SMA-based load tracker evaluates a n@MA(S?(tQ) for each measure
s; during the observation period. The number of consideredrobd data values
is a parameter of the SMA model, hence hereafter we use,StdAlenote an
SMA load tracker based ammeasures. As SMA models assign an equal weight
to every observed data value, they tend to introduce a signifdelay in the trend
representation, especially when the size of thegéti) increases. The EMA
models are often considered with the purpose of limiting tiglay effect.

Exponential Moving Average (EMA). It is the weighted mean of the ob-
served data values of the veclﬁ}(ti), where the weights decrease exponentially.

—

An EMA-based load tracketT'(S,,(t;)), at timet;, is equal to:
EMA(S,(t) = o # si + (1 — a) * EMA(S,(ti_1)) (4.2)

where the parameter= 2/(n+1) is thesmoothing factarThe initiaIEMA(S_;(tn))
value is initialized to the arithmetic mean of the firsineasures:

I S
EMA(S,(t,)) = % (4.3)

Similarly to the SMA model, the number of considered obseédeta values is
a parameter of the EMA model, hence by EMwe denote an EMA load tracker
based om measures.

Auto-Regressive ModelAR). It is a weighted linear combination of the past
p observed data values of the vecﬁr(ti). An AR-based load tracker at tinig
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can be written as:
AR(Sﬁn(ti)) =gr*s,+ - Opxsy_ e (4.4)

wheree; ~ WN(0,0?) is an independent and identically distributed sequence
(calledresiduals sequenges,, , ..., s;,_,_, are the resources weighted pyin-

ear coefficientsgy, ..., ¢, are the firstp values of the auto-correlation function
computed on thé;T,Z(ti) vector. Thep order of the AR process is determined by
the lag at which the partial auto-correlation function beaes negligible [16, 65].
The numbep of considered observed data values is a parameter of the ARRImo
hence by AR(p) we denote an AR load tracker baseg walues. Higher-order
auto-regressive models include more laggederms, where the coefficients are
computed on a temporal window of theobserved data values.

Auto-Regressive Integrated Moving Average Mode{(ARIMA). An ARIMA
model is obtained by differentiating times a non stationary sequence and by
fitting an ARMA model that is composed by the auto-regressieglel (AR(p))
and the moving average model (MA(Q)). The moving average¢ igaa linear
combination of the pastnoise termsg,,, ..., e; [16,65]. An ARIMA model
can be written as:

i—1—q

ARIMA(?n(ti)) = Qr*5y,+tpraxsy,_,_,_,FOoxe, 4+ +0xe,  (4.5)
whered,, ..., §, are linear coefficients. This model is characterized byetipa-
rameters, that is, ARIMA(p,d,q), whegeis the number of the considered values
of the data sef; is the number of the residuals values, ahnd the number of the
differentiating values. As an ARIMA model requires frequapdates of its pa-
rameters, it may require a non-deterministic amount of tiofé the load tracker
values [42]. Hence, an ARIMA load tracker seems rather iqadt to support
a runtime management system when the underlying infrasiieiés subject to
highly variable workloads.

4.1.2 Non-linear load trackers

The linear models tend to introduce a delay in the load treggtiption when
the size of the considered observed data values increak#s they oscillate too
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much when the set is small. The need to consider non-lingeekers is motivated
by the goal of addressing in an alternative way the traddkaft characterizes
linear models. We consider two non-linear models.

Two sided quartile-weighted median(QWM). In descriptive statistics, the
quantile is a common way of estimating the proportions ofdhata that should
fall above and below a given value. The two sided quartilggived median is
considered a robust statistic that is independent of anyngsison on the distri-
bution of the observed data values [45]. The idea is to estittiee center of the
distribution of a set of measures through the two sided deareighted median:

_ Qs(Saltn) +2 5 Q5(Sulta)) + Qas(Sa(tn)
4

where@), denotes the'" quantile of the?n(tn).

QW M(Sa(t,)) (4.6)

Cubic Spline (CS). A preliminary analysis induces us to consider ¢hbic
splinefunction [85], in the version proposed by Forsytteal. [51], as another
interesting example of non-linear load tracker. This caagalso motivated by
the observation that lower order spline curves (that ishaitlegree less than 3)
do not react quickly enough to load changes, while splingesiwith a degree
higher than 3 are considered unnecessarily complex, inte@dndesired ripples
and are computationally too expensive to be applied in amentontext. For the
definition of the cubic spline function, let us choose sawmetrol points(t;, s;) in
the set of measured load values, whgris the measurement time of the measure
s;. A cubic spline functionC'S”(t), based on/ control points, is a set of — 1
piecewise third-order polynomiajs;(¢), wherej € [1,J — 1], that satisfy the
following properties.

Property 1.The control points are connected through third-order paiyials:
{Csf(tj)zsj j=Led @7
CS/(t)=p;(t) t;<t<tjy,j=1,...,J-1
Property 2.To guarantee &2 behavior at each control point the first and second
order derivatives op,(¢) andp;,(¢) are set equal at time, Vj € {1,..., J —2}:
{dpj(tj+1) _ dpj+i(tj+1)

dt dt )
d?p;i(tiv1) _ d*piva(tiv1) (4.8)

dt? dt?
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If we combine Properties 1 and 2, we obtain the following dedéin for
CS7(t):

t—t;)° + 2t —t)°
6h;

CSJ(t) _ Zj+1(

bt -t @9

Siy1  h; S5
(g —gjszrl)(t—tj)Jr(h—é—

Viedl,...,J -1}

whereh; = t;41 — t;, ands; are the measured values. Thecoefficients are
solved by the following system of equations:

20 = 0
hj—1zj—1+ 2(hj—1 + hy)zj + hyzjen = 6(345— — 222 (4.10)
2, =0

The spline-based load trackéfF(S?(ti)), at timet;, is defined as the cubic
spline functionC'S’(¢;), that is obtained through a subsetiofontrol points from
the vector ofn load measures.

Although the cubic spline load tracker has two parametedsisuitomputa-
tionally more expensive than the SMA and EMA load trackerss commonly
used in approximation and smoothing contexts [47, 85, TT®. cubic spline has
the advantage of being reactive to load changes and it ipemtkent of resource
metrics and workload characteristics. Its computationalglexity is compatible
to runtime decision systems, especially if we choose a smatiber of control
points.J. This reason leads us to prefer the lowest number, thdt4s3.

4.2 Evaluation methods for load trackers

The load trackers should be evaluated in terms of feagilaiid quality. We can
consider acceptable only the load trackers that have a datignal complexity
which is compatible with runtime requirements. Moreoves important to eval-
uate the load trackesiccuracyand responsivenessWe will see that these two
properties are in conflict, hence the perfect load trackar icharacterized by
optimal accuracy and responsiveness does not exist. Waaté that this trade-
off can be solved by considering the goals of the load traelpglication. For
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example, a runtime decision system that must take immedéiens may prefer
a highly reactive load tracker at the price of some inacgur@n the other hand,
when an action has to be carefully evaluated, a decisiorsystay prefer an
accurate load tracker even if it is less reactive.

4.2.1 Computational cost

In this section, we estimate the computational cost of tlagl iwacker functions
to understand their feasibility to runtime requirementg &Valuate the CPU time
required by each load tracker to compute a new value of thekrigresentation.
This time does not include the system and communicationstithat are neces-
sary to fill the observed data set. The results for differesasured values:j are
evaluated on an average PC machine and reported in Tabl&ley.refer to the
realistic user scenario and heavy service demand, butdbgis are representative
of any workload. From this table we can conclude that the agatpnal cost of
all considered load tracker functions is compatible withtime constraints. The
majority of load trackers have a CPU time well below 10 msdwe hain differ-
ence is represented by the ARIMA models with a computationst that is one
order of magnitude higher. Although a cost below 100mseemsecompatible
with many runtime decision systems, we should considerlibhind the choice
of the parameters of the AR and ARIMA models there is a comelauation of
the auto-correlation and partial auto-correlation fumesi as in [16, 65]. For ex-
ample, we can conclude that the AR(32) and ARIMA(1,0,1) ni®dee the best
parameters for the considered workload. The complexithisfghase, rather than
the CPU time for generating a load tracker value, leads usrnsider that the AR
and ARIMA models are inadequate to support runtime decisystems in highly
variable workload scenarios.

4.2.2 Accuracy and responsiveness

All the considered load trackers share the common goal oésemting at runtime
the trend of a set of observed values obtained from some |laadton. For the

evaluation of the load tracker accuracy and responsivemesseed a reference
curve that we callepresentative load intervallhis is the indicator of the central
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Table 4.1: CPU timerQiseg for the computation of a load tracker value
n=30 | n=60 | n=90 | n=120 | n=240

EMA 0.059| 0.059 | 0.059 | 0.059 | 0.059
SMA 0.560| 1.039 | 1.461 | 1.990 | 3.785

CS 2.100| 3.426 | 4.242 | 6.231 | 12.215
QWM 0.462| 0.448 | 0.456 | 0.461 | 0.494

AR(32) 5.752| 5.978 | 5.998 | 6.070 | 6.417
ARIMA (1,0,1) X 67.536| 67.765| 67.228| 72.141

tendency of the observed data set in specific intervals agxperiment where the
generated load is rather stable, although the resourceton®may recognize no
stability from the measured values. In real systems, whemdintrol is limited to
the server side of the Internet and does not include thetdida, it is practically
impossible to compute the representative load intervabunexperimental set-
ting, we have the additional advantage of controlling thedlgenerators and we
can compute off-line the representative load. Hence, weidenas the reference
interval the period of time during which we generate the samn@ber of user
requests, that is, we have the same number of active emileieders.

As the skew of the observed data set is severe, the simple imeaha good
indicator of the central tendency of a set of data [70], heme@refer to evaluate
the representative load as thpproximate confidence intervgl3] in each inter-
val. In Figure 4.3, we report for the observed data detg and the upperZ})
and lower {'}) bounds of the representative load intervéisrizontal line3.

We now evaluate thaccuracyand theresponsivenessf the six considered
load tracker functions thatis, SMAEMA,,, AR(32), ARIMA(1,0,1), CS, QWM,,,
in representing the load trend of a sehadbserved data values. From a qualitative
point of view, the responsiveness and the accuracy comelsfmothe capacity of
reaching as soon as possible the representative loadahtand of having small
oscillations around the representative load interval. b propose a quantitative
evaluation for these two parameters.

Theaccuracy errorof a load tracker is the sum of the distances between each
load tracker valué computed at the instant I, VI representative load intervals,
and the corresponding value of the upper bolificbr lower boundl’ of the same
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Figure 4.3: Representative load intervals.

interval, thatis, > > d;, where:
VI>0iel

0 if TF <, <TV
di=< Ul =TV ifl;>TV (4.12)
TF—1, ifl;<TF

The accuracy error corresponds to the sum of the vertictdries between
each load tracker point that is out of the representative inoterval and the rep-
resentative load interval bounds, for each interval.

For the sake of comparison of different load tracker modeésprefer to use a
normalized value, such as thelative accuracy error As a normalization factor,
we consider the accuracy error of the observed data set. elatve accuracy
error for any acceptable load tracker lies between 0 anchéywise a load tracker
would be considered completely inaccurate and discarded.

Theresponsiveness a temporal requirement that aims to represent the ability
of a load tracker to quickly adapt itself to significant loaatiations. Let;, denote
the time at which the representative load exhibits a newlestmlad condition
that is associated to a significant change in the number o ugEor example,
in the considered data set shown in Figure 4.3, we Have 4 instants: 120,
240, 360, 480.) A load tracker is more responsive when itgsectwuches the
new representative load interval as soon as possible.t;L elenote the instant
in which the load tracker value reaches for the first time ohthe borders of
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the representative load interval that is associated witbvaload condition. The
responsiveness erraf a load tracker is measured as the sum of the horizontal
differences between the initial instant characterizing the representative laad
and the corresponding timg that is necessary to the load tracker to touch this
new interval. For comparison reasons, we normalize the duimedime delays
by the total observation peridf, thus obtaining aelative responsiveness error

Z|t1k - tlk|
Kk
T

We have carried out a very large set of experiments for amagythe typical
behavior of commonly measured resources. We report a sobdet results that

(4.12)

refer to a specific architecture for ten classes of workldeue reader should be
aware that the main observations and conclusions abouw tasslts are represen-
tative of the typical behavior of the resources of an Intebased system that is
subject to realistic workload.

4.3 Results

We apply the load tracker analysis of the multi-phase meilugy to typical in-
ternal resources measures of an Internet-based systemeaadaluate the accu-
racy, responsiveness and precision of six load tracker lmoés a representative
example, we consider the workloads and the Internet-basstdr described in
Section 3.2

4.3.1 Accuracy

The evaluation of the load tracker models requires a prehnyi step for the com-
putation of the representative load interval for every abered data set. For ex-
ample, in the step scenario and light service demand, wethaveeference inter-
vals: 77 = [0, 300] andT;, = [301, 600]. In the staircase and alternating scenarios,
there are five reference intervals: [0, 120], [121, 240],1[2260], [361, 480] and
[481, 600]. In the realistic scenario, we consider fourrnveds: [341, 460], [500,
640], [701, 820] and [821, 1000]. In Figures 4.4 and 4.5, weore for the six
workloads, the observed data séo{9 and the upperI(”') and lower {"*) bounds
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of the representative load intervalefizontal line$. Even from these figures we
can appreciate the higher variability of the workload basedheavy service de-
mand with respect to that based on light service demandzeifottmer workload,
dots are more spread and confidence intervals are largeexaonple, the mid-
dle interval of the staircase scenario Hgs = 0.39 andTY = 0.42 for the light
service demand, ariff* = 0.42 and7Y = 0.55 for the high service demand.
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Figure 4.5: Representative load intervals for differergruscenarios anteavy
service demand.

Now it is possible to compute the accuracy and responsigarfése proposed
load tracker models on the considered data sets. In thedsgu6 and 4.7, we
report the normalized values of the accuracy and respamssgeerrors of some
representative load trackers for the workload chara@driw a realistic user sce-
nario and heavy service demand. We consider different Setbserved data
values, where, ranges from 30 to 240.

There are some clear messages coming from the histogranguired.6 and
from all other results of which we report a small subset.
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The SMA, EMA and QWM load trackers are characterized by aer@sting
trade-off: working on a small{ < 30) and large ¢ > 200) amount of observed
data sets causes higher accuracy error than that achievettbyediate size vec-
tors. The motivations for this result are different: for $iwalues ofn, the error
is caused by excessive oscillations; for large values ibis caused by excessive
delays. Figures 4.8(a-c) give a visual interpretation efghantitative results. For
example, the SMA, curve touches soon the representative load intervalsidut i
accuracy is low because of too many oscillations. On therdthed, the SMA,
curve is highly smoothed, but it follows the real load witb tauch delay and even
in this case its accuracy results poor. Similar results elngeged by the EMAy,
and QWM,,, load trackers. The best results for= 90 measures are confirmed
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Figure 4.8: Load tracker curves with respect to represeethitad intervals (real-
istic user scenario and heavy service demand).

by the EMA), and QWM,, curves that follow more regularly the representative
load intervals.

The AR and ARIMA models are characterized by a high accuraayr ¢hat
iIs caused by their extremely jittery nature. Figure 4.8(fi¢re a clear visual
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interpretation of the quantitative results. The cubicrsplnodel is quite inter-
esting because larger sets of observed data lead to a manotgrovement of
the load tracker accuracy. Figures 4.8(e) and 4.8(f) ewedrow the curve for
n = 240 follow the representative load interval much better thandbbic spline
for n = 30, that is extremely jittery.

A comparison of all results shows that AR and ARIMA modelsénthe high-
est and unacceptable accuracy errors. The best results Af EMA and QWM
models are comparable and all achieved for a vector ef 90 observed values.
Their accuracy is even better than that of the best cubinsptiodel that is, Cy,
although we will see that this function may have further mas@f improvement
for highern.

Itis interesting to observe that quite similar results at@eved for completely
different and stressful workloads, such as the step, tivease and the alternating
user scenarios for both light and heavy service demand. $esu#ts shown in
Figure 4.9 refer to the light case. They confirm main conosiabout load
tracker models, although they are achieved for differehtesofrn. In particular,
the SMA, EMA and QWM load trackers obtain their best accurfaecyn = 30
(instead of the previous = 90 case).

4.3.2 Responsiveness

Let us pass now to evaluate thesponsivenesgesults that are reported in the
histograms of Figures 4.7 and 4.10 for the realistic userade, and the step, the
staircase and the alternating scenarios, respectivelg. nMiéssage coming from
these figures and from all other results is a clear confirmatfdhe intuition: for
any load tracker, working on larger data sets increaseseg@onsiveness error.
The most responsive load trackers are the AR and ARIMA modssacterized
by a null error. If we exclude these models, that are uselessoéd tracking
purposes, the cubic spline functions are the most respanSixen the stability of
their results is appreciable, with an error below 0.1 for any. 120. The load
trackers based on the EMA and SMA models seem more sensitive tchoice
of n; acceptable results are obtained foK 90 and forn < 30 in the light and
heavy service demand case, respectively. The QWM modepisaly the less
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Figure 4.10: Responsiveness the load trackers for three user scenarios and
heavy service demand.

responsive and even the range of validity:aé more narrow than that of the other
load trackers.

4.3.3 Precision

The choice of the most appropriate load tracker is a com@m®metween accu-
racy and responsiveness. Depending on the applicatioreadebond phase, we
can choose a more accurate or a more responsive load tr&thwever, we can
anticipate that no application can prefer one attributdeuit any interest to the
other. For this reason, we introduce trecisionof a load tracker as a combina-
tion of accuracy and responsiveness.
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The majority of the considered load trackers is charactdrizy a multitude
of parameters, but we have seen that it is possible to repersalution of the
trade-off to the choice of the right number of measured \&al&er each model, it
is necessary to find a value nfthat represents a good trade-off between reduced
horizontal delays and limited vertical oscillations. Faample, the cubic spline
load trackers have the advantage of achieving monotonicedatively stable re-
sults: their accuracy increases considerably and thenoresveness decreases
slowly for higher values of.. The results of the EMA, SMA and QWM are char-
acterized by an "U effect” as a function of

To evaluate the precision attribute as a trade-off betweearacy and respon-
siveness, we useszatter plot diagranj105]. In Figures 4.11 and 4.12, the x-axis
reports the accuracy error and the y-axis the responsisesresr. Each point
denotes the precision error of a load tracker.

We define theprecision distanceé;, of a load trackerl as the euclidean dis-
tance between each point and the point with null accuracy emd null respon-
siveness error (that is, the origin) of the plot diagram. &bwer, we consider
the area ofadequate precisiothat delimits the space containing the load track-
ers that satisfy some precision requirements. This limiygscally imposed by
the system manager on the basis of the application and eantstiof the run-
time decision system. In our example, we setablequate precisiorange to 0.4.
Hence, in Figures 4.11 and 4.12, the load trackers having 0.4 are considered
acceptable to solve the trade-off between accuracy andmesgness.

The SMA, EMA and QWM load trackers in Figures 4.11(a) and éa)l&hare
a similar behavior: for higher values afthey tend to reduce their accuracy error
and increase their responsiveness error; at a certaimtnbtath the accuracy and
the responsiveness degrade, and their points leavadéguate precisio@area.
We can confirm that the AR and ARIMA models are non valid sufspfar load
trackers because their perfect responsiveness is achaetee price of an exces-
sive accuracy error. The cubic spline model confirms its nmmo behavior that
can be appreciated by following the ideal line created bystinall triangles in
Figure 4.11(b).
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4.3.4 Statistical analysis of the load trackers

In Chapter 2 we have evaluated the statistical propertiéissobbserved data sets
coming from an Internet-based system. Now we want to cartylmisame sta-
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tistical analyses on the load tracker values referring ®dhme data sets. In
particular we consider the EM#\ load tracker model that has shown “adequate”
precision and evaluate:

* the noise component through the noise index
* the heteroscedasticity;
* the autocorrelation.

The first interesting result is that the load tracker redulcesioise index of
about the 80%, passing frotn= 0.98 for the observed data set o= 0.20 for
the load tracker values. We recall thiatc 0.3 denotes a data set affected by a
significant noise and this bound is clearly satisfied by tlagl imacker values.

The successive evaluation of the heteroscedasticity dbtmektracker values
shows that the variability of the data set variance is gyeatluced to the extent
that it appears similar to a homoscedastic behavior. Inreigul3, we compare
the heteroscedastibehavior of the observed data set that is characterized by a
variable variance of the residuals (Figure 4.13 (a)) andhitnoscedastic-like
behavior of the load tracker values that are characteriyed‘bonstant” variance
of the residuals in the y-axis (Figure 4.13 (b)). The homdaséc-like behavior
allows the load trackers to respect the same precisiontyuadiependently on the
load conditions.

Figure 4.14 shows the ACF functions of the observed datarsktlze load
tracker values. The load tracker exhibits a slow decay ofatl®-correlation
coefficients that bring to a consequent increase of the tiepenidency between
the values. This property allows us to transform the pastesabf the load tracker
models in manageable and useful information to represerrisent load and to
make prediction.

4.4  Significance of the results

Let us detail the overall significance of the analysis on lvadker models that
comes from the shown results and other not reported expetatigat confirm our
main conclusions.
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* The load tracker models based on EMA, SMA, CS and QWM haveara co
putational cost that is compatible with runtime consti®int

 For all workloads, the load trackers are characterizedtbyoke-off between
accuracyandresponsivenesd his problem can be seen as the right choice
of the size of the observed data vector.

* There exists a clear relationship between the dispersiat {s, standard
deviation) of the observed data set and the choice of theobsstrved data
vector size. A high dispersion of the observed data set, aachat of the
heavy service demand, requires load trackers working ongarlaumber
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of observed data. On the other hand, the amount of data néedéthin a
precise load tracker decreases when the workload causemadispersion
of the observed data set.

The proposal of a theoretic methodology to find the “bestfor any load
tracker, any workload and any application is out of the sauffiis thesis. How-
ever, a large set of experimental results points out soneedsting empirical evi-
dences.

» There exists a set of feasible valuesudhat guarantee an acceptapleci-
sionof the load tracker.

» The range of feasible values far depends on the standard deviation of
the observed data set. For example, in the heavy workloasl EERA is
acceptable fromm = 30 to n = 120, in the light workload case EMA is
acceptable fromm = 10 ton = 30.

* The QWM-based load tracker has a limited range of feagbili

* The EMA-based and the SMA-based load trackers have a légestill
limited range of feasibility.

* The CS-based load trackers have a suffigeatisiononly for high values
of n. However, when this load tracker reachesdtequate precisioarea, it
is feasible for a large range afvalues thanks to its monotonic behavior. We
should also consider that its higher accuracy comes at ibe @rincreasing
computational costs, however they do not prevent the agiic of CS to
runtime contexts.

* Once we are in thadequate precisioarea, all load trackers are feasible.
Among them, we can choose the best load tracker on the bakisEquire-
ments of the second phase. In other words, we can give moreriamze
either to the responsiveness or to the accuracy dependitigearature and
constraints of the application of the load tracker model.
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4.5 Self-adaptive load tracker

The previous analyses show that the load tracker functiomsl@aracterized by
a low noise component, by a low variability of variance andsbwyrt term de-
pendency. Although these properties improve the qualitthefdata represen-
tation, the non stationary behavior of the workload (betvagonfirmed by the
heteroscedasticy of the data sets) that characterizestbmét-based systems
continues to represent a component of complexity that clomid the quality of
the load tracker functions. In particular, we anticipatattany static selection
of the model parameters at the beginning of the experimeniidead to com-
pletely wrong results. These considerations lead to thpqwa ofself-adaptive
stochastic models.

Previous researches [6] demonstrated that the non statiobserved data sets
referring to an Internet-based system are composed by séioods of stability in
which the observed data sets preserve the same statistiparfies. We propose
aself-adaptivdoad tracker that, for every stable period, selects the @atedoad
representation through the analysis of the statisticgbgmees of the observed
data set.

In Section 4.3.3, we have shown the relationship betweeratige of feasible
n values of a load tracker and the dispersion of the observieds#d. We have
also seen that the range of feasibility of a load tracker dépen the chosen
function. For example, the range of feasibility for the |detkers based on EMA
isn = [10, 30] in the realistic scenario with light service demand and [30, 120]
in the scenario with heavy service demand, while the loatkéms based on CS
have a range of. = [60,90] in the light service demand and = [240, 360] in
the workload scenario with a heavy service demand. Our iglda use these
relationships to design self-adaptivdoad tracker that decides dynamically the
adequate size of the observed data set in the range of feasibility.

For every stable period, we want to find thealue of the data set siﬁ(ti) =

[Si—(n-1), - - -, 5;) that allows us to generate an adequate load trackerkRLgt=
[rspy,---»Tsp,) be a set ofk values, wherergp, represents theth reference
standard deviation value. L&Y% (;) = [s;_1-1), - .., s;| be the observed data set

in the stable period’. We present the fundamental steps of¢b#-adaptivdoad



4.5 Self-adaptive load tracker 75

algorithm shown in Figure 4.15.
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Figure 4.15: Flow chart of a self-adaptive load tracker.

Step 1.For every stable period, the selection of the range of féasibalues
is a function of the standard deviation of the observed datiaS9(¢;), and of
the class of load tracker selected to represent the loadcdjl@ve compute the
standard deviatios D1 (t;), in order to quantify the dispersion of the observed
data set during the peridg:

SDr(ti) = 4| = Y (si —9)2. (4.13)
=1

Step 2. We compare the present standard deviation vefuey(¢;), with the
previous,SDr(t;—1). If SDr(t;) ~ SDr(t;—1), then the range of feasibility is
confirmed because the data set dispersion has not changete @ther hand, if
the standard deviation value changes, we need to find the argye rof feasibil-
ity. For the considered context, the selection of the adequemge is based on
Table 4.2 that reports the range of feasibility for all th@sidered load trackers
and for every reference standard deviation value. In the take have three refer-
ence valuesRkgp = (1,2,2.5). These ranges were empirically estimated through
the precision analyses in Section 4.3.3 by choosing a rahgeemuate precision
equal tod;, = 0.4.

The pair represented by the reference standard deviatioe ead the load
tracker function, allows us to select the range of feasibkalues. Every: value
in that range is able to guarantee astequate precisioof the load tracker. The
adequate range of feasibility for the standard deviatidnevd D (t;) is associ-
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Table 4.2: Ranges of feasibility.
Rsp EMA SMA QWM CS
1 (10, 30] [30] [30,60] | [60,90]
2 [30,90] | [30,60] | [60,70] | [120,280]
2.5 | [30,120] | [30,90] | [60,90] | [240, 360]

ated with the reference standard deviation valyg, that is able to satisfy the
conditionrsp, ~ SDr(t;), wherej € (1,... k).

Step 3. The final choice of the: value depends on the requirements of state
interpretation algorithms of the second phase oftiodti-phase methodolog¥or
example, if a reactive load tracker is necessarypthielue has to be chosen close
to the lower bound of the range. Vice versa, if we want a lesstiee load tracker.

We compare the behavior of tlaelaptiveand theself-adaptivdoad trackers
in Figure 4.16. We consider a data set composed by two staieds7; =
[1,1800] and T = [1801,3500] that are characterized by a standard deviation
index SDp, =~ 0.95 andSDr, ~ 2.12, respectively. Figure 4.16 (a) shows the
load representation of the observed data set based orz&zM#en the observed
data set changes its statistical propertigs={ 1800), the load tracker increases
its oscillations and decreases its quality. In Figure 4l)6ne present theelf-
adaptiveload tracker based on EMA. On the basis of the results of Taldle
the ranges of feasible values for the EMA load tracker[&0e30] in the stable
period 77 becauseSDy, ~ (rsp, = 1), and[30,90] in the periodT; because
SDr, =~ (rsp, = 2). To select the: value in the range of feasibility, we consider
for example the maximum value thatnis= 30 during period7;, andn = 90
during periodls. In the Figure 4.16 (b) we see that thelf-adaptivdoad tracker
preserves its quality also when the statistical propedfdate observed data set
are subject to significant variations.

We apply the samself-adaptivdoad tracker to represent the data set coming
from the realistic user scenario with light service demaikagure 4.17 shows
the variable dispersion of the data during the experiméat,is characterized by
five short term stable periods. Using a static EfylAhe load tracker accuracy
is 0.32 and its responsiveness is 0.097, while dbi-adaptiveload tracker is
able to improve the accuracy that is equal to 0.21, and thmnsiveness that is
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Figure 4.16: Comparison betweadaptiveandself-adaptivdoad trackers.

equal to 0.062. A qualitative representation of the behrawidhe self-adaptive
load tracker is shown in Figure 4.18. This figure confirms thiéitg of the self-
adaptiveload tracker to adapt itself not only to load variations, also to the
variations of the load variability of the data sets.

We have empirically verified that for evegrecision distanced,, and for
every load tracker a relationship exists between the stdndieviation and the
range of the feasible values of It is possible to use this information to de-
sign aself-adaptiveload tracker that selects the parameteon the basis of
the statistical properties of the observed data set, sutiieastandard deviation.
This load tracker improves the load tracker qualities eisfigavhen the data set
changes significantly its characteristics or, in other wprtis characterized by

heteroscedasticity.
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Chapter 5

Load change detection

In this chapter we present the second phase ofribki-phase methodologn

Figure 5.1 by discussing the load change detection thateaobthe most funda-
mental problem in runtime system management. We propose &wad change
detection schemes, the main criteria to evaluate theiitguahd final analysis of

the considered algorithms.

First phase:
Generation of
representative
resource load

Second phase:
Resource state|
interpretation

Third phase:
Resources
Management

Figure 5.1: Second-phase of the multi-phase framewts&d change detection
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5.1 Problem definition

One of the key-points for supportiredaptiveand self-adaptivenechanisms is
the ability of detecting one or several changes in some chexiatic properties of
the system.

Many runtime management decisions related to Interneteébasrvices are
activated after a notification that a significant load vasiatas occurred in some
system resource(s). Request redirection, process nagradccess control and
limitation are some examples of processes that are adliater the detection
of a significant and non-transient system load change. Wedazd changeany
modification in the data sets of the system that occurs eitfs¢antaneously or
rapidly with respect to the period of measurement and ttsas kmr a significant
period.

The first signal of load change refers to a time instant at weame attributes
of the system change, while before and after that instanptbperties are sta-
ble. This notion serves as a basis for the formal descrigifathe load change
detection problem and related algorithms.

Let (z4,...,z,) be a sequence of a generic data set with conditional density
po(xi||Tiz1,...,x1), wherel < ¢ < n. Before the (unknown) time, that is
assumed as the instant of the load change, namcteyge detection timehe
conditional density parametéris constant and equal . After ¢, the same
parameter is equal #,. The on-line problem is to detect the occurrence of the
change as soon as possible, with a minimum or null rate oé frms before,.
The detection in the increasing direction of the data vatugignaled by @hange
detection rulewhich usually has the form:

gi(z1,...,x) >, 1 <i<n (5.1)

wherey is a thresholdg; is a parametric function at timg namely thestate
representation functianits change detection timig is defined as:

to=1inf{i: g;(z1,...,2;) > x},1<i<n (5.2)
while a detection in the opposite direction is signaled by:

to=1inf{i: gi(z1,...,2;) <x},1<i<n (5.3)
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wheret, corresponds to the inferior extremef( of the set of the values that
correspond to the time instants in which ttienge detection rules verified.

5.2 Algorithms for load change detection

Several algorithms exist for solving the load change detegroblem in different
contexts. For the Internet-based systems, we considehtkshold-based and
CUSUM algorithms. Both share the common trait of requiringekable load
representation of the resource load, even if they are cteized by different
properties.

5.2.1 Single threshold-based scheme

The basic single threshold algorithm for load change detectefines a thresh-
old for a resource load, and signals a load variation whenatsteobserved data
value overcomes that threshold. This model has been widkelgtad (just to cite
few examples in [81, 82, 89]), and its oscillatory risks amdlknown especially
in highly variable environments (e.g., vicious cycles iguest distribution and
replica placement [20]). The risks of false alarms can beaed by using mul-
tiple thresholds, by signaling an alarm only when multipbserved values over-
come the threshold, by augmenting the observation periodlsa on. Because
of in our methodology the load state is represented by the toecker values
(I1,1s,...,1,), we consider thetate representation functign equal to:

gi=1;1<i1<n (5.4)

A load change detection in the growth direction of the loadests signaled
when the load state verifies the followingange detection rule

gi1 < XNgi > X (5.5)
while in the opposite direction:

gi-1 > XNGgi <X (5.6)
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wherey is the threshold value. Consequently, thenge detection timg is equal
to:

to=1{i:(9i-1 < XAg >x)} (5.7)

or, for a load change detection in the decrease directiohetdad statet is
equal to:

to=11:(gi-1 > XN g <X)} (5.8)

A valid load change detector detects as soon as possiblergeltd repre-
sentative load over or under the threshgldbut it limits or avoids false load
detections.

5.2.2 CUSUM scheme

The CUSUM algorithm is adopted in statistical control toet¢tmean value
changes of a stochastic process [11]. This scheme relidsearbservation that if
a change occurs, the probability distribution of the datackanges as well. The
CUSUM algorithm requires a parametric model for the obs#dega, such as the
AR and ARIMA models, so that the probability density functican monitor the
data sequence. As demonstrated in Chapter 2, Internettisgseems are very
dynamic and complicated entities, and the constructiohed¢ parametric mod-
els is still an open problem. In this thesis we use the loacké&mafunctions for
modeling the data set because they are robust and do noteegsophisticated
tuning of the parameters.
Let (I4,15,...,1,) be a sequence of load tracker values that are characterized

by:

« conditional probability densityy,(l;/l;_1,...,l;) before the change time
to, Whered, is the parameter vector of the load tracker value segmh@épt
beforet;

* a conditional probability densityy, (1;/l;_1, ..., 1) aftert, whereé, is the
parameter vector of the segmdiif; after this instant.

Let LT} be the sum of the logarithms of the successive likelihoddsdi 1]:
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LT =Y k=Y log JooUifli, )1§i§n (5.9)

1<j<i 1<j<i f61 l/lz I R )
Thestate representation functiap is defined as:

g; = LTV — min LT} (5.10)

1<5<8
and the correspondingnange detection tinfer a load change detection in the
increase direction of the load state is:

to = min{i : g; < x} (5.11)

or for a load change detection in the opposite direction:

to = min{i : g; > x} (5.12)

wherey is a given threshold.
In case of a CUSUM algorithm, the selection of the threshesldenerally
based on the Kullback-Leibler distance between two prdibabdensitiesf,, and

fo, Of aload tracker valued,, .. ., ), defined as:
_ feo( )
K(6y,0:) = fel( )fgo( )dl (5.13)

From [11] it is known that the detection delay is inverselpgrtional to
the Kullback-Leibler distance. If is the threshold for detection, the relationship
betweeny and the Kullback-Leibler distance can be expressed as:

X

K(61,60) = 2 (5.14)

wherer is the mean delay for detection. From Equation 5.14 we catewri 7%
K(61,60,) and consequently the Kullback-Leibler distance can be tsetioose
the threshold; of the CUSUM algorithm.

5.3 Evaluation: reactivity and delay error

Two properties characterize a good load change detec®mrapidity in signaling
a significant load change, and the ability to discern a stéaalg change from
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a transient change. These two properties are conflictintpuse a detector that
is able to quickly signal load changes, has also higher @saon€ mistaking a

transient load spike for a steady load change. Figures %.2an@ (b) show a

representation of a general load change detection modetibas the observed
data set and the load tracker where the threshold set to 0.4. From these
figures, we observe the two possible types of false detextion

* The excess of oscillations of a data set around the thrésladliey causes
many false alarms. This type of error is extremely evidethécase of the
observed data set (Figure 5.2 (a)), but also in the case gh#ytnesponsive
load change detector such as QWNFigure 5.2 (b)).

» The excess of smoothing of a load tracker may cause a dekagnaling a
variation of load conditions. This kind of errors is evidamthe case of a
smoothed load change detector, such as QWFigure 5.2 (b)).

The load change detection is a typical problem where we pagfead tracker
that solves the trade-off between too much reactivity capfalse alarms and ex-
cessive smoothness causing delays. In other terms, we deanbf too accurate
or too responsive load tracker, but one having “adequatecigion. If there are
multiple adequate load trackers, the best choice dependgogference given to
responsiveness or accuracy.

The ability of a load change detector is to detect as soon ssilge a change
of representative load intervals, that were presentedatic@@e4.2.2, over or under
the threshold,. Errors are caused when the detector signals an oppositstate
of the functiong; that is, when

(T <xNgi>x)V (T} >xNAgi<X) (5.15)

whereTY andT} are the upper and lower bounds of the representative load in-
tervals andy; is state representation functicat timet; that is equal td; for the
single threshold model (as shown in Equation 5.4) afdt — {g}jgiLTf for the
CUSUM model (as shown in Equation 5.10). As shown in Figu2ewo possible
sources of errors exist that we define dstayandreactivityerrors.

Thedelay erroris the sum of wrong observations occurring between a change
of approximate confidence interval and the first right oba&own recognizing the
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Figure 5.2: Load change detector based on threshetd) .4

load change. This value corresponds to the number of oligmrgdhat are neces-
sary to the load tracker to touch the threshold valuster a change of load over
or under the threshold.

Once a detector has evidenced a load change, an error duactoritg oc-
curs every time that an observation signals a change of statéhas not really
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occurred. To compare different detectors, we evaluatedia¢ive delay erroras
the sum of all delay errors normalized by the number of olzgems)/. We also
evaluate theelative reactivity erroras the sum of all reactivity errors normalized
by M.

5.4 Results

5.4.1 Single threshold

Tables 5.1, 5.2, 5.3 and 5.4 report the relative delay anctivéigt errors of the
single threshold scheme for the step, staircase and ditegneser scenarios and
light service demand, and for the realistic user scenaddaavy service demand,
respectively. We consider just the load trackers that irti&e@.3.3 have shown
“adequate” precision and a value of the threshplg 0.4. Note that QWM is
inadequate for the alternating and staircase user scenario

Table 5.1: False detections (step scenario and light ssdemand)

Step user scenario
Delay | Reactivity
Error Error
Observed data| O 17.8%
EMA 1o 0.2% 2.4%
EMA 54 2.2% 0.2%

[ SMAy, |35%| 0 |
QWM 3 2.7% 0
QWM ¢ 8.2% 0

CSy 0 0.3%
CSso 0 0.2%

When the load change detector is based on observed dawislaesignificant
number of oscillations around the threshold. In this cdseyeéactivity errors are
the only contributions to false detections, because threre@delays.

The detectors based on EMA and SMA and QWM load trackers éxdhilelay
error that increases as a function of the number of measur@his error repre-
sents the main contribution to false detections, becawesetlnear load trackers
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Table 5.2: False detections (staircase scenario and kghice demand)

Staircase user scenarig
Delay Reactivity
Error Error
Observed data 0 13.8%
EMA o 2.0% 0.6%
EMA 5, 3.3% 0
[ SMA;, | 5.8%]| 0 |
QWM 3, 4.2% 0
QWM X X
CSy 0.5% 1.9%
CSq 0.8% 1.5%

seem smoothed enough to avoid reactivity errors unlesséosrall set of: val-
ues. The opposite is true for load change detectors basedsdoad trackers:
they are affected by very low delay errors, but by high red@gterrors especially
for few n values. These load trackers are characterized by a dawgeasmber

of oscillations with higher values of. These oscillations are the main reason of
false detections.

An overall evaluation of the results in Tables 5.1, 5.2 argdsbows that, for a
light service demand, the best detectors are based on thinean CS, and on
the linear EMA functions. Both of them are characterized by low percergafe
false detections, that are always lower than 5% even in thet sgvere alternating
user scenario.

Similar considerations hold true also when we consider tbheerjittery heavy
service demand shown in Table 5.4. This table reports omlyahd trackers with
“adequate” precision, as determined in Section 4.3.3. Tha mifferenc with
respect to the user scenarios based on a light service deséme augmented
number of errors caused by the higher dispersion of the resoneasures. As a
consequence, the best load trackers (EMARWMg, and CS,,) for supporting
load change detection need a larger amount of measuredsvhkuethat required
for the user scenarios with a light service demand.
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Table 5.3: False detections (alternating scenario and $igtvice demand)

Table 5.4: False detections (realistic scenario and heaiwyce demand)

Alternating user scenario
Delay Reactivity
Error Error
Observed data] O 18.4%
EMA | 3.6% 0.7%
EMA 54 3.9% 0
SMA3, | 6.8% | 0
QWM 34 4.7% 0
QWM o X X
CSy 0.7% 3.8%
CSso 0.9% 3.3%

Realistic user scenario
Delay | Reactivity
Error Error
Observed data 0 22.1%
EMA 4 2.0% 3.9%
EMA o 3.6% 1.0%
EMA 15 9.0% 0
SMA 3, 1.3% 5.5%
SMAg 4.4% 0.1%
SMA 8.2% 0
QWM ¢ 6.8% 0
QWM g, 9.2% 0
\ CS.0 | 1.6% \ 1.8%
542 CUSUM

Now we turn to evaluate the qualities of the CUSUM algorittmattis considered
optimal in minimizing the detection time as well as in redwgrcihe false alarm
rate [9, 11].

We analyze the CUSUM algorithm for two cases: a static tholesh = 0.4
and an adaptive threshold that is computed for every loatkerathrough the
Kullback-Leibler distance. To this purpose, we considat the mean delay for
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detectionr is equal to 5 observations (where= 5 corresponds to a delay error
equal to 0.8).

In Table 5.5 we present the delay and reactivity errors o2d&UM scheme
with a static threshold for the step scenario and light serdemand. The com-
parison between the Table 5.1 and 5.5 shows that the falsetiubets generated by
the CUSUM algorithm with a static threshold are generallydothan the false
detections of the single threshold algorithms. For examgassing from the sin-
gle threshold model based on EMAo the CUSUM model based on EMA the

delay error and the reactivity error decrease fron¥2@ 1.4% and from 0.2 to
0%, respectively.

Table 5.5: False detections (Light service demand) - CUSUddrahm with
static threshold

Step user scenario
Delay | Reactivity
Error Error
Observed data| O 14.4%
EMA 1 0.2% 1.8%
EMA 3 1.4% 0
| SMA; [ 29%] 0 |
QWM 3, 1.6% 0
QWM 6.3% 0
CSy 0 0.1%
CSso 0 0

Table 5.6 shows the false detection errors of the CUSUM dlguarthat uses
the Kullback-Leibler distance for computing the threshatlue. The adaptive se-
lection of the threshold values guarantees the best tridetfeen the reactivity
error and the delay error. We can see that for a chosen detary(ésr example
0.8) all CUSUM detectors based on load tracker functionsicedhe reactivity
errors. For example, the delay error of the CUSUM algoritrasddl on EMA,
passes from 1% (using a static threshold) to 08(using the adaptive Kullback-
Leibler threshold).

Hence, we can conclude that the stochastic model based @USE&M algo-
rithm obtains a lower number of false detections than thédegecsingle threshold
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scheme.

Table 5.6: False detections (Step scenario and light sedeeand) - CUSUM
algorithm with Kullback-Leibler threshold

Step user scenario
Delay | Reactivity
Error Error
Observed data| 0.8% 10%
EMA 0.8% 0.5%
EMA 3 0.8% 0
| SMAy;, | 0.8% | 0 |
QWM 3 0.8% 0
QWM 0.8% 0
CSy 0.8% 0
CSso 0.8% 0

5.5 Conclusions

In this chapter we have discussed tbad change detectiomodule, whose pur-
pose is to detect non transient modifications of the stedilgbroperties in resource
measures. We have proposed two stochastic models for theagoa of load state
changes:

 asingle threshold scheme;

* a CUSUM scheme with static amdlaptivethresholds.

We have evaluated the reactivity and delay error of the eganodels for
different scenarios. The analyses point out some inteigsasults, which are
outlined below.

» There are several causes that contribute to the overait:eim the linear
case, the contribution is almost entirely due to delays;hm ion linear
case, the contribution is almost entirely due to excesgaetivity.
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* If the runtime management system needs a reactive loagsepation,
load change detectiomodels based on the cubic spline are selected. Al-
ternatively, a detector based on EMA models is the best ehaleen the
run-time management system needs a precise load reprasertkeat has
not to be affected by many false alarms.

» The bestload change detectiomodel is the CUSUM algorithm with an
adaptivethreshold, because it is able to minimize the delay and tadavo
false detections due to transient load variations.






Chapter 6

Load trend

The load trend analysis represents an innovative reprs@mimodel of the sec-
ond phase of theulti-phase methodolod¥igure 6.1). We think that most of the
runtime algorithms for supporting the management of distad systems should
not consider just the "absolute” values coming from the logatesentation, but
they should take decisions by evaluating the behavioratitad the system state
in the past observation interval. Thead trendcan give an importargeometric
interpretationabout the resource behavior with respect to the past loa#tara
values, for example, whether it is increasing, decreasiragaillating.

6.1 Problem definition

A typical condition thaload trendmodels have to manage can be described as
follows. Let us assume that the values of two data sets aral égy0.4, 0.5,
0.6] and [0.8, 0.7, 0.6], respectively. Although the lass@tvation for both data
sets is equal to 0.6, the data sets are characterized by mpletely different
conditions, because the values of the data set 2 are dewge@sile the values of
the data set 1 keep increasing.

More formally, the load trend model is a functidi{ X,,, m) that takes into
account :

+ n values of the stochastic data S&f = (z;_(,—1), - - ., T3);

* the numberm of the last values of the observed data set that are utilimed f
the load trend evaluatiom; < n.
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Figure 6.1: Second-phase of the multi-phase framewtw&d trend analysis

The load trend function gives geometric interpretatiorof the considered
data. Hence, we can write:

T(X,,m) = (b,v) (6.1)

whereb andv denote the behavior and the position in the space ofitlselected
data, respectively.

The behaviob is a necessary result, that may have a qualitative and/oam@-qu
titative representation: these two representations allewo obtain two different
ways of seeing the trend problem.

The positionw is a result that may be returned or not. In the former instance
it corresponds to a numerical combination of thevalues or a subset of them.

6.1.1 Qualitative behavior

The qualitative behavior associates a sequence of the datalsies to a spe-
cific pattern. A sequence of, values identifiess™ ! different behavioral pat-
terns,B = [by,...,bsm-1]. For example, if we consider two points, then we
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have three possible trends: increasing, decreasing abie ¢Fgure 6.2). When
m = 3 there are 9 possible load trends that can be grouped intcsdeda3 =
{increasing, decreasing, oscillating, stable}. In particular,

* an “increasing trend” denotes a monotonic increase of the dalues, that

IS, Ti—o < Tim1 < T,

* a “decreasing trend” characterizes a monotonic decrdabe data values,
that iS,l‘Z‘_Q > T > T,

» an “oscillating trend” appears when the data values hawadtamating ten-
dency, for example when;, o > z; | < x; Orz;_o < x;_1 > x;.

» a “stable trend” is included only for completeness reastwesause it is
UnlikEIy that.Ti,Q =T;-1 = I;.

INCREASING DECREASING OSCILLATING STABLE

*—o

| e
N

N
i

Figure 6.2: Qualitative behavior of the geometric intetatien

6.1.2 Quantitative behavior

It is possible to pass from a qualitative output to a quatnigaesult by evaluat-
ing the gradient of the segment that is obtained wheg= 2 or by some linear
combinations of the past values when> 2. Let us consider this latter instance.
Between every pair of consecutive points in the vectqQr we compute the
trend coefficienty; with 0 < j < m — 2 of the line that divides the consecutive
pointsz;_; andx;_(;;1). In order to quantify the degree of variation of the past
data values, we consider a weighted linear regression ofittitend coefficients:

Li—j — Ti—(j+1)

I

0<j<m—-2 i<m (6.2)

o, =
Tt — i
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m—2 m—2
j=0 j=0
whereay, . . ., a(y,—2) are the trend coefficients that are weighted byjtheoeffi-

cients. (This is the most general formula that can go fronfoumi p; values, that
is, unweighted, to some decay distribution that gives mogoirtance to the most
recent values.) The absolute value of ghth trend coefficient «; | identifies
the intensity of the variation between two consecutive messs:;_; andz;_ ;1.
The sign ofa; denotes the direction of the variation: a plus represenisaaase
between ther;,_; andz;_(;,1) values, a minus denotes a decrease.

6.1.3 Positioning

The evaluation of qualitative and quantitative behavidre @lata set could be
not sufficient to obtain a complete representation of thedrieecause they are
independent of the "absolute” position of the data valugs.mbst cases, it is
important that the load trend models give also informatibawd the positioning
in the geometric space. In this thesis, the position of a skt ,, is the result of
a linear combination of the: selected data, that is equal to:

m—1 m—1
T = Z qjTi—j; Z =1 (6.4)
j=0 §=0
wherez;, ..., z;_m-1) are the selected data that are weighted bygtheoeffi-

cients. For example, the result of a positioning function carrespond to the
arithmetic mean of then past data, if we assign a uniform distribution of e
weights. Alternatively, it can correspond to the last vatyef the data set, if we
setqgy = 1.

On the basis of the possible combinations of the geometecpretations, we
distinguish four classes of load trend functions (Tablg.6.1

» T1: the load trend model gives only a qualitative represeonadif the be-
havior;

« Ty: the load trend model generates both a qualitative repraisem and a
position information;
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» T3: the load trend model returns only a quantitative repregemt of the
behavior;

» Ty: the load trend model gives both a quantitative representatf the
behavior and a position information.

Table 6.1: Load trend models
Load trend model | Behavior - (b) | Position
Tl(Xn7 m) [b17 ey bgm—l]
TQ(Xr” m) [b17 ey bgmfl] T
Tg(Xn, m) «
Ty(X,,m) a iy

6.2 Load trend applications

The load trend analysis is a fundamental support forltlael state interpreta-
tion of the multi-phasemethodology especially in the context of distributed sys-
tems. It can be combined with load change detection algogtbr admission
control policies because we can interpret in a different w&PU utilization of
0.7 if it comes from [0.5, 0.6, 0.7] or [0.9, 0.8, 0.7]. Morewyit is extremely
useful for the classification of multiple resources. Let assider, for example,
the request dispatching problem in a simple distributetesysonsisting of two
servers. Moreover, let us assume that the past three lodetraalues are equal
to [0.3, 0.4, 0.5] and [0.8, 0.7, 0.6] for server 1 and 2, retipely. A typical
dispatching algorithm would probably assign an incomirguest to server 1 be-
cause in absolute terms is less loaded than server 2. Onhbelwnd, the load
trend induces us to think that server 2 should receive theasigbecause its load
is continuously decreasing while the load of the server p&eégcreasing. Decid-
ing whether a system has to accept or not an incoming reglestdsbe not only

a matter of absolute load resource values, but also an exalud the load trends.

In themulti-phasemethodology the geometric interpretation obtained thincihg
load trend analysian be utilized to drive many runtime decisions that have to
ordinate the resources on the basis of their past and priesehtepresentations.
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In this context, the load trend gives a new interpretatioth®typical ordering
problem. Let us consider a distributed system composed lnyr&sources that
are characterized by the following data sets (Figure 6.3):

» Resource 1:[0.9, 0.7, 0.6] denoted by the thin line;
* Resource 2: [0.1, 0.3, 0.5] characterized by the bold line;
» Resource 3:[0.7, 0.4, 0.7] denoted by the thin-dotted line

» Resource 4 : [0.6, 0.8, 0.6] denoted by bold-dotted line.

Figure 6.3: Resources behavior

If we apply a traditional ordering system that is based onla&isé observed
value, we have: resource 2, resources 1, resource 4 andgceshu

The qualitative representation of the trend gives more mapae to the past
behavior than to the present observation. In this case,abeedsing load condi-
tion is preferred to the increasing one. The list of ordeesburces is composed
by: resource 1 that idescendingresource 4 that isscillatingwith a descended
tendency, resource 3 thatascillatingwith an increased tendency and resource 2
that is monotonicallyncreasing

An ordering system based on the quantitative evaluatiol@fésource be-
havior selects the system resources in accord to the falphst: resource 1 that
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hasa = —0.15, resource 3 and 4 that are characterizedvby 0 and resource 2
that hasy = +0.2.

A hybrid interpretation of the load trend, that utilizes lbdhe qualitative
evaluation and the position information, obtains the follay list of ordered re-
sources: resource 1, resource 3, resource 2, and resource 4.

As we have seen, the load trend opens a wide spectrum of nossiljlities
of which only a subset has been investigated in this thesis.

6.3 Weighted-Trend Algorithm

In this section we propose an example of load trend stochastidel, namely
Weighted Trengthat is a functiorily(LT'(S,,(t;)),3) = (a,[) that is based on a
guantitative representation and on a position-basedrnrdton of the load tracker
values. This function is specifically designed for the gatien of a runtime trend
representation in the context of Internet-based systems.

The degree of variation of the past load tracker values isiated with respect
to the weighted linear regression of the pastalues an@ trend coefficients, that

IS:

L=l

=L g<i< (6.5)
ticj — ti—(j+1)

a; = poay +piag;  po=p1 = 0.5 (6.6)

where[ag, 4] are the trend coefficients and the weights are uniform.
The position value is evaluated with respect to a linear doatlon of the past
3 load tracker values, weighted by a decay distributiop;ofalues, that is:

2
L= qlij; =05 q =03 ¢ =02 (6.7)
=0

We will describe an application of this Weighted-Trend fimie to the dis-
patching policy of the distributed system in Section 8.4.






Chapter 7

Load prediction

The load prediction is a classic and fundamental problerthimestimation of the
future system states. It belongs to second phase ahtlig-phase methodology
(Figure 7.1). In particular, this chapter formalizes thelppem, presents some ex-
tension of existing prediction models and a novel algoripacifically designed
to work in this Internet-based context. All considered medee evaluated for a
wide range of system and workload scenarios.
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for load change detection for load prediction for trend analysis
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Figure 7.1: Second-phase of the multi-phase methodoléapd prediction
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7.1 Problem definition

In the multi-phase methodology, the prediction models wamkthe basis of an
ordered set of historical information provided by the loeatker functions. A
prediction is the output of a function conditioned ﬂif(sﬁn(ti)) : R" — R,
liw = LP,C(L_;(ti)) + ¢€;, in which LP() is a function capturing the predictable
component of the load tracker values vect_é(ti) = (li—q,...,1;) attimet,, ¢
models the possible noise, ahdenotes the number of steps in the future, namely
prediction window

There is a plethora of prediction models that aim to timessdorecasting. We
cite just the most important classes: linear time serie§ [#ural network [97],
wavelet analysis [83], Support Vector Machines [37], Fugggtems [97]. The
choice of the most appropriate prediction model dependfiemaquirements of
the application context. Most of the prediction models agsighed for off-line
applications. This is the case of the genetic algorithmaralenetworks, SVM,
Fuzzy systems that may achieve a valid prediction qualiigr&f long execution
times. The most complex models are expensive to fit, hensdifficult or impos-
sible to use them in a dynamic and runtime environment sutiiedsternet-based
system. Many runtime prediction models come from the econdieid, such as
the Auto Regressive models (AR, ARMA, ARIMA) and other linezodels. Con-
sequently, the proposal of runtime prediction models feermet based systems is
an open issues that motivates our research.

If we consider that our focus is on runtime and short-terndioteon algo-
rithms in an extremely variable and dynamic environmentceue define the two

main properties of our interest:

Prediction quality. This is a general attribute that considers two important fea
tures: the precision in modeling the future data set in a thgi@ stable
condition, the adaptability in following load variationgven conditions are
unstable.

Prediction cost. In a runtime prediction context, the computational comijex
of the algorithm implementing a prediction model is of utmiagportance.

The rationale behind these attributes is that we want anratprediction,
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but we are also interested to the execution time to obtailhis aspect is even
more critical in a short-term prediction context where ekl ahead is of at most
few minutes.

Thanks to the multi-phase methodology, we can expect theat vnple linear
predictors may be sufficient to forecast the future load efsmurce. In this con-
text, we confirm previous studies [10, 71, 90] that demotestitaat even simple
linear models, such as the auto-regressive model or tharlineerpolation, are
adequate for prediction when the correlation of conseeuibserved data values
is high. For example, in [42] it is shown that the UNIX load eage can be ac-
curately predicted with low computational cost through atoaegressive model
that takes into account the last 16 measureB((16)).

The models considered in this thesis lack the learning chjiedof the more
complex prediction algorithms, but in the considered cxinitels mandatory to
achieve good (not necessarily optimal) predictions qyickdther than looking
for the optimal decision in an unpredictable amount of time.

There is another important difference between the loadigied schemes
proposed in this thesis and the state-of-the art. In previoodels, the vector
L_;(tl-) consists of observed data values, and the load predictorgodiorecast at
time ¢;,, a future observed data. On the other hand, following theirpbkise
methodology, we propose that our load predictors takes s ithput a set of
load tracker values and returns a future load tracker vafua.context where the
observed data sets obtained from the load monitors of tleeret-based servers
are extremely variable, there are two reasons that justifichoice.

» The behavior of monitored resource loads appears extyeraghble to the
extent that a prediction of a future observed data valueatess for taking
accurate decisions.

» Many proposed load predictors working on real measuresbhaaysuitable
to support a runtime decision system because of their eixeessmputa-
tional complexity.

An important premise is that no prediction model can worké enalyzed
time series does not exhibit a temporal dependency and adese momponent.
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The data set has to show some temporal dependency, othemyig@ediction is
unfeasible. Theuto-correlation analysi®n the time series allows us to show
the presence of some time dependence and to distinguisled&etive possibility
of achieving long-term or just short-term prediction (asymously demonstrate
in Chapter 2). Moreover, a highly variable and noisy datadeets not prevent
predictability, but it limits the prediction accuracy alsostable conditions.

The accuracy and the time interval of the prediction altpong depend on the
auto-correlation functions (inverse Fourier transforofghe power spectra of the
considered data set, that is,

n

—k
ACF (k) = m 2 [si — w[sirr — 4] (7.1)

wheres; ands;, are the values at the lagsandt, ., x is the mean value, and
o? the variance. The problem with the observed data sets thaekated to the
internal system resources of Internet-based servers tighte@ auto-correlation
functions decay soon. As an example, we report in Figurethé.auto-correlation
analysis of six sets of data referring to three system ressy(CPU, network and
disk utilization) in an application server and in a databseseer of a multi-tier
Web system [19] subjected to a stable workload and heavycgedemand. We
should consider that these results are representative efyalarge set of data
related to the internal resources of Internet-based serverthe Figure 7.2, a
point (¢, AC'Fy,) denotes that the correlation between the load value oldetve
timet; and that observed at tintg, . is equal toAC F}.. A high value of the auto-
correlation function between the data at timeand¢,,, suggests that the value
at timet; may be used to predict the measure at time¢ with some degree of
accuracy. The vice versa is true when the ACF between twd$tends to zero.

There is a close relationship among the oscillatory bemadidhe data, the
auto-correlation values, and the predictability: largeiltstions tend to denote
rapidly falling auto-correlation functions with the cogsence that a future state
is difficult to forecast through a runtime prediction modehe message from the
Figures 7.2 and all other not reported results is quite umfand clear: indepen-
dently of the considered system resource and server, thecauatelation functions
of the observed data sets decay steeply.
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On the other hand if we pass to consider the filtered data esegxample
through an EMA | there is the possibility of achieving a potalble time series.
This expectation is confirmed by the auto-correlation fioms of the filtered data
sets in Figure 7.3 that show a slow decay on a time scale ofdéghsls. Because
in the context of Internet-based systems, a temporal depeedin the range of
minutes is considered a valid basis for short-term preahdtL07], we expect that
the prediction on this filtered data set can achieve highigiet
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Figure 7.2: Auto-correlation functions of the observeddadt (measures get from
system monitors).
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Figure 7.3: Auto-correlation function of the filtered dagd. s

Now we present the modified versions of the same traditiama&l prediction
models (and applied to the load trackers) and we proposete aeiwv load pre-
diction algorithm that is able to limit the drawbacks of theéséing models in the
specific context of Internet-based servers.
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7.2 Linear prediction models

We consider four main classes of linear prediction modetgtan historical in-
formation and auto-correlated data sets that can be adtptedsidered runtime
contexts. Moreover, we propose an original model that isgdesl for Internet-
based systems. In summary, we consider:

» Exponential weighted moving average (EWMA);

» Auto-regressive (AR);

» Auto-regressive integrated moving average (ARIMA);
* Linear regression (LR);

» Trend-aware regression (TAR).

Exponential Weighted Moving Average(EWMA). This model predicts the
future valuek steps ahead as the weighted average of the last data ancetie pr
ously predicted value carried out arpast values:

LP(Ly(t:)) = ol + (1 - )L, (7.2)

wherea is typically set to—=— n+1 The EWMA models are simple linear algorithms
that are characterized by a very low prediction cost. Thetueacy depends on
the data set characteristics: in stable conditions, théybéxa good prediction
quality. When the data set is less stable, the predictiofitydends to decrease
as well. The main problem is that the EWMA models generatagwad value
after a delay that is proportional tgq wheren is the size of the data sét. It

is possible to modify the effects of the accurasydelay trade-off of the EWMA

models through a different choice of the parameteandn.

Auto-Regressive Model(AR). A k-step prediction through an AR model is
a weighted linear combination pfvalues: thet — 1 prewously predicted values
lHk 1y lm, thep — k values of the data set;,...,[;_(,_r)). An AR-based
predictor at time; can be written as:

— N
LP(Ly(t;)) = drlivo—r) + - + Oplizp—i) + € (7.3)
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wheree; ~ WN(0,0?) is an independent and identically distributed sequence
(calledresiduals sequengeand thep linear coefficientsyy, . . ., ¢, are the firsp
values of the auto-correlation function evaluated on aestulifthe considered data
set. Thep order of the AR process is determined by the lag at which tinegba
auto-correlation function becomes negligible [16,65]e hilmmbep of considered
observed data values is a parameter of the AR model, henc&fy) Ave denote

an AR predictor based gnvalues. Higher order auto-regressive models include
more lagged, terms, where the coefficients are computed on a temporalomind
of n observed data values. As thevalues used to predict a specific data set
depend on the statistical properties of the data set, ARargidered models with
low portability. When the data set is characterized by stabinditions, the AR
models represent one of the best solution to the trade-bifden prediction cost
and prediction quality (see for example [42]).

Auto-Regressive Integrated Moving Average ModellARIMA). A k-step
ARIMA model is obtained by differentiating times a non stationary sequence
and by fitting an ARMA model that is composed by the auto-regjxe model
(AR(p)) and by the moving average model (MA(qg)). The movingrage part is
a linear combination of the pa&t — k) noise termse;, ..., e;,_,_x [16,65]. An
ARIMA model can be written as:

e ~
LPy(Lg(t:)) = do + drlivw—r) + - -+ + Gpraliop—arrt 7.4)
+91€i + -+ eqfkei—(q—k)
wheref, ..., 0, are linear coefficients. An ARIMA model is characterized by

three parameters: ARIMA(p,d,q), whepes the number of the considered data
set valuesg — k the number of the residuals values, ahthe number of the
differentiating values. An ARIMA model requires frequeatevaluation of their
parameters when the characteristics of the data set chlamges its implementa-
tion takes a non-deterministic amount of time to fit the loseticted values [42].
We expect that an ARIMA-based load predictor that cannohghats parameters
continuously has some difficulties to predict accurate ealrhen the data set is
extremely variable.
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Linear Regression(LR) The linear regression model is applied at a certain
time to the data sef,,. A prediction at time; is equal to:

—

LPy(Ly(t:)) = cili + B (7.5)

where the coefficients of the equation are chosen to minitheenean quadratic

deviation over the data sét = s;, ..., s;_1_n, thatis:
i—p .
Z[li—i—k — L) (7.6)

j=i

The simplicity of the LR model guarantees a very low predictcost. Its
prediction quality is good when the data set is stable orsuigject to long-term
variations. On the other hand, when the data set is charzdeby short-term
variations, this model tends to overestimate the changekeotlata set values
with a consequent low prediction quality.

7.3 Trend-aware regression prediction model

In this section we describe a new load prediction model, maifrend-Aware Re-
gression(TAR) that is inspired by the trend concepts presented ip@h&®. The
data sets deriving from the resources of the Internet-bssegkrs are character-
ized by non stationary effects that are confirmed by the bstexdasticity property
shown in Chapter 2. In this context, the prediction modeésented in Section
7.2 satisfy the prediction cost constraint, they may showesbmits on the pre-
diction quality. For example, we expect that the AR and ARIM#®dels are
unable to manage adequately a data set characterized blglg Vegiable tempo-
ral behavior, because this would require frequent upddtdecAR and ARIMA
parameters with a consequent considerable impact on theipetational costs.
On the other hand, we can expect that the EWMA model is notiveaenough
to follow the variations of the data set, while it is likelyattthe LR model tends
to overestimate the predicted values in the presence ofesudatiations of the
system state.

We consider important to define a new prediction algorithat ik able to
limit the drawbacks of the existing models in the specificteghof Internet-based
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systems. We think that the complexity of this context regmi@meta-modethat
can improve the prediction quality by gathering the bespprties from the other
prediction algorithms still satisfying the constraint®eda the prediction cost. An
ideal prediction model should combine the simplicity of tfemodel, the AR and
ARIMA qualities of reproducing the stochastic pattern @ trata set, the EWMA
ability of smoothing possible false predictions causeddye noise components.
To these purposes, a valid prediction algorithm should posidler just the data
set values or its predicted values, but it should also takedocount the behavioral
trend of the system state deriving from the load trackers datf;(e;). The load
trend can give information about the behavior of the obskmesource in the
past load representations (increasing, decreasinglaisw, stabilizing). For this
reason, a trend-aware model cannot work on the observedetataut on a filtered
data set that excludes noise, and on the consequent estinohtihe load trend.
This view should improve the prediction quality even whee fystem and the
observed data set are subject to a noisy signal. There azeaspossible models
that can satisfy a similar requirements. In this thesis, vap@se a new linear
prediction algorithm, namely Trend-Aware Regression algm, that bases its
prediction model on the resource state representation @artg behavioral trend
as follows.

Let us considerm values selected with a constant frequebicy- n/m in the
so called history vector that is a subset of the datd?,;&l;). Between every pair
of consecutive points in the vectorEﬁH(ti) = (li—jn),0 < j < m, we compute
thetrend coefficienty;_ ;i of the line that divides the consecutive poihts;; and
li—j+nu- In Figure 7.4, we show the trend coefficients when the hystector is
composed byn = 4 values. In order to quantify the trend value that is useful to
estimate the future valug, ., we consider the weighted linear regression ofithe
trend coefficients:

liojm — li—j+om

Qg = ;o 0<g<m—1 (7.7)

tijm — ti—(j+1)n

m—1 m—1
a; = Z]?J'Oézejn; ij =1 (7.8)
=0 =0

whereq;, . . ., a;_ -1 are the trend coefficients weighted by thecoefficients.
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Figure 7.4: Trend coefficients for = 4 historical values.

The choice of thep, ..., p,_1 values depends on the characteristics of the
application context. For example, if the weights have the same value, then the
trend coefficients have the same importance in represedti@n the other hand,
decreasing weights (such as in an exponential decreas=) mi@re importance to
the last trend coefficient. For the sake of simplicity, irstthesis we consider a
balanced combination of the weights. The absolute valubej-th trend coef-
ficient| o,_;i1 | identifies the intensity of the variation between two consige
measures;_;; andl;_;+ . The sign ofo;_;;; denotes the direction of the vari-
ation: a plus represents an increment of the value betwedn thy and/;_(;.11)n
data; a minus denotes a decrease of the trend coefficienissvalVe define the
trend-aware regression model as:

{LPk(Z(ti)) = yait; + ¢ (7.9)

_ k
7=
whereg; is the intercept value that in this case is equdl t@and~ is thepropor-

tional factorthat is, the ratio between the future lagnd the lag of past points

I1. The proposed TAR model has many qualities:

* it is a simple algorithm that satisfies the computationaistints of the
runtime prediction;

« itis adaptable to the time varying patterns of the dataw#tsut the need
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for a continuous and costly re-evaluation of the model patars;

* it is able to reproduce the patterns of the data sets thawslit to be re-
sponsive to the load variations.

The TAR model can be considered as a meta-model from whishpibssible
to obtain the other linear AR, EWMA and LR models. For examible AR model
requiresp coefficients that are the firgtvalues of the auto-correlation function.
Consequently, to get AR from the TAR model we consider the lmemof trend
coefficientsm = n, the number of historical points = p and¢,_; as the ACF
values at time;_; for 0 < j < n — 1. We can obtain the AR(p) model by setting
thep, coefficients of the Equation 7.8 to:

Gijli—j(lij — lizj+1))
kt; 7

0<j<n-—1 (7.10)

and the intercept valug to ¢;. Similarly, to obtain an EWMA model from Equa-
tion 7.2, we can set; = al; andp, equal to

Oélz(lZ — li—l)

7.11
" (7.11)

whereq is the smoothing factor of the EWMA model.

7.4 Results

In this section we evaluate the predictability and the prtgalh window of the con-
sidered data sets and the quality of five runtime predictiodets: AR, ARIMA,
EWMA, LR, TAR.

7.4.1 Predictability

The first step for efficacious prediction algorithms is the@wtedge of the data

sets properties. We know that the observed data set of anétibased system are
completely unpredictable due to the high frequency compbtiet perturbs the

signal. However, the filtering phase achieved through the kbacker functions

improves their predictability. In order to evaluate thedicdon windowk, it is
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important to analyze the auto-correlation property of theadsets generated by
the Internet-based system.

In Figure 7.5 (a) we show the auto-correlation function (A®F the CPU
utilization for the three stressful user scenarios for aseotmtion period of 600
seconds. In Figure 7.5 (b) we report the ACF for the realissier scenario and
heavy service demand for an observation period of 3500 siscoA visual in-
spection of these figures leads us to conclude that the abedata set has low or
null correlation for any workload, and in particular for trealistic user scenario
and heavy service demand shown in Figure 7.5 (b).

We pass now to evaluate the auto-correlation functions vehkrad tracker
model is used as the basis for prediction and consequendén e noise compo-
nent is reduced. For each workload, we evaluate the ACF ofdadtrackers that
are characterized by “adequate” precision (as shown ini@edt3.3): EMA;,
and Cg, for light service demand (Figure 7.6); EMAand CS,, for heavy ser-
vice demand (Figure 7.7). Their auto-correlation is mughébr than that shown
by the observed data set. Table 7.1 confirms these resultebgmging the ACF
of observed data sets and load tracker data sets as a fufttbe prediction
window k.

__Table 7.1: Auto-correlation values
Staircase user scenario and light service demand

k=10 | k=30 | k=60 | k=100
Observed data| 0.59 | 0.45| 0.32 | 0.22
EMA 3 094 | 0.76 | 0.51 0.18
CSso 090 | 0.68 | 047 | 0.21

Realistic user scenario and heavy service demand

k=10 | k=30 | k=60 | k=100
Observed data| 0.30 | 0.25 | 0.18 | 0.18
EMA o 0.96 | 0.85| 0.71 0.61
CSuo 096 | 0.83| 0.63| 0.48

As expected, from this table we can see that the auto-ctineldecreases for
higher values of the prediction windokv However, the degree of the decrement
differs for different workloads and considered values. @bsd data set values
are poorly correlated for any value bfwhen we consider the workload charac-
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terized by a realistic user scenario and heavy service dénaard even for the
other workload the ACF tends to decrease below 0.5 soon/afterl0. On the
other hand, we can appreciate that the ACFs of the two comrsldead trackers
decrease much less rapidly. For any workload, their ACFasra or well above
0.7 until k. = 30. This result is important because, when consecutive vahes
a high correlation degree, it is more likely to achieve aruaaie load prediction.
We limit the prediction window of interest for our studies30 seconds in the fu-
ture because, for an extremely dynamic system, larger g@rediwindows could
lead to a wrong view of the system conditions.

In the following sections, when not otherwise specified: ghediction win-
dow corresponds th = 30 sec.; we consider the realistic user scenario and heavy
service demand; the load tracker is an Ej#hat for the considered scenario has
a noise index equal to0.1. When necessary for some predictors, we evaluate
the parameters on the basis of the subset represented hyitiake 0% values
of the data set of the entire experiment. In the TAR model,what otherwise
specified, we have the selection frequehky: 5 and the number of data = 2.

A sensitivity analysis in Section 7.4.3 will show the romests of the TAR model
with respect to the choice of these parameters.

7.4.2 Quality of the prediction models

The quality of a prediction model takes into account the igren in forecasting
the future data values and the ability to follow the possualgable conditions of
the time series. These important features are measuree pyettliction errorthat
represents the distance between the ideal load trackessdatand the predicted
load tracker values. Let us consider an ideal load traqfﬂé*r(gn)(ti)), such as
the Kalman filter of Section 2.2, and a load predidd?k(f;(ti)) that, at timef;,
forecastsLT(S_;(tHk)) wherek > 0. We define therediction erroras:

/|

N ~

2 : |0; — v}
: N
=1

where N is the total number of predictions; is the predicted value and is
the ideal filtered data. The reactivity of a prediction madeakepresented by the

+ 100% (7.12)
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delayto detect a significant change of resource state conditibims.is an average
temporal measure of the horizontal distance between tlasseédtand the predicted
data set.

The quality of a prediction algorithm depends on the modatatieristics, but
also on the nature of the data sets. The results in Table ga2tréhe prediction
error for the five prediction models working on a predictiandow of 30 seconds
and two workload scenarios: one more stable and the othexseptative of real
Web workload variations. For each case, we distinguishdakelts with respect to
the observed and filtered data set.

Table 7.2: Prediction error - prediction windéw= 30

Stable Scenario

AR ARIMA | EMWA LR TAR
Observed data| 20.6% | 20.1% | 23.0% | 45.5%| 25.2%
Filtered data | 3.3% 2.9% 2.8% | 4.4% | 2.8%

Realistic Scenario

AR ARIMA | EMWA LR TAR
Observed data| 28.6% | 25.0% | 27.0% | 45.8%| 37.5%
Filtered data | 14.0%| 12.0% | 7.0% | 12.1%| 4.0%

The first remark is that no model can really work on the obskdata set, be-
cause the prediction errors always excee@, that is a reasonable threshold for
the accuracy of the results. It is also worth noting that théle scenario repre-
sents an ideal stable number of clients, while the reakstmario is characterized
by a realistic variable number of clients. Nevertheless pifediction errors on the
observed data sets are high even for the stable scenari@) amehy case not far
as expected from those of the realistic scenario. For bahasws, the ARIMA
model shows the best results when the observed data setsraielered. Al-
though its prediction errors are not acceptable, this tesuifirms the capacity of
the ARIMA model to follow the patterns of highly variable tnseries.

The results referring to filtered data sets of the Table 7r#icn that our
methodology allows to reduce thmediction errorsgenerated by all prediction
models. Moreover, we see that theediction error for a rather stable data set
(such as the data set of stable scenario) is similar for atletsobecause the data
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set characteristics are preserved during the observag¢inad The lower preci-
sion of the LR model depends on the overestimation of thedatations.

On the other hand, when the data set shows a highly variablevim, such
as in the realistic scenario, tipeediction errorsof the models are quite different.
In particular, the highly variable data sets reduce theityuad AR and ARIMA.
These models are able to reproduce the behavior of a datatsebhld require
frequent updates of their parameters when the values vasildg over time.
For a realistic scenario, the most precise prediction neoded the EWMA and
especially the TAR that is able to limit therediction errorto 4%.

A qualitative evaluation of the predicted results is showRigures 7.8 and 7.9.
In these graphs we report the scatter plot diagram betweeprddicted values
(y-axis) and the filtered data (x-axis). In this represeotata precise prediction
Is characterized by a dispersion of the measures arounddgerdal line [105].
The high prediction error of the AR, ARIMA and LR models is omed by the
higher dispersion of their values. These consideratidosvals to conclude that
the precision of the TAR model remains good independentthefvariability of
the workload.

Besides the quality of the prediction, it is important to laate the temporal
delay that affects a predictor in following the real behawbthe system. To this
purpose in Table 7.3 we report thgerage delayf the prediction models. From
these results, we can conclude that AR, ARIMA and TAR are thstmesponsive
prediction models because they have a delayseconds. On the other hand, the
EWMA and LR models are characterized by a high delay that sva@guence of
the smoothing effects of lower order prediction models thanhot react quickly
enough to changes of the data set pattern. The delay effeonfsmed by the
Figures 7.10 that show the predicted result patterns wiperet to the filtered data
set. Figure 7.10(c) confirms the capacity of the TAR modeégpond quickly to
the variations of the data set, while the LR model and, to &dnigextent, the
EWMA model present a more significant delay to follow the @attchanges.
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Figure 7.8: Scatter plot of the traditional prediction migde realistic scenario in
heavy service demand.
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Figure 7.10: Qualitative analysis of the average delaydpresenting the resource
behavior

7.4.3 Sensitivity analysis

All the previous results refer to a short-term predictiothva prediction window
k = 30 seconds and a noise factor 0.1. In these conditions, the TAR algorithm
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Table 7.3: Average delay (sec.)

AR | ARIMA | EMWA | LR | TAR
Stable Scenario | 2 2 30 26

Realistic Scenario| 6 3 36 25 3

N

shows the best precision. However, it is important to evaltlae robustness of
the TAR results with respect to different scenarios. To phgpose, we report
the prediction errors for different values of the noise mteat are obtained by
the EMA load trackers with0 < n < 10 (that are the best linear load tracker
functions, as shown in Figure 4.11 (b)) and for differentdicgon window sizes.
Finally, we present a sensitivity analysis of the TAR modithwespect to its most
important parameters, that is, the past window sizpgnd the number of trend
coefficients {n).

In Figure 7.11 we show the prediction errors as a functionifbér@nt noise
index values of the filtered data sets. A common trait of ba#narios is the
increase of the prediction errors as a consequence of agedhaise factor. In a
stable scenario, all prediction errors exc@et, whené > 0.3. It is reasonable
to consider these prediction results useless for a runtiareagement system. In
particular, the Figure 7.11(a) shows that for the ideallstabenario characterized
by a stable offered load, all prediction models achieve alairprecision. The
only exception is the LR model that exhibits a degradatiorvédues of the noise
index greater than 0.1. In the more realistic scenario, iffierdnces among the
prediction models are much more evident. From Figure 7)1th@t reports the
prediction errors for the realistic scenario, we can seetti@ TAR model out-
performs all the other predictors in the range of intereat if, ) < 0.20 and a
prediction error belov20%. The prediction models exhibit a different sensitivity
to the variations of the noise index. The LR model is cleady acceptable in
a realistic Internet-based context. The AR and ARIMA modagets affected by
a prediction error two-three times higher than that of theNEAVMand TAR mod-
els. The error gap is smaller for higher values of the noisefabut we should
consider that the left part of the Figure 7.11(b) is the masable sector for the
applicability of the results.

Another important factor is the sensitivity of the resutighe size of the pre-
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diction windowk. We are in the context of runtime prediction in a short-teon-h
zon, hence we evaluate the prediction errorkfag [1, 120] seconds. Figure 7.12
reports the results for stable and realistic scenarioshénférmer scenario, all
prediction models are valid and share similar behaviomélatter more realistic
scenario, it is an important result that the error of the TA&Jel does not exceed
15% even fok = 120 seconds. The EWMA model shows close but slightly worse
results especially for lower values bf the LR model is not acceptable; even the
AR and ARIMA models must be discarded because of their dauptediction
error, if compared to the TAR error.

All the previous results were achieved for fixed values of tmportant pa-
rameters of the TAR algorithm. We now evaluate the sengitofithe TAR model
with respect to the past valuélsand the number of trend coefficienis The re-
sults reported in Figure 7.13 are based on the ideal filteatal gkt and the filtered
data set with noise index= 0.1. From this figure we can appreciate that the pre-
diction quality of the TAR model is preserved for a wide rangél andm values
and for different filtered data sets. This robustness in alhigariable Internet-
based context is an important feature of the proposed mbidebther prediction
algorithm guarantee similar stability.

7.5 Conclusions

This chapter has represented a first contribution in thectime of investigating
and predicting the performance of internal resources @frhat-based servers in
a short-term horizon.

We have evidenced that original observed data sets do ot alhy predic-
tion, but the load trackers models reduce noises and exkijmésentations char-
acterized by some dependency that allows short-term gieaidHowever, some
popular runtime models that can be used for prediction predunacceptable re-
sults even on filtered data set deriving from realistic woakl scenarios. For this
reason, we have proposed a new prediction algorithrend-Aware Regression
algorithm) that shows the best precision for different scers and stable results
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Figure 7.13: Prediction error as a function of the paransatéthe TAR model

for a wide range of parameters. The experimental resultajrdad through a dy-
namic Web-based system subject to stable and realisticleaut’, show that the



122 Load prediction

TAR algorithm satisfies the computational constraints oitime prediction and
improves the accuracy of the prediction with respect toradlgorithms based on
auto-regressive and linear models.



Chapter 8

Applications

In this Chapter, we validate the proposed multi-phase nuetlogy by applying it
to support runtime management decisions in four Interaset distributed sys-
tems 8.1. In the following sections we consider the follayvamchitectures:

» A quality guaranteetlVeb clusterthat requires a threshold-based admission
controller (Section 8.1);

* A locally distributed Network Intrusion Detection System (NIDS) that
is supported by a dynamic load balancer (Section 8.2);

» A geographically distributed system for content adaptationand deliv-
ery that implements the TAR prediction model for the load balagp¢Sec-
tion 8.3);

» A multi-tier Web system that applies trend information algorithms for load
dispatching between the locally distributed servers (Be@&.4).

8.1 Web cluster

Several critical services are supported by Web clustetsatiedocally distributed
architectures characterized by multiple layers of servéng main problems af-
fect the quality of critical services [46]: overload risk$i@n the volume of re-
guests temporarily exceed the capacity of the system, awd rdsponse time
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Figure 8.1: Third-phase of the multi-phase framework -iraetdecision system.

leading to lowered usage of a site and consequent reducedues. To mitigate
these two problems, the software infrastructure can beleed with an admis-
sion controller that accepts new client requests only ifdygem is able to pro-
cess them with some guaranteed performance level [31, B2Mény existing
decisions about accepting or not a client request are bas@directual load in-
formation of some critical component of the infrastructufehe observed data
set lies below a predefined threshold, the system acceptedest; otherwise,
the request is dropped. This approach may lead to frequehtimmecessary ac-
tivations of the admission control mechanism. Even worgghlh variable and
burst Web patterns may make it very difficult to activate tdenssion control
mechanism right on time.

In this section, we show how the utilization of a load tracéed a load pre-
diction models within the proposed multi-phase methodplogn mitigate the
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aforementioned problems and improve the overall perfooaanfthe Web cluster
that is described in Figure 8.2. The software system is bardtie implemen-
tation presented in [19]. The application servers are depldhrough the Tom-
cat [101] servlet container, and are connected to MySQL {i&@hbase servers.
In our experiments, we exercise the system through readragach experiment
has a duration of 30 minutes. The Web switch node, running @ifrad version
of the Apache Web server [4], is enriched by a threshold-dasknission con-
trol mechanism and a weighted round-robin dispatcher, etights are based
on observed data or load predicted values. At the arrivalnoHATP request,
the admission controller decides whether to serve or taseefuby using direct
or filtered load monitoring information coming from each\aerof the cluster.
The admission threshold is set to 95% of the maximum proegssapacity of
the back-end nodes which are the most critical componeriteeagystem. When
a request is admitted into the system, the dispatcher fosvarto the Apache-
based HTTP server, if it is for a static object; otherwiseotiyh the weighted
round-robin algorithm, it chooses a suitable applicatenver if the request is for
a dynamically generated resource.

Multi-tier Web-based cluster

HTTP server
Web switch /
Admission / - -
controller Application |— Database
—— - 4 | Y| server ——  server
B - -
Srover : . Y o
> ] HTTP
= 4— — Network “4 engine
Browser @ 4 4 ™~ Application |—] Database
emulator — v server —T server
Request
T dispatcher
Browser
emulator Application | Database
server —— server

Figure 8.2: Architecture of the multi-tier Web cluster

We consider three instances of the admission controlleoatite dispatcher:
one is based on observed data set, the others are based oultihghase frame-
work where the load tracker uses the EpAr the CS,y models, and the load
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prediction is based on the TAR model of Section 7.3 where #Hrarpeters are
chosen asl = 5, m = 2 andk = 10. The activities of these three instances of
the admission control mechanism in terms of refused requstshown in Fig-
ure 8.3. From this figure, we can observe that the use of thg-phdse method-
ology tends to reduce the number of unnecessary activatibtise admission
control mechanism, which are due to transient load spikesns€quently, this
scheme allows the system to reject a minor number of requElstsever, there

is a visual evidence that the EMA and CS load trackers haverdift effects that
we motivate below.

Table 8.1 summarizes the quantitative results of this cashysThe first im-
portant result is that the multi-phase framework does noafize the overall per-
formance of the system. Even if it accepts a much larger gyaoit requests,
the impact on the 90-percentile of the response time is naepaed by a user.
Moreover, the use of the multi-phase methodology reducegeqonnecessary)
activations of the refusal mechanism, and limits the nuntbeefusals. These
positive effects are due to the combined benefits of the tibpay algorithm and
of the admission control mechanism based on predicted salue

From Figure 8.3 and Table 8.1, we can also conclude that #digtion based
on an EMA load tracker supports admission control algorghmore efficiently
than the CS-based alternative. This is in complete accoedaith the results
shown in Section 4.3.3, where the precision affecting the,{d8ad tracker was
significantly lower than that characterizing the EMAoad tracker.

Table 8.1: Evaluation of the two admission control mechasis
90-Percentile | Percentage| Activations

of the Web page| of refused | of the admission

response time requests refusal
Observed data 3.08s 31% 140
Multi-phase framework - EMA g, 3.71s 10% 35

Multi-phase framework - CSoy4 3.26s 17.34% 72
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8.2 Locally distributed Network Intrusion Detection
System

In an Internet scenario characterized by a continuous grafvhetwork band-
width and traffic, the network appliances that have to moratnd analyze all
flowing packets are reaching their limits. These issues wtieat especially for
a Network Intrusion Detection SystefNIDS) that looks for evidences of illicit
activities by tracing all connections and examining evagket flowing through
the monitored links.

Here, we consider a locally distributed NIDS (Figure 8.4)hwnultiple sen-
sors that receive traffic slices by a centralized dispataken [36]. The overall
NIDS performance is improved if the number of packets reagleach traffic an-
alyzer does not overcome its capacity and the load amongdffec tanalyzers
is well balanced. To this purpose, the considered locaByrithuted NIDS is en-
riched by a load balancer that dynamically re-distributa#it slices among the
traffic analyzers. This balancer is activated when the |daa waffic analyzer
reaches a given threshold. In such a case, the load balatistributes traffic
slices to other less loaded traffic analyzers in a roundaralaly, until the load on
the alarmed analyzer falls below the threshold. The disteitb NIDS architec-
ture is exercised through the IDEVAL traffic dumps that arestdered standard
workloads for attacks [72].

The considered system shares an important characterfstidesnet-based
servers, that is, a marked oscillatory behavior of obsedagd sets in each com-
ponent that complicates load balancing decisions. As elesngwe report in Fig-
ure 8.5 the load on a distributed NIDS consisting of thre#fitcranalyzers. The
load is measured as a network throughput (in Mbps) that ig/sho be the best
load indicator. The horizontal line at 12 Mbps denotes thmeghold for the acti-
vation of the dynamic load balancer. The small verticaldioa top of each figure
indicate the activation of a load redistribution processhat traffic analyzer. The
consequences of taking balancing decisions on the basisseived data sets of
the traffic throughput are clear: the mechanism for loads&itution is activated
too frequently (63 times during the experiment lasting f20Q seconds), but the
load on the traffic analyzers is not balanced at all.
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Figure 8.4: Architecture of the distributed NIDS

We apply the multi-phase framework to the same NIDS systenpalticu-
lar, we integrate the load balancer with a load change detentodel based on
SMA and EMA of the last measures of the network throughpugufé 8.6 and
Figure 8.7 show the load balancing activities on the thrafficranalyzers when
the load change detector is based on SMand EMA;,, respectively. A cross
comparison among the Figures 8.5, 8.6 and 8.7 gives a firsedate result.
Thanks to the multi-phase framework, the mechanism for tealstribution is
activated few times and especially in the first part of thesexpent. After an ini-
tial transient phase, where the load balancer has to réxditrtraffic among the
analyzers, then the load remains more evenly distributemhbiae threshold and
the number of load balancer activations decreases sigmifyca

The reduction of unnecessary activations of the load neloligbr is an impor-
tant result, but we are also interested to know which mesmammproves load
balancing of the three traffic analyzers. The quality of @lbalancer depends on
the capacity of equally repartitioning the load among thesees. To evaluate the
balancing activity, we calculate, for every observatipthe coefficient of varia-
tion of the network throughput on the considered sensortsi be the number of
sensors, the coefficient of variation at the tiins:
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Figure 8.5: Load on NIDS traffic analyzers when load balagénbased on ob-
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Figure 8.6: Load on NIDS traffic analyzers when load balag¢snbased on the
proposed multi-phase framework (SMAoad tracker)
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wherell,, ..., In; are the data set values of thesensors anehean; is the mean

of the load values at timé We evaluate the coefficient of variation of the load
on each traffic analyzer for the load change detector modedsdon EMA,,
SMA,, and also observed data set for further comparison.

Figure 8.8 shows the cumulative distributions of the cokdfitof variation of
the three load balancer mechanisms. This figure confirmsatidity of the pro-
posed multi-phase methodology that achieves a signifieghtation of the load
variability among the traffic analyzers. In particular, tsishown in Figure 8.8
(a), the balancing mechanism based on the load detector;SMAduces th®0-
percentile value of the coefficient of variation. A more sigant reduction of
the 90-percentile value of the coefficient of variation appears-igure 8.8 (b)
where the load balancing mechanism uses the multi-phasedabgy based on
EMA,.
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Figure 8.8: Cumulative distributions of the Coefficient @rMtion of the load on
the traffic analyzers.

Table 8.2 summarizes the results of this case study: bothdakancing sys-
tems that utilize the multi-phase methodology reduce tedigion activities and
improve the quality of load balancing: the 90-percentil¢hef coefficient of vari-
ation of the load change detector based on EM#A almost six time smaller than
that based on observed data set. These results give a fedahBrmation that



132 Applications

most of the redistributions carried out by the scheme basesbserved data set
were not only useless, but had also a negative impact on l@adding.

Table 8.2: Evaluation of load balancing mechanisms

90-percentile of the Total number of
Coefficient of Variation| load re-distributiong

Activation based on observed ddta 0.58 63
Activation based on SM4A 0.20 12
Activation based on EMA 0.10 13

8.3 Geographically distributed Web-based system

Many systems supporting popular Web-based services aeel lnasarchitectures
that are distributed over a geographical scale. Here, wsidenthe problem of
delivering original and adaptive resources to heterogesebent devices. When
the expected number of requests from heterogeneous claisassrs and client
devices is high, a valid solution is to recur to a system ciimg of a set of
centralized core nodes that are integrated with a set ofrgpbgally replicated
edge nodes [35], as shown in Figure 8.9. The edge nodes esprie front-
end part receiving all client requests. Each node is supgdy a dispatching
mechanism that must decide at runtime which componentsedi\isb resources
must be generated or adapted by the core nodes and which lgdgeenodes.
Let us consider a popular mapping algorithm, such as the M&igRound Robin
(WRR) [57], that takes its decisions depending on a dyndiyiegaluated weight
parameter. As most content adaptation services are CPibkiagstasks [27], this
weight is typically computed on the basis of the last valuéhefmeasured CPU
utilization (or the average of the last observed data) ofcthre and edge nodes.
On the other hand, we suggest to use the multi-phase metipdia have a WRR
based on expected weights. In particular, we show that thegsed trend-aware
predictor (TAR) can improve the system performance sulisign

As the testbed for the experiments, we consider a distribarehitecture con-
sisting of 20 physical servers, where 8 servers composedigesystem and 12
servers are used for the edge nodes. The core system inAdUd€SP servers,
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Figure 8.9: Geographically distributed system for the eahadaptation.

4 application/adaptation servers, and 2 back-end serwite each edge node
consists of one front-end server and one application/atiaptserver. A WAN
emulator introduces typical network delays among the edg®s and the core
system, and among the clients and the edge nodes. The fidragegver of the
edge node executes the WRR dispatching algorithms to dedidéher the gen-
eration/adaptation of the Web resource components hasasdigned to the local
edge or forwarded to the core node. The goal is to achieve eguate load shar-
ing among the nodes of the distributed architecture and aadathe overload of
any node. The WRR algorithm takes its decisions on the basisveight param-
eter that it computes on the basis of the load representatithve core system and
the edge node.

We propose a WRR algorithm based on expected weights. Tetingose,
we apply oumrmulti-phase methodologhat generates future load values through
the TAR model based on EM#. We consider a prediction window of 10 seconds
and then a prediction window of 30 seconds. (For detailsCsepter 7)

Figure 8.10 reports the cumulative distributions of thetexsysresponse time
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experienced by the clients, when the WRR dispatching algoris based on tra-
ditional observed data sets and on the values of the loadcpsednodels. Fig-
ure 8.10 shows that both load predictors improve the tradhti WRR algorithm
based on observed data sets. The results of the load predittot = 30 is
slightly worse than that achieved by the load predictor with 10. The motiva-
tion is that the extremely dynamic characteristics of thestered system tend to
penalize predictions longer than few seconds.

Cumulative probability
o
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Observed data set —=— |
TAR model (k=10) —&—
) TAR mo(?el (k:30)‘+

. . .
1 2 3 4 5 6 7 8
Response time [s]

Figure 8.10: Cumulative distribution of the response timed geographically
distributed Web-based system supporting content-adaptservices.

We can appreciate the improvement especially if we conside®0-percentile
of the response times, that is a common measure for the ¢eald the quality
of a system. We can see that when the WRR is based on the lodidtprewith
k = 10, 90% of the requests experiment a response time below 2¢hdec
while the same measure is almost doubled (4.35 seconds)twb&bRR utilizes
raw observed data set. We should consider that this resalthgved for the
same system under the same realistic workload conditions.nTain motivation
behind the improvements of the load predictors is that inrdecd characterized
by CPU utilization measures with large oscillations, the RV&gorithm based
on observed data set decides to migrate requests from tleetedige core nodes
even when not strictly necessary. Instead, the WRR alguorlithsed on a load
predictor can smooth oscillations of the CPU utilizationasigres, predict values
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in the immediate future, and decide to forward the requestse core nodes only
when the load really risks to overcome the capacity of an edge.

8.4 Multi-tier Web system

In modern Web systems, the large majority of responses arandigally gener-
ated. Hence, the traditional multi-tier architecture ¢siirsg of the HTTP server
layer and the database server layer is being replaced biteathies where the
application servers play a more important role.

The architecture that we use as a testbed for the experinsedéscribed in
Figure 8.11. This system is based on the implementatiorepted in [19]; the
application servers are deployed through the Tomcat decoletainer, and are
connected to a MySQL database servers. In our experimeetexercise the
system through real traces; each experiment extents fonaume
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- Server
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\ Network G@ Ej
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\ [Applicatio DataBase
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Figure 8.11: Web system architecture

Managing large numbers of requests (possibly hotspotshgrtiese locally
distributed systems requires smart policies that must itakertant decisions at



136 Applications

runtime. We propose a load balancing algorithm that basedispatching deci-
sions on the results of Weighted-Trend algorithm preseimegection 6.3. The
idea is that a twofold view of the load conditions coming frtre load state rep-
resentation and on past behavioral trend should improveldéieesions and the
performance even when the system is subject to non stayisrakloads.

For the experiments, we consider the stable and realisti&load models
characterized by a heavy service demand. For both scenamosvaluate two
important performance factors: the quality of load balagcnd the impact of
dispatching on the response time. As the performance nmeasarconsider the
90-percentile of the response tif@ a Web request. For the quality of load
balancing, we consider theoad Balance Metrig18] (LBM) that measures the
degree of balance across different nodes. Let us defineddestate of the nodg
at thei-th observation (of the observation periogd asload; ;, andpeakload; as

J
the highest node load in the same observation. The LBM is e fas:

> peak_load;

1<i<m

( 22 22 load;s)/n

1<i<m1<j<n

LBM = (8.2)

wheren is the total number of nodes. Note that the value of the LBM reange
from 1 to the number of nodes (= 3 in the considered system). Smaller values
of the LBM indicate a better load balance.

We compare three versions of the weighed round robin (WRRg{H7],
where the weights are computed by means of three differadtildormation: the
observed data sets of the CPU utilization (this is the tiaubl dynamic version
of the WRR algorithm proposed in literature); the last loagresentation of the
CPU utilization that is obtained through the load tracker éxample, the EM4,
model); the novel Weighted-Trend load representation igtroposed in this
thesis. The effects on the CPU utilization of the three detalservers are reported
in Figures 8.12 and 8.13. The Figure 8.12 shows the resulewvire number
of requests is stationary. The type of load information éobsd data, EMA,
weighed-trend) plays a crucial role in load balancing. dgime observed data
set (Figure 8.12(a)), the system nodes are really unbalar@e the other hand,
the load representation based on the EMA model (Figure B)L#(proves the
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quality of dispatching as it is shown by the fairly balancedditions of the three
database servers. An even better result is shown in Figa{d, where the
dispatcher is based on the proposed trend-aware algorithm.

In the scenario characterized by non stationary workldedifferences among
the three dispatching algorithms become more evident. fticpéar, we can
see that in this scenario even the dispatching algorithnedbas EMA (Fig-
ure 8.13(b)) is unable to balance the load. On the other hhad\Veighted-Trend
algorithm guarantees the most balanced system (Figurg&)1@uring the entire
experiment.
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Figure 8.13: Load balancing in the realistic scenario.

In Table 8.3 we give a quantitative summary of the main pemtorce metrics
for the three dispatching mechanisms and the two workloaditso In the stable
scenario, the results of the EMA-based and the WeigheddTdespatching algo-
rithm are similar. They achieve the best load balance ingesfi_.BM and the
best performance in terms of 90-percentile of the respamsefor a request.

However, the real benefits of the Weighted-Trend algoritamime appreciated
in the more realistic non stationary workload. In this cdlse difference between
the LBM of the observed data-based algorithm and that of rdredtaware al-
gorithm increases considerably, ranging from about 10%dcerthan 20% when
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Table 8.3: Performance evaluation of the dispatching #@lyos.
Stable workload
Observed data-based EMA-based | Weighted-Trend
LBM 1.61 1.39 1.38
Response time (90-perc. 175ms 170ms 170ms
Realistic workload
Observed data-based EMA-based | Weighted-Trend
LBM 1.85 1.54 1.40
Response time (90-perc. 450ms 445ms 370ms

passing from the stationary scenario to a non stationanesice The reduction of
the 90-percentile of the response time (from 450ms for treenied data-based
algorithm to 370ms for the trend-aware algorithm) confirims ¢apacity of the
Weighted-Trend dispatching algorithm to manage a compisixibuted system
even in the presence of a more severe (but even more reahsiicstationary

workload.



Chapter 9

Related work

The thesis has several innovative contributions that wendigish in four main
areas.

» System view:internal vs. external;
» Data: observed resource measures vs. system load represemiatiiats;

» Context: realistic Internet-based systems vs. other distributedifel ap-
plications;

* Interpretation and decision algorithms: off-line vs. runtime schemes;

9.1 Internal vs. external system view

The workload characterization of Internet-based servassé&ceived much atten-
tion for over a decade. Various metrics are collected, aealyand visualized for
various reasons, such as traffic modeling, capacity plgnaimd resource man-
agement. For example, the authors in [6] report a large setatistics about
Web traffic (arrival pattern, request inter-arrival timedamix of requests), file
size and popularity, system performance in terms of resptnse and through-
put, typical client performance and user behavior. On tisesbaf these and other
statistics, several researchers have characterized thewdfiload by fitting dis-
tributions to data (e.g., heavy-tailed distributions [28], burst arrivals [59] and
hot spots [10]) and by proposing performance models driwesuth distribu-
tions [44].
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All the analyses confirm that the external traffic reachingraarnet-based
system shows some periodic behavior [10] that facilitatesniterpretation and
management. Hence, existing results are extremely usafalapacity planning
and system dimensioning goals, but they are useless toagstiansystem state
at runtime. The main reason is that, as demonstrated in &h3apthe external
workload is not clearly correlated or completely uncoretiawith the internal
view of an Internet-based system. Consequently, an exteevwa has little or no
possibility of really help a runtime management system tarod the complexity
of modern processing schemes.

Even the most recent results oriented to the load statepretiations in the
presence of non stationary workloads [53, 61, 74, 92] areimnéocused to char-
acterize external factors, such as the arrival frequendyes& measures can be
turned into some measure of the expected internal syste lboé no result on
this topic exists, and even this thesis leaves this issuatod work.

Unlike all previous work on external analyses, we considedets and statis-
tics oriented to an original internal system view. In thisixt, we analyze the
performance indexes of the most critical internal systesoueces. This approach
motivates the necessity of the proposediti-phase methodologyoreover, we
demonstrate that the stochastic characterization of teenal system states allow
us to support some important runtime decisions for distetdinternet-based sys-
tems, such as load sharing, load balancing, admissionatprequest redirection
even at a geographical scale.

Runtime load state interpretation of the internal resauitas not received
much attention yet, especially if we refer to Internet-lohsgstems. For exam-
ple, Pacifici et al. [79] propose a model for estimating atiiraa the CPU de-
mand of Web applications, but not for positioning the sysstate with respect
to the resource capacities. Other studies that are ori¢atad internal view do
not consider runtime constraints. Examples of them inclodd balancer poli-
cies [2,7,17, 26, 48, 81], overload and admission contr@tdemes [81, 82],
request routing mechanisms and replica placement algwsifié3, 84, 94], dis-
tributed resource monitors [87].
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9.2 Observed resource measures vs. load represen-
tation

The detection of significant and permanent load changesystara resource, the
prediction of the future load behavior and the definitiontwd trend of the past
load behavior are at the basis of most runtime managemeisiales of Internet-
based systems. All these tasks require information abeugytbtem state. For ex-
ample, taking autonomous decisions according to some gaales for event
detection or for triggering actions concerning data/serylacement but also to
detect overloaded or faulty components, requires thetyabiliautomatically cap-
turing significant information about the internal state loé resources and also
adapting the monitoring system to internal and externatltmms.

The common method to represent the resource state is basbd periodic
collection of samples through server monitors and on thectiuse of these val-
ues. Some low-pass filtering of network throughput sampéesikdeen proposed
in [90], but the large majority of resource state interptiietaalgorithms for the
runtime management of the Internet-based systems are basgsime functions
that work directly on resource measures [1,2,7,17,268®3177,81,84,87, 88,
94,111].

Even the studies based on a control theoretical approactretemt overload
or to provide guaranteed levels of performance in Web systdn60] refer to
direct resource measures (e.g., CPU utilization, averagb Wbject response
time) as feedback signals. We have demonstrated that theepmowith these
approaches is that most modern Internet-based systemisaeeterized by com-
plex hardware/software architectures and by highly végialmrkloads that cause
instability of system resource measures. Moreover, therbd measures of the
internal resources are characterized by some statistiopepties, such as noise,
heteroscedasticity and short time dependency, that malabtberved values com-
pletely unreliable for characterizing the system statd wnaspect to the resource
capacities. The risk of extending the existing schemes nitime management
decisions for Internet-based systems is to suggest coefpilgtong actions.

On the other hand, in our thesis we show that it is importanhandatory
to refer to stochastic representation models of the obdem®source measures.
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To this purpose, we refer also to the estimation theory. ppsut methodologies
for calculating usable approximations of data sets evdmeifinput values are in-
complete, uncertain or noisy. In particular, the estinratieeory assumes that the
desired information is embedded into a noisy signal. Thesth is fundamental
for our purposes because we have demonstrated that thegesnaasures of an
Internet-based system are extremely noisy. Our prelingie&perimental results
based on the estimation theory support the propoadt-phase methodolodlat
first aims to represent the load behavior of an internal nesg@and then uses this
load representation as the input for the state interpogtatiochastic models such
as load change detectors, load prediction models and lead schemes. These
models are really useful to support the most common runtieeestbn systems for
distributed Internet-based systems, such as admissidrotdoad balancing and
request redirection. Itis worth to observe that this is tret fesearch that proposes
a thorough study and a general multi-phase methodologygpastiruntime de-
cisions in the context of adaptive and self-adaptive aechitres and heavy-tailed
workloads characterizing modern Internet-based serviddsreover, the over-
all methodology is implemented and integrated into framé&wahat have been
demonstrated to work well for different distributed Intetsbbased architectures.

9.3 Realistic Internet-based context

The thesis focuses on Internet-based systems charadtéyzsophisticated load
monitoring strategies and management tasks, and by hadeg-tvorkloads that
are too complex for an analytical representation [49, 75&nkiprevious studies
were oriented to simulation models of simplified Internaséd architectures [1,
24, 33,81, 98]. Although the simulation of an Internet-liasgstem is a chal-
lenging task by itself [50], the focus on real systems open&hinteresting and
challenging issues.

There are many studies on the characterization of resoo@ads | albeit related
to systems that are subject to workloads that are quiterdifférom the load mod-
els considered in this thesis. Hence, many of the previaudteecannot be applied
directly to the Internet-based systems considered heneexXample, the authors
in [77] evaluate the effects of different load representation job load balancing
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through a simulation model that assumes a Poisson job anteal process. A
similar analysis concerning Unix systems is carried oudB][ Dinda et al. [42]
investigate the predictability of the CPU load average im&UWhachine subject to
CPU bound jobs. The adaptive disk 1/0O prefetcher propos¢tO8] is validated
through realistic disk 1/O inter-arrival patterns refagito scientific applications.
The workload features considered in all these pioneer gagiéfer substantially
from the load models characterizing Internet-based semvat show high vari-
ability, bursty patterns and heavy-tails workload evenfé¢int time scales. The
are other works making strong assumptions on the natureeoivtirkload, that
allow a simplification of many state interpretation probtenin particular, the
authors in [74] present a mechanism that works well with Ipitascillating or
stationary workloads; in [106] there are stochastic moftaishe FTP transfer
times; in [42] there is an extensive study of the host CPU laaetage; in [90]
there is some model on network traffic, which is assumed asugskm process.
All these assumptions do not hold for the workloads charexitg Internet-based
systems that exhibit specific statistical properties.

Our research differs from previous works because it consigsalistic work-
load scenarios. When you move from ideal to realistic wadllaonditions, al-
most all the considered stochastic models for the stateseptation and inter-
pretation exhibit high precision errors. On the other hahd,models proposed
in this thesis are demonstrated to work well even in conagiof real workload
Internet scenarios.

9.4 Off-line models vs. runtime model

A main difference of this thesis with respect to the literatis that the large
majority of decision systems that are necessary to suppianet-based services
have to satisfy runtime constraints while most of the emgsinterpretation and
decision models work off-line. Let us give some examples.

» Load representation. Many popular stochastic models for load representa-
tion are characterized by high overhead. This is the casetofragressive
integrated moving average (ARIMA) and auto-regressivetioaally inte-
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grated moving average (ARFIMA) [42]. These models are abteproduce
precisely the behavior of the data set, but at the price df bagnputational
cost and frequent updates of their parameters that areqnatketo the typ-
ical variability characterizing Internet-based systems.

« Load change detection. Many stochastic models for determining load
change detections are oriented to off-line schemes. Theriual refer-
ence of all these studies is [80]. Subsequent investigat@oa in [55, 56,
68]. Other theoretical optimal results about the likelid@pproach to load
change detection are proposed in [40]. It is impossible tppse a simple
application of these schemes to a runtime environmentadth we could
extend some previous theoretical results, such as the CU8Igttithms,
to the load change detection problem in our contexts.

» Load prediction. There is a huge amount of prediction models that are ori-
ented to off-line studies. Just to give some examples, wecitargenetic
algorithms, support vector machines [37], machine legtechniques, and
Fuzzy systems [97]. None of them can be directly applied aptat to sup-
port runtime predictions in a variable environment suchtgpigal Internet-
based system [41].

Even the most common methods for investigating the efficddpad rep-
resentations for runtime management tasks work off-linee ®r example the
models that analyze samples collected from access or sasage logs [10, 34,
42,64,71,90].

Hence, we can say that adequate models for supporting remiamagement
decisions in highly variable systems represent open isses of the novel con-
tribution of the proposed methodology is to address soméedd issues in the
context of adaptive Internet-based systems. The con&rmdire to runtime results
lead us to consider models that are characterized by low gtatipnal complex-
ity. For example, we consider many linear (e.g., the expbalemoving average
of the CPU uitilization [33]) and some non linear models (etlge cubic spline
functions in [47, 85, 110]) that may be used as a trend indrdatother contexts.
However, the authors in [33] limit their considerationsyotd a direct application
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of the exponential moving average model without any char&tion of the data
set values that are used to generate the model. In our tixstsarry out the first
sensitivity analysis of the models parameters and we ualithee models through
different data sets.

For other problems, such as load prediction, the linear semges models [42,
71,73,90,103] are not really suitable to face the charaties and complex-
ity of highly variable workloads and Internet-based systerm highly variable
and non stationary contexts, auto-regressive models sugliRaand ARMA, re-
quire a continuous update of the parameters that is inapptego support most
runtime management decisions. Our results confirm thatragt@ssive models,
such as [60, 73], are useless when applied to highly variadméexts. The mod-
els proposed in this thesis lack the learning capabilities @recision of other
more complex algorithms, but we should recall that in thesabered context it
is mandatory to achieve good (not necessarily optimal)iptiets quickly, rather
than looking for the optimal decision in an unpredictableoant of time. Our
runtime prediction models differ from previous results r\@cause we do not
make any assumption (e.g., linearity, stability) on therttiation of the data set,
as required by other papers on runtime short-term predisti2, 74,90, 106]. A
related linear prediction model is proposed by Squillahtd.g¢10], but it exhibits
a much lower precision than that characterizing our preshalgorithms.

If we pass to consider the last phase of the proposed metbhggole can
observe that runtime constraints are important requirésnaiso for most deci-
sion systems. This is the case, for example, of admissiotralanechanisms,
replica placement policies, load balancing algorithms. éd@ample, Cherkasova
et al. [33] validate their runtime session-based admissioitroller for Web servers
through the SPECWeb96 workload [96], that nowadays is demnsd fairly ob-
solete [58, 95] with respect to the considered TPC-W wowkld®?2] that is an
industrial standard benchmark for Web-based dynamic eesviln [73, 88, 94],
the authors propose a simple and efficient methodology foyreamiic replica
placement and user request redirection. Other relatedmardecision systems
are represented by the large literature on load balanciggriims. We cite
few of them which are more closely related to distributeckinét-based sys-
tems [3,21,23,62,69,93]. This thesis is innovative wigpext to these works be-
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cause it is the first to apply stochastic models for load sgr&ation and runtime
decisions. Moreover, we propose also novel self-adapkyaighm for geograph-
ically distributed systems. Other autonomic-like algamts have been proposed
in quite different contexts [14, 54,99, 112]. The proposdk0] considers an al-
gorithm for a self-tuning admission controller in a locadligtributed system that
is similar to the multi-tier Web sites analyzed in this tlsesi

Unlike all the previous literature that is oriented to sfie@pplications, it is
worth to observe that our thesis proposes a first methodahagys able to support
a large set of runtime decision algorithms specifically ree to Internet-based
workload and adaptive Internet-based systems.



Chapter 10

Conclusions

This thesis addresses many important issues that are aasiseds runtime man-
agement decisions in Internet-based systems. To this peypee have first an-
alyzed the stochastic behavior of the internal resourcessares of servers be-
longing to different Internet-based systems. Existingimma management sys-
tems evaluate load conditions of system resources and #@dedwhether and
which action(s) it is important to carry out. We have showet in the context of
Internet-based systems, characterized by highly variabl&load and complex
hardware/software architectures, it is inappropriatake tdecisions on the basis
of rough system resource measures. The values obtaineddexirmonitors of
Internet-based servers offer an instantaneous view ot ¢onditions of a re-
source and they are of little help for understanding the liezad trends and for
anticipating future load conditions. In fact, we have destmted that the statis-
tical properties of the system resource measures evidenes/dow correlation
between the internal and the external system view, a higtedison of the ob-
served values, a high noise component, a significant hegulastisity and a low
or null auto-correlation.

The results have motivated the proposal of an innovativéti-phase method-
ologythat separates the complex problems behind runtime maregelacisions
in different processes. In particular, we first achieve aesgntative view of the
system state by adapting and proposing novel stochastiels\tdtht are charac-
terized by a computational complexity in accordance to thraputational con-
straints of runtime decisions. Although the so calledd trackersallow us to
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have manageable data sets, we have proved that some matlitiodel could be
inaccurate in the presence of non stationary and heterasteavorkload condi-
tions. For this reason, we have proposeskH-adaptivdoad tracker that selects
the parameters on the basis of the statistical propertiéiseobbserved data set,
such as the standard deviation. This class of load trackmowes the load tracker
qualities especially when the characteristics of the det&lsanges significantly
during the observation time.

We have applied these representative models to supporafuectal tasks
characterizing runtime management decisions in Intdsased systems, such as
load change detectigrioad trend analysisand load predictionproblems. For
example, we have proved that through the load tracker fonstthe quality of
the load change detectors improves in terms of minimizitgefdetections. An-
other example is represented by the novel Trend-Aware Rsignrealgorithm that
shows the best precision for different workload scenari@srabust results for a
wide range of parameters.

We have then proposed new runtime decision systems, whelhased on
the best stochastic models, for some classic problemsatkarang distributed
Internet-based systems, such as load balancing, admissidrol and requests
redirection. It is worth to note that all the phases of thetpliase methodol-
ogy have been integrated into software modules of varioa®types consisting
of multiple Internet-based servers, such as a multi-tieb \8fstem, a Web clus-
ter, a geographically distributed architecture and arubitm Detection System
for request dispatching, load balancing, admission cbatrd request redirection
purposes and for a large set of representative workload Isiotte all contexts,
the achieved results are quite satisfactory. For thesemsasve think that the
proposed multi-phase methodology can be improved and @étkto other prob-
lems. For the former goal, it would be important to study ndead tracker
functions that can integrate internal resource measuksxernal data referring
to the workload. We expect that in this way we could achievenex more ro-
bust representation of the present and expected behavaamgplex distributed
systems. Positive results in this field would allow us to egtthe proposed short
prediction models to medium- and probably long-term prigaiis even in highly
variable conditions. Another possible field of applicatairthe proposed multi-
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phase methodology is represented by the reaatdnomic systentbat are char-
acterized by several necessities of almostindependentle®fbr self-inspection,
self-organization and self-configuration.
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