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Chapter 1

Introduction

As our society becomes more dependent on networked information systems, it is
also becoming increasingly vulnerable to their misuse. Thelarge amount of sen-
sitive information transmitted over computer networks andstored on databases,
as well as the high revenues that industries can generate through Internet-based
applications, translate in valuable targets for attackers.

Several technologies for increasing network security and dependability al-
ready exist. Nowadays, firewalls represent a fundamental first-line defense in
any network security infrastructure. The traffic flowing through a network as well
as the host activities can be monitored by network and host Intrusion Detection
Systems, that are able to detect a wide range of attacks and illicit activities. Be-
sides the inherent difficulties in keeping these technologies updated with respect
to increasingly sophisticated attack strategies, the evolution of network-based in-
formation systems cause additional issues. In this thesis we consider three main
factors that pose critical challenges to network security systems:

• the constant growth of network traffic throughput makes network monitor-
ing increasingly demanding;

• node mobility highlights the deficiencies of security solutions and practices
that have been mainly designed to cope with fixed nodes;

• the success of massive and widespread attacks, carried outthrough dis-
tributed hostile infrastructures, demonstrates the limits of traditional net-
work defenses that do not adopt cooperative schemes.

This thesis presents novel distributed architectures, algorithms and protocols
that can improve network defenses by keeping them up with thecomplexity of
modern networks. All the proposed solutions are characterized by some sort of co-
operation among locally or geographically distributed components. This approach
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aims to overcome the lack of global knowledge affecting mostof the existing se-
curity technologies, that are characterized by centralized or isolated solutions.

The limits in the amount of traffic manageable by traditionalNetwork Intru-
sion Detection Systems, that is bounded by the computational capacity of one
machine, represents the first issue addressed in this thesis. The research is moti-
vated by the observation that a signature-based NIDS implemented through COTS
hardware components is not able to perform stateful analysis of traffic flowing in
large capacity networks such as Gbit network links [29, 69, 105]. In this con-
text a parallel architecture for network intrusion detection, able to achieve higher
throughput by adding more parallel traffic analyzers, represents an ideal solution
for stateful analysis in present and future networks [57,106,112,129]. A common
drawback of the existing parallel architectures is their inability to perform stateful
signature-based analysis together with dynamic load balancing. We propose an in-
novativestate migrationframework [26], that allows the parallel traffic analyzers
to cooperate by exchanging state information. To the best ofour knowledge, no
other technology exists that allows to exchange state information among stateful
and signature-based NIDS. Moreover, we propose a new dynamic load balancing
algorithm [5, 69], that is able to leverage our state migration framework to dy-
namically distribute the load among the traffic analyzers without jeopardizing the
analysis reliability. Both these contributions are included in ParNIDS [29, 69],
the first prototype of parallel architecture for stateful network intrusion detection
that can perform stateful pattern matching and dynamic loadbalancing among its
parallel sensors.

Node mobility is another characteristic of (mainly future)networks that can
cause novel security issues. The Mobile IP protocol [87, 89,90] allows a node
to transparently roam across different networks, while being always reachable
through its home IP address. In this thesis, we highlight forthe first time a novel
attack strategy, definedmobility-based evasion, that combines traditional NIDS
evasion techniques [97] with node roaming. We present several realistic scenar-
ios in which an attacker can take advantage of the NIDS inability to statefully
analyze mobile connections by executing “stealth” attacks, undetectable by state-
of-the-art NIDS. Moreover, we describe the incompatibility issues betweentri-
angular routing(default routing scheme of the Mobile IP protocol) andegress
filtering [127], that is the best practice [54] for modern modem, router and fire-
wall configuration. To nullify the detrimental effects of node mobility on stateful
analysis we propose an innovative cooperation scheme, thatfor the first time en-
ables geographically distributed network intrusion detection systems to cooperate
and to perform stateful analysis on mobile connections. Themain idea behind this
new technique is to make the NIDS state information related to a mobile node to
“follow” the node in the destination network.

To overcome the incompatibility between triangular routing and egress filter-
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ing we proposeSecure Triangular Routing(STR) [68], a novel routing scheme
that relies on cooperation among Mobile IP agents and firewalls to enable triangu-
lar routing together with egress filtering. With respect to other optimized routing
schemes for the Mobile IP protocol [91,128,136] STR does notrequire any mod-
ifications in the correspondent nodes and/or in their networks and increases the
compatibility with existing standards.

Massive attacks generated by self replicating malware towards hosts and net-
works distributed across the Internet represent the third security issue considered
in this thesis. A typical case study is represented by infection attempts carried out
by Internet worms when trying to compromise new hosts, possibly with the goal
of expanding abotnet. In this context, several networks are targeted by the same
attacks that aim to exploit widespread software vulnerabilities. To address these
issues we propose two novel cooperative architectures for malware detection and
analysis.

The first cooperative architecture [27] is based on ahierarchicalalert aggrega-
tion tree, in which only the new threats are propagated to theroot that coordinates
malware analysis. With respect to traditional malware detection and analysis solu-
tions, the proposed architecture guarantees efficiency because it avoids duplicate
analysis of the same threat, and it is able to generate preemptive alerts and even
selective alerts, because analysis results are disseminated to all the networks par-
ticipating in the cooperative effort that can be actually affected by a certain threat.
It is also important to observe that all activities are carried out automatically with-
out the need for any human intervention. While similar principles represent the
basis of several distributed tools for fighting spam, this isthe first proposal of
a cooperative architecture that provides automated and runtime analysis of new
threats and a dissemination of analysis results that allow aparticipating network
to be alerted before being attacked.

The second cooperative architecture for malware detectionand analysis [70]
is based on apeer-to-peerdesign that represents an evolution of the hierarchical
infrastructure. While fulfilling all the goals of the hierarchical architecture [27],
the peer-to-peer scheme solves several problems that affect the hierarchical design
by providing higher scalability, self-adaptive properties and higher dependability
since it lacks single points of failure.

A common trait of all the research activities presented in this thesis is the
experimental evaluation of the proposed architectures andalgorithms. The state
migration framework, the new stateful and load balancing algorithm for parallel
and stateful intrusion detection, the ParNIDS architecture, the distributed NIDS
cooperation technique for countering mobility-based evasion, the STR routing
scheme, and both the cooperative architectures for malwaredetection and anal-
ysis have been designed and implemented through Open Sourcesoftware, such as
Snort [111], Prelude [96], Nepenthes [79], Iptables [50], Ebtables [39], Dynam-
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ics [38], Past [37] and Scribe [103]. All prototype functions have been validated,
and their performance has been tested to demonstrate their ability to operate at
runtime in realistic scenarios.

As we think that security is strictly related to availability, we have considered
alsoByzantine Fault Tolerance(BFT) issues that may affect both centralized in-
formation systems and distributed cooperative services. Two new protocols and
systems have been proposed: Aardvark [4,24] and FlightPath[59]. These research
activities, carried out in collaboration with the Department of Computer Science
of the University of Texas at Austin, are only outlined here and not reported in
this thesis, because the main focus is on distributed architectures and algorithms
for network security. Additional details can be found in [4,24,59].

Aardvark advocates a new approach to building BFT systems. Other pro-
posals [1, 19, 31, 55] achieve very high performance in fault-free scenarios, thus
demonstrating the practicality of BFT systems. However, their performance is
drastically reduced when faults do happen, demonstrating their inability to really
tolerate byzantine faults. Indeed, the common approach in designing BFT systems
is to introduce fragile optimizations to increase peak performance, at the expense
of the throughput in faulty scenarios. In [4] we redefine the principles on which
BFT systems are built by following an approach inspired by theMaximin [85]
strategy in game theory: we deliberately give up peak performance in order to
maximize the worst-case throughput. The new BFT system is able to maintain a
throughput of thousands operations per second even in faulty cases.

FlightPath [59] proposes a new approach in the design of cooperative services
able to tolerate both selfish and Byzantine peers. Several cooperative services ex-
ist [2,60] that rely on Nash Equilibrium [78] to design incentives and punishments
schemes in which rational peers have no better strategy thanto follow the protocol.
However, the price for designing a protocol that is provablya Nash Equilibrium is
paid in terms of low performance and low flexibility. In [59] we demonstrate that
the concept of approximate equilibria can be used to design rigorous protocols,
in which the gain that a selfish peer can achieve is provably bounded, without
sacrificing performance and flexibility.

This thesis is composed by five chapters.
In Chapter 2 we address the security issues related to the stateful analysis of

high speed network links, we present the novel state migration framework inte-
grated with the load balancing algorithm, and the overall ParNIDS architecture.

In Chapter 3, that deals with security issues related to mobility, we define
mobility-based NIDS evasion, present the NIDS cooperationscheme that allows
stateful analysis of mobile connections, and describe the Secure Triangular Rout-
ing scheme for Mobile IP.

In Chapter 4, we propose two novel architectures (hierarchical and peer-to-
peer) for cooperative malware detection and analysis, thataim to provide better
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defenses against massive attacks generated by self-replicating malware.
Conclusions and future works are drawn in Chapter 5.





Chapter 2

Architectures and algorithms for
parallel intrusion detection

2.1 Introduction

Network traffic analyzers, such asNetwork Intrusion Detection Systems(NIDS)
are one of the most valuable components in the design of modern secure infor-
mation systems and network infrastructures. A NIDS is able to analyze network
traffic with the goal of looking for malicious network packets and illicit network
activities.

While the first generation ofstatelessNIDS is vulnerable to a multitude of
insertion and evasion attacks [97], the most recent NIDS architectures perform a
statefultraffic analysis that cannot be easily eluded. To achieve high reliability, a
traffic analyzer has to perform an in-depth and stateful analysis on each network
packet. This implies that, for example, a traffic analyzer needs to track each dis-
tinct connection, and reassemble and analyze every Ethernet frame at wire-speed.
Stateful traffic analysis comes at the price of an increased computational complex-
ity that may prevent a single NIDS sensor to perform a sound, stateful analysis on
all the traffic flowing through high speed network links. Moreover, stateful analy-
sis relies on management of large quantities of contextual data (the so calledstate)
that poses additional burden on NIDS sensors in terms of computational load and
memory usage [36,105].

In a scenario where the number of connected devices, the capacity of network
links and the diffusion of network-related applications and services are continu-
ously growing, traffic analysis is becoming a complex and expensive task. The
number of concurrent connections and the transmission rateof the traffic gener-
ated in modern network installations may easily overwhelm the amount of mem-
ory and computational power of a stateful traffic analyzer. Depending on hardware
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configuration and traffic pattern, a traffic analyzer built using common hardware
may not be able to reliably monitor 100 Mbps network link [105], not to mention
high speed network connections (Gbps and above). Even configurations that are
specifically designed for dealing with high speed analysis (e.g., fast logging in
binary format) [101] are not able to solve the problem of stateful and fully reli-
able analysis on large capacity networks. (See Section 2.10for the performance
characterization of a common NIDS sensor).

Traffic analyzers able to cope with high speed networks (likeGbps Ethernet
links) are typically implemented through custom hardware components. Exam-
ples of some commercial and research products are reported in Section 2.2. How-
ever, these hardware oriented appliances suffer some relevant limits: they are ex-
pensive and not flexible, and even worse they do not representa long-term solution
to scalability issues. Although hardware appliances are able to reach high perfor-
mance, they will likely be overwhelmed in the near future, because the network
bandwidth grows more rapidly than the Moore Law [100].

To allow the analysis of high traffic volumes, while avoidingthe drawbacks
of custom hardware implementations, parallel NIDS architectures have been pro-
posed [29,57,106,129]. A parallel architecture is not a problem when the analysis
is stateless because each parallel sensor can analyze a fraction of the overall net-
work traffic independently, without the need to cooperate with the other sensors.
On the other hand, it still represents an open problem to apply stateful algorithms
when the traffic is spread among multiple sensors. In a similar context, each dis-
tributed or parallel sensor is reached only by a subset of theoverall traffic, and
this partial view prevents the possibility of a fully reliable analysis.

In this chapter we present an innovative parallel NIDS architecture (ParNIDS)
that is based on an original state management and migration framework that makes
multiple NIDS sensors able to exchange internal state information. Thanks to state
migration it is possible to propagate internal state information among cooperative
NIDS sensors, thus providing each sensor with all the information that is neces-
sary to perform a stateful traffic analysis. To the best of ourknowledge, this is
the first NIDS cooperation mechanism that allows a true exchange of structured
internal state information and a consequent execution of advanced traffic analysis
algorithms, such as packet content inspection (a detailed explanation of the dif-
ferences between the proposed framework and other works proposed in literature
is given in Section 2.2). The viability of the proposed approach has been demon-
strated through a prototype, based on the the integration ofthe proposed frame-
work with the open source software Snort. (Snort representsthe most widespread
NIDS software as well as the de-facto standard in the field of signature-based
traffic analysis [25,120].)

The ParNIDSarchitecture aims to achieve high performance and scalability
through multiple conventional traffic analyzers that operate in parallel for the



2.1 Introduction 19

analysis of different traffic portions. ParNIDS is characterized by several novel
features:

• it is able to analyze high speed traffic without the need for custom hard-
ware components, hence being alternative to the common solutions for high
performance traffic analysis;

• it is inherently scalable, because higher performance canbe reached by
adding further parallel components to the architecture;

• it includes an innovative mechanism for dynamic and fine-grained traffic
distribution;

• it includes a novel load balancing mechanism that is based on the migration
of the NIDS internal state information among the analyzers of the parallel
architecture [26];

• it is able to perform stateful analysis on dynamically reassigned connec-
tions.

The viability of the proposed solutions and the performanceevaluation is carried
out through an operative prototype of the ParNIDS architecture.

The rest of this chapter is organized as follows.
Section 2.2 compares our proposals with respect to other works in the fields

of high speed traffic analysis and parallel architectures for intrusion detection.
Section 2.3 reviews the concept of internal state with respect to the main anal-

ysis algorithms applied by commonly deployed NIDS.
Section 2.4 evidences the most relevant issues and requirements that are re-

lated to NIDS state migration, and contains a detailed design of the proposed state
migration framework.

Section 2.5 contains a detailed description of the ParNIDS parallel architec-
ture.

Section 2.6 described the algorithms and techniques allowing the ParNIDS
architecture to perform a reliable and stateful analysis ofthe incoming network
traffic while balancing the load among the cooperative sensors.

Section 2.7 details the realization of the ParNIDS prototype. In particular,
Section 2.7.1 deals with the modification introduced in Snort in order to enable
cooperation, while Section 2.7.2 focuses on the implementation of the ParNIDS
architecture.

All the experimental results that demonstrate the viability and the performance
of the proposed state migration framework are contained in Section 2.8, while
a thorough experimental evaluation of the complete ParNIDSarchitecture is in-
cluded in Sections 2.9 and 2.10.
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2.2 Related work

The vast majority of high speed NIDSs (both commercial products and research
prototypes) is based on custom hardware components, such asApplication Spe-
cific Integrated Circuits(ASIC) [53,119],Field Programmable Gate Arrays(FPGA)
[10, 113, 114] andNetwork Processors(NP) [23, 130]. Although they are able
to achieve high performance, they do not represent a long term solution to ever
growing scalability issues. Moreover, they are characterized by high costs and
low flexibility.

The problem of traffic analysis in large network installations has been ad-
dressed bydistributedNIDS, that have been extensively investigated in litera-
ture [11, 109, 110, 123] and that should not be confused with the class of paral-
lel NIDS architectures here considered. Generally speaking, a distributed NIDS
is composed by an arbitrary number of traffic analyzers that are deployed over
different subnets. There are various examples of commercial and open-source
software solutions implementing a distributed NIDS [84, 96, 111]. The proposed
parallel architecture follows a completely different approach. A parallel NIDS
can be seen as a single logical element composed by multiple traffic analyzers
that operate concurrently on a portion of the traffic flowing through the same link.
It is also important to observe that the proposed architecture represents a com-
pletely software-based solution where every element is built on standard, flexible
and inexpensive hardware.

To the best of our knowledge, the proposed solution is innovative because no
other parallel architecture for traffic analysis is able to guarantee both stateful
signature-based traffic analysis and dynamic load balancing functionality.

The first valuable implementation of a parallel NIDS architecture is described
in [57]. Its dispatching process has two limits. The first is represented by the low
precision of the packet classification, that may be carried out only on the basis of
the IP addresses. This is a relevant problem in many modern network configu-
rations that are behind proxy firewalls and NAT. When an entire, possibly large,
computer networks is hidden behind one IP address, its traffic may easily over-
whelm the capacity of one traffic analyzer that has received all packets coming
from that address. The second limit is related to the lack of amechanism to dy-
namically adapt the load distribution to the current trafficpatterns, because traffic
dispatching is based on a set of static rules. This deficiencyis a key problem
because network traffic patterns may fluctuate rapidly, witha consequent risk of
leaving some analyzers almost unused while other overloaded analyzers are losing
packets.

The main contribution of other parallel architectures in [3,21,106,129] is rep-
resented by a hardware-based load balancer, that is able to dynamically dispatch
traffic according to the load of traffic analyzers. However, all of them balance
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the load through a redistribution of the packets without considering the related
state information. As a consequence, the network traffic involved in re-balancing
cannot undergo a stateful analysis but only a stateless one,which can be easily
evaded by malicious packets [97]. ParNIDS differentiates from all the previous
systems, because it takes advantage of an innovativeload balancingand state
migration [26] mechanisms that can dynamically reassign an already established
connection to an arbitrary analyzer. These mechanisms allows traffic analyzers
to perform a stateful, in-depth analysis, that guarantees maximum detection accu-
racy and scalability through load balancing properties. The dispatching algorithm
is able to classify network packets on the basis of many information, such as pro-
tocol class, IP address, and port number. This fine grain dispatching allows the
parallel architecture to achieve an effective load sharingamong multiple traffic
analyzers.

A cooperation technique for Bro NIDS sensors based on the exchange of some
relevant information (e.g., the number of detected portscans) is presented in [112].
Their proposal is strictly related to Bro implementation andconfiguration issues.
Indeed, it relies on the concept of “synchronized variables”, that is, a set of vari-
ables that are identified at configuration time and that sharethe same value among
all the cooperating sensors. Every change in the value of a synchronized variable
causes a sensor to send an update message to all the cooperative sensors through
a push-based model.

On the other hand, our system is based on the migration of internal state in-
formation related to one or more of the analyzed traffic flows.The proposed
framework does not rely on any novel state management paradigm (such as syn-
chronized variables), thus being generally applicable to any NIDS. Moreover it
makes it possible to import and export state information on-demand, only when
necessary (in conjunction with load balancing) and allows to select at runtime
(rather than at configuration time) which state informationare required.

Another relevant difference is represented by the communication scheme em-
ployed to exchange state information. In [112] each sensor sends an update mes-
sage to all the other cooperative sensors, without expecting for replies or acknowl-
edgments. In our framework, external state import and export operations rely on
a RPC mechanism, and are always implemented as a one-to-one communication.
This choice ensures easy management of possible communication errors, better
scalability and adaptability to heterogeneous state management policies.

The architecture proposed in this chapter moves the system bottleneck from
the traffic analyzers to the scatterer, that remains the onlynot replicated compo-
nent of the architecture. Some possibilities for moving ahead this bottleneck are
outlined in the paper, but removing this system limitation possibly at the level of
the operating system kernel remains a topic for future research. Another inter-
esting investigation is represented by the possibility of extending the results of
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this paper to architectures that do not consist of homogeneous parallel analyzers.
This would require the definition of a standard external state representation that is
suitable for traffic and state migration among different kinds of traffic analyzers.

2.3 NIDS internal state

We classify the network traffic analysis procedures that canbe carried out by
existing NIDS systems in three major sets.

• Statistical anomaly analysis. This type of analysis is based on the com-
putation of several statistical metrics on large packet sets. Intrusions are
detected when the measured statistics diverge from the traffic model that
is considered normal and benign. Examples of common attacksthat are
detectable by this method are ping sweeps, port scans, SYN floods, worm
propagation attempts.

• Signature pattern matching. This method is the most common detec-
tion system that is used to detect known attack patterns by inspecting the
packet payloads. A stateful NIDS that is based on signature pattern match-
ing comes with a custom language used for signature definition. It looks
for known attack signatures in analyzed network packets, where a signature
is represented by a sequence of bytes that characterize one or more intru-
sions. The underlying concept is that it is (ideally) impossible to perform
an attack without sending to the victim host a sequence of network packets
including the signature. This method can effectively detect remote buffer
overflow attacks (for example, by intercepting the NOOP sleds or some
common shellcode variants), remote exploits, and all otherintrusions that
can be characterized by a known signature.

• Protocol anomaly detection. The idea is that it is possible to identify
anomalies in a data stream behavior by describing all protocol details through
a Finite State Machine. A stateful inspection of that protocol may reveal at-
tempts to divert from the legitimate usage patterns, that are interpreted as
attempted attacks. Brute force cracking and FTP bounce attack are typical
examples of illicit activities that rely on application protocol misuse and
that are detectable through a protocol anomaly detection.

The internal state of a NIDS is a representation of the network traffic features
that are relevant to the specific detection algorithms. Statistical anomaly analysis
and protocol anomaly detection algorithms intrinsically rely on information stored
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Type of analysis State data profile

Statistical anomaly analysis Aggregated statistical information related to all the
network traffic that has been previously collected on
the monitored network segment.

Signature pattern matching Reordered and reassembled information streams built
from previously collected network packets. A sepa-
rate data stream should be stored for each currently
active connection.

Protocol anomaly detection Protocol FSM state for all active connections.

Table 2.1: Classification of NIDS internal state informationwith respect to the
analysis algorithm

during previous detection activities. Indeed, both the value of an aggregated, sta-
tistical feature and the current state in a protocol FSM include information related
to the traffic analyzed in the past. On the other hand, it is possible to perform a
statelesssignature pattern matching by analyzing each packet on its own, with-
out any information related to previous network activities. The problem is that
stateless signature pattern matching can be easily evaded through well known
techniques, such as the fragmentation of the attack signature in different network
packets [97]. When a signature is fragmented, there is not a single network packet
containing all the information necessary to detect the intrusion attempt. Hence, a
NIDS sensor analyzing each packet separately is not able to identify a fragmented
attack. Other examples of stateless NIDS evasion are represented by overlapping
and out-of-order packets, as well as packets with headers specifically crafted to
avoid detection.

To effectively combat evasion techniques, modern pattern matching NIDS sen-
sors perform a stateful traffic analysis. This requires thatall received packets are
temporarily stored, reordered and reassembled. Stream reassembly allows a NIDS
sensor to inspect a complete and ordered information stream, in which all the pos-
sible attack signatures can be easily detected.

From the above analysis, it emerges that all the intrusion detection approaches
rely on some sort of internal state information that represents the current state of
the network. However, different detection algorithms adopt different logical ab-
stractions for the generation of heterogeneous state information. Table 2.1 sum-
marizes the internal state representation for each of the three methods.

The generation and continuous update of a complete internalstate is com-
monly carried out by traditional centralized NIDS where onesensor analyzes all
the network traffic flowing through a monitored link. However, when the ana-
lyzed traffic is processed by multiple sensors operating on the same link (parallel
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NIDS) or on different links (distributed NIDS), the global network state is frag-
mented because each sensor has only a limited view of the global state. In these
contexts, it is impossible to detect attacks that are perpetrated through traffic por-
tions analyzed by different sensors. The ParNIDS architecture addresses this issue
through a novel sensor cooperation mechanism that supportsmigration of relevant
state information from one sensor to another. Such framework enhances detection
accuracy and allows us to deploy NIDS sensors among any kind of network topol-
ogy.

2.4 NIDS state migration

2.4.1 NIDS state migration requirements

The aim of the proposed framework is to enable cooperative sensors to exchange
valuable state information, thus enabling a distributed and/or parallel NIDS to de-
tect illicit activities that would not be discovered otherwise. This scenario poses
several new challenges, that we address through the carefuldesign choices out-
lined below.

• It is important for NIDS sensors to perform traffic analysisin real-time,
hence the impact of state migration operation on the sensorshas to be as
low as possible. Packet losses due to state migration overhead are not ac-
ceptable.

• Both state import and export operations have to keep consistent the internal
state of sensors involved in cooperation. These operationsshould not alter
the analysis reliability and cause residual dependencies on imported state
information.

• State migration has to be robust to transmission delays. Moreover, it must
be possible to perform state migration even out of order withrespect to the
contextual network traffic.

• The framework should be easily adaptable to various applications, hence
it must provide state migration mechanisms without imposing limitations
about state management, dispatching policies and initiation schemes.

• To achieve high performance and adaptability, it should bepossible to ex-
port and import only partial state information (e.g., all the information re-
lated to a particular host or transport level connection).
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• It should be easy to extend the communication protocol for the transmission
of external state representations, even with the goal of allowing the migra-
tion of new state information among heterogeneous network components.

The inherent difficulties concerning the designing and implementation of a frame-
work complying to the previous requirements are worth the efforts of achieving
a truly cooperative NIDS system. A similar architecture canaddress scalability
issues related to the analysis of large amounts of traffic flowing through high ca-
pacity networks and to the inspection of packets flowing through complex network
topologies consisting of multiple segments.

In network-related contexts, state migration has been successfully used to re-
alize level 4 [30] and level 7 [6] front-end switches for Web clusters [14]. In
this case, the transmitted state information consists of a description of a TCP
connection current state. TCP state migration is usually carried out through a cus-
tom migration protocol, that usually requires the exchangeof one network packet,
and where migration activities are initiated by the Web switch. The NIDS state
migration proposed in this paper is by far more complex than aTCP connec-
tion migration. The proposal in some sense is more similar toprocess migration
schemes [71] that have been extensively analyzed in distributed (operating) sys-
tems and mobile agents [93].

Another proposal for NIDS sensor cooperation [112] represents a preliminary
and partial solution that is related to a specific NIDS software (see Section 2.2 for
further details).

2.4.2 NIDS state migration framework

A typical NIDS [94] consists of three main components1:

• A packet input layer feeds the NIDS sensors with the data to be analyzed.
It can be based on a packet capture from a promiscuous networkinterface,
a queue coming from kernel space (such as in a Snort in-line setup [20]), or
a software library reading a previously acquired network dump. Following
the CIDF architecture, we denote this layer as theEvent generatoror E-box.

• One or multiple detection engines perform the network traffic analysis (this
component corresponds to the CIDFEvent analyzeror A-box).

• An output layer handles alerting, logging and packet dumping (that is, the
CIDF Event databaseor D-box).

1We omit the fourth component defined by the CIDF specification, Response units “R-boxe”),
because intrusion detection does not necessary imply a reaction to hostile activities. R-boxes are
supposed tokill processes, reset connections, alter file permissions,etc.
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Figure 2.1: NIDS state migration framework

Cooperation at the packet input layer is impossible, becauseinput data depend
on network setup and its contents are independent variables. On the other hand,
cooperation at the output layer is a well established practice, with many products
allowing alert aggregation and correlation (e.g., Prelude[96]).

However, NIDS cooperation becomes a real challenge at the detection layer,
especially when real-time intrusion analysis is necessary. Transferring state data
between stateful detection engines permits a great improvement of the analysis
accuracy. In particular, this kind of cooperation allows a detection engine to dis-
cover an intrusion by importing external state data that aregenerated by other
detection engines, thus detecting activities that could not be discovered otherwise.

The proposed state migration framework consists of three main components
that are shown in Figure 2.1:

• The network communication layer transfers state data through the network.

• The state migration management layer interprets cooperative sensors com-
munications.

• The detection engines layer feeds each engine with imported data and ex-
tracts states.

The network communication layer of the cooperative sensorsacts as a Remote
Procedure Call (RPC) server that listens for remote procedure calls. Cooperative
sensors or heterogeneous external elements, such as intermediate components for
state migration management, can easily interact with NIDS sensors implementing
state migration by calling stateimport or exportremote procedures. This design
choice has several advantages:
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• NIDS sensors implementing state export and import mechanisms are not
required to be aware of the cooperative sensors logic and of the message
distribution policy.

• Each NIDS is always ready to perform required import and export opera-
tions at run-time, without any need for ad-hoc configurations.

• State export and import are implemented as a one-to-one communication,
hence the computational overhead related to a state exchange operation is
independent of the number of cooperative sensors.

• Values returned by remote procedures allow the caller to handle possible
import and export errors.

The proposed framework does not pose any limitation on the deployment of
the cooperative elements. However, performance and security issues suggest to
rely on a dedicated network for sensors management, rather than transmitting in-
ternal states and other control information through the same link of the monitored
traffic.

The state migration management layer handles the state import and export
requests received by the network communication layer and interacts with the de-
tection engine interfaces.

To ensure maximum flexibility, the state migration framework should allow
the transfer of only parts of a detection engine state data. To this purpose, we
must characterize the network traffic part which is mapped ina certain block of
the state data structure. Our choice is to follow the same criteria that are adopted
by the detection engine. Detection performed on protocols belonging to the OSI
layer 3 (network level) are discriminated on the basis of thenetwork addresses.
Layer 4 (transport level) and higher layer detections are discriminated on the basis
of transport level streams that are identified by transport level protocols, source
network address, source port, destination network addressand destination port.
As the transport level identifiers are a superset of those needed by the network
level, they can be easily integrated into a single structuretype.

To guarantee adequate performance to the detection mechanism, the state mi-
gration management layer should be decoupled from the detection engines layer.
However, it is essential to use a synchronization constructto lock the detection
engines internal state representation, thus allowing to perform state import and ex-
port operation on a consistent internal state. Concurrent detection may be slowed
because of the state locking, hence the locking duration hasto be sufficiently short
to prevent network packets loss. Experimental results, described in Section 2.8.2
demonstrate that this constraint can be easily satisfied by our reference implemen-
tation.
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Figure 2.2: Example deployment scheme

The ParNIDS architecture provides cooperative sensors with all the mecha-
nisms required for state exchange. Moreover, to ensure the highest flexibility, the
sensor mechanisms are completely decoupled from the state migration policies
that depend on the specific deployment scheme.

To describe by example how state information can be exchanged among co-
operative NIDS sensors, we refer to a realistic deployment scheme that is com-
posed by three sub-networks as in Figure 2.2. In this scenario we are monitoring
three different network segments through three geographically distributed NIDS
sensors, in compliance with the typical distributed intrusion detection approach.
Moreover, a centralized element calledcoordinatoris used to manage and control
state migration activities.

A complete state migration transaction is performed in two logical steps:state
exportandstate import. In the state export phase, the coordinator sends to one
of the cooperative sensors a request (the dotted line labeled “1” in Figure 2.2) for
the generation of the external state representation that isrelated, for example, to
a particular host. The sensor finds all the relevant information in its internal state
and generates a reply to the coordinator (the solid line labeled “2” in Figure 2.2)
containing an external representation of the requested state information. The state
import phase starts when the coordinator sends to a cooperative sensor a set of
external state representations (previously generated by other sensors) that should
be imported (the solid line labeled “3” in Figure 2.2). The destination NIDS sensor
merges the external state representation with its internalstate information, thus
increasing its ability to detect illicit network activities.

Although the scheme shown in Figure 2.2 refers to a distributed NIDS archi-
tecture, we recall that the proposed framework is highly modular and adaptable to
heterogeneous applications and implementations. For example, the same frame-
work can be utilized to create a parallel NIDS architecture,where load balanc-
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ing adjustments of network traffic are followed by the transfer of detection state
data [29]. In this parallel context, the coordinator element can be easily embedded
in the parallel NIDS load balancer.

Another example may refer to the case of wireless mobile networks, where
state migration can be effectively used to force an intrusion detection state to
follow a mobile user. In this context, state migration for all the streams related to
a mobile host has to be performed whenever the mobile host changes its access
point, as a part of the handover procedure.

Purely distributed deployment schemes without a central coordination element
can also be created by embedding a coordinator in every cooperative NIDS sensor.
A similar scheme would provide each sensor with an effectiveway to retrieve the
state information deemed as necessary by the analysis logic. As an example, a
sensor that receives only part of a connection could ask for other relevant state
information to cooperative sensors before analyzing an incomplete stream.

Finally, state migration can be effectively used to transfer all the state informa-
tion from one sensor to a new sensor that has just been installed on the same link.
This possibility augments detection avaliability, because it enables the substitution
of NIDS sensors without interruptions in stateful traffic analysis.

The design and implementation of the proposed state migration framework is
described in Section 2.7.1.

2.5 ParNIDS: a stateful and parallel NIDS architec-
ture

ParNIDS architecture includes various components that arerepresented in Fig-
ure 2.3.

Starting from the top, the first element of the architecture is thetraffic source,
that is installed on the monitored link. The traffic source isdirectly connected to
the input interface of thescatterer. The parallel architecture has one traffic source
and one scatterer. The scatterer has several output interfaces that are connected to
a variable number ofslicers. This architecture uses common traffic analyzers to
perform stateful analysis of network traffic. The number of slicers and traffic ana-
lyzers can be augmented or diminished to achieve the necessary analysis capacity.
Slicers and traffic analyzers are connected through aswitch. An alert aggregator
is used to concentrate and correlate alerts produced by the traffic analyzers. The
coordinator, that has to be connected to all slicers and analyzers, manages the
dynamic load balancing process.

The traffic source must feed the scatterer with a copy of the network traffic
flowing through the monitored link. In Figure 2.3 the traffic source is installed
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Figure 2.3: ParNIDS: Parallel architecture for stateful traffic analysis.
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at the perimeter of a network, thus allowing for a complete analysis of both in-
bound and outbound traffic. The traffic source is a logical component, that can be
implemented with different devices, such as network taps, hubs or switches.

The scatterer is a crucial component, because it is the only element that has to
perform operations on network traffic at wire speed. The scalability of the overall
architecture is limited by the number of slicers that the scatterer is able to han-
dle. The scatterer has a twofold purpose: to grab every network packet (that is,
every Ethernet frame in a LAN environment) transmitted by the traffic source; to
distribute packets to the slicers in the fastest way possible. To let the scatterer
manage high traffic volumes, it is important to keep the computational complexity
of the scattering operations as low as possible. Hence, at this point, it is not possi-
ble to use sophisticated load dispatching algorithms or perform even simple traffic
analysis. A very simple, yet effective policy is a round-robin dispatching policy
that distributes Ethernet frames evenly among all the slicers. In an architecture
with K slicers, each slicer will receive1/K-th of the total number of frames.

As each slicer receives only a subset of the traffic flowing through the moni-
tored link, at this step it is possible to perform some simpleframe analysis before
forwarding the packets to the NIDS traffic analyzers. Unlikethe scatterer, slicers
cannot dispatch packets through a stateless round-robin algorithm. To perform a
stateful traffic analysis, all the network packets belonging to the same connection
must be received by the same analyzer, and any stateless traffic distribution policy
(of which round robin is an example) is unable to guarantee this property.

For this reason, the slicers use a set of properly designedslicing rulesto iden-
tify which traffic analyzer should receive each frame. Each slicer is able to classify
packets upon various information, such as level 3 and level 4protocols, source and
destination IP addresses and port numbers. (It is also possible to implement more
complex classification criteria, such as those taking into account the content of the
payload.)

Frames processed by the slicers are forwarded to theswitch that applies the
routing decisions taken by the slicers in compliance to the slicing rules. Each
frame received by a slicer is forwarded towards the port associated with the MAC
destination address of the Ethernet header. To ensure that each frame is analyzed
by the correct traffic analyzer, this field of the Ethernet header has already been
rewritten by the slicers with an identifier of the destination traffic analyzer.

The overall traffic analysis is performed by a configurable number of traffic
analyzers that operate in parallel on different slices of the network traffic. With
a sufficient number of parallel analyzers, each traffic slicecan be correctly man-
aged by a single traffic analyzer without packet loss. The proposed architecture
is sensor-agnostic, and can be used with heterogeneous analyzers, such as hard-
ware appliances, software implementations or both. However, if we want to take
advantage of the load balancing mechanism without losing the ability to perform
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a stateful analysis, it is necessary to deploy traffic analyzers that are able to ex-
change all useful state information (see Section 2.6).

Thecoordinatormonitors the traffic load of the analyzers and performs load
balancing operations whenever the load of one or more trafficanalyzers approaches
the highest analyzable throughoput. To this purpose, the coordinator must be con-
nected to all traffic analyzers and all slicers. It is convenient to connect the co-
ordinator and the other elements through ad-hoc network links, out of band with
respect to the analyzed traffic. As the coordinator generates only a small amount
of network traffic, even low speed network links can be used. Connections with
the traffic analyzers allows the coordinator to gather theirload state information,
that represents the input of the load balancing algorithm. If at least one traffic an-
alyzer is overloaded, a new traffic distribution policy is computed and translated
into a new set of slicing rules. These new rules are then deployed on the slicers,
with consequent changes of the traffic distribution. The coordinator also manages
thestate migration[26] process, that guarantees a stateful analysis of dynamically
redistributed traffic flows (see Section 2.6).

Thealert aggregatorconcentrates and correlates all the analysis results. This
component provides the network administrator with a singleuser interface and
hides the architecture complexity. The alert aggregator must be connected with
all the traffic analyzers. The alert aggregator messages canbe transmitted through
low speed network links, out of band with respect to the analyzed traffic.

2.6 Integrating load balancing and state migration

An important novelty of the ParNIDS architecture is the loadbalancing framework
that preserves stateful traffic analysis by dynamically redistributing traffic slices
and state information among different traffic analyzers.

Dynamic load balancing represents a great improvement withrespect to static
architectures [57], in which even slight changes in traffic patterns can cause load
unbalance and consequent risks of packet loss in one or more analyzers. Our
load balancing mechanism allows the architecture to autonomously react to traffic
pattern modifications, without any need for human intervention.

Another improvement over other parallel architectures performing stateless
analysis on redistributed traffic (such as [3,21,106,129])is the integration between
load balancing and state migration mechanisms, that are necessary to perform
stateful traffic analysis even on dynamically reassigned connections.

The coordinator in Figure 2.3 triggers and manages all the operations nec-
essary to perform load balancing and state migration. This complex task is per-
formed by the cooperation of four logical components:

• load collector;
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Figure 2.4: Theload collectorgathers load samples from each traffic analyzer and
computes the load tracker vector, which is passed to the loadbalancer.

• load balancer;

• slice manager;

• state manager.

2.6.1 Load Collector

The load collector gathers load measures from each analyzer and computes a
complete load report. This aggregated information is periodically sent to the load
balancer as described in Figure 2.4.

EveryT seconds, whereT represents a configurable time interval for getting
resource information samples, the load collector gathers load information fromN

traffic analyzers. Let
−→
St = (s1

t , s
2
t , ..., s

N
t ) denote the vector of load samples gath-

ered at thet-th sampling interval, andsi
t the load sampled from thei-th analyzer.

In the current version, the load collector can use one of the following five load
metrics:

1. bits per second (bps) sent by an arbitrary Ethernet NIC;

2. bits per second (bps) received by an Ethernet NIC;

3. CPU utilization;
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4. load average samples, for example the number of processesthat are cur-
rently using the CPU or that are waiting for the CPU2;

5. load average aggregations and statistics, such as SimpleMoving Average
(SMA) and Exponential Moving Average (EMA) [5].

The aggregated statistics are motivated by the observationthat, in realistic
traffic scenarios, pure load samples are not an effective load state representation
due to sudden load spikes that may trigger unnecessary load balancing operations.
To reduce these risks, the load collector may use some function that computes an
aggregated load measure. The considered aggregation functions are the Simple
Moving Average (SMA) and the Exponential Moving Average (EMA) that can be
computed on the basis of a configurable number of sampled loadmeasures, and

are commonly used as load trend indicators [62]. If
−→
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denotes the vector of the laste load samples of thei-th analyzer, fort > e, we
have that
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where the constantα = 2

e+1
is thesmoothing factor. Initially, for t = e, the EMA

is initialized as the unweighted average of the firste samples.

2.6.2 Load Balancer

The load balancerreceives the load report from the load collector and applies
someload balancing policyto evaluate whether it is necessary to activate some
traffic redistribution.

In the current version, we find convenient to refer to a typical double thresh-
old mechanism, that defines aThhigh andThlow thresholds for activating and de-
activating traffic migration, respectively. If at timet the loadlit is observed as
lit ≥ Thhigh, thei-th traffic analyzer is consideredoverloaded. The load balancer
reacts by redistributing in a round-robin way some traffic slices among the NIDS
analyzers that are not overloaded (that is, whose loadljt < Thlow). The list of the
traffic slices that have to be reassigned is sent to the slice manager and to the state
manager. To avoid instability that is typical of single threshold mechanisms [13],
traffic migration from thei-th traffic analyzer is interrupted by the load balancer
only whenlit < Thlow. If the parallel architecture leverages analyzers with differ-
ent analysis capacity, it is also possible to define aThi

high andThi
low for eachi-th

traffic analyzer.

2Linux systems provide three load average measures computedon different time intervals (1,
5 and 15 minutes). We consider the load average computed on the last minute.
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Figure 2.5: Theslice managerreceives balancing instructions from the load bal-
ancer and sends slicing rule updates to all the connected slicers.

2.6.3 Slice Manager

Theslice managermust update the slicing rules used by the slicers to classifyand
distribute network traffic.

The slice manager keeps a local copy of the slicing rules thatare currently
deployed at the slicers. Slice manager activities are represented in Figure 2.5.
After having received the list of reassignments planned by the load balancer, the
slice manager computes an updated set of slicing rules, thatare uploaded to all the
slicers in parallel.

The load balancing and state migration framework proposed in this paper do
not require tight synchronization constraints (see also Section 2.8.1). The only
timing requirement is that the slicing rules update has to becompletedbeforestate
migration takes place. This goal is accomplished by activating the state migration
only after the slicing rules update.

2.6.4 State Manager

The state managercoordinates all the state migration activities. A typical state
migration event is shown in Figure 2.6. After the deploymentof the new slicing
rules, the load balancer activates the state manager by sending all the information
related to the changes in the traffic dispatching policy. As an example, let assume
that the new set of slicing rules reacts to an overload by moving a subset of traffic
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Figure 2.6: Thestate managerreceives the external state representation from the
overloaded traffic analyzer and relays the necessary state information to the ana-
lyzer that received the reassigned traffic flows.

flows from the first to the second traffic analyzer. To allow thesecond traffic
analyzer to perform stateful analysis on those traffic flows,the state manager has
to perform two main operations:

• external state representations gathering;

• analyzer internal state update.

In the first step, the state manager asks the traffic analyzer 1to extract and
to serialize all the state information related to all the traffic flows that have been
dynamically reassigned (state export). Traffic analyzer 1 replies by sending to the
state manager an external state representation.

In the second step, the state manager relays the external state representation to
the traffic analyzer(s) to which the traffic flows have been reassigned (traffic ana-
lyzer 2, in the example depicted in Figure 2.6). The destination traffic analyzer(s)
merges the received state information with its internal state (state import).

Traffic analyzer’s state management has to guarantee a stateful traffic analysis
even though internal state update occursafter network packets belonging to reas-
signed connections (that need the new state to be properly analyzed) have been
received. To accomplish this task, the state migration framework has been de-
signed to handle the merged state information as a special case of out-of-order
network traffic. That design choice allows us to leverage network traffic reorder-
ing and traffic flow reassembling mechanisms already implemented in a stateful
traffic analyzer to guarantee a proper state management and astateful traffic anal-
ysis [26].
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2.7 Realization of the ParNIDS architecture

2.7.1 Enabling state migration in Snort

As explained in Section 2.6, the ParNIDS architecture relies on NIDS sensors able
to cooperate through the exchange of internal state information, by following the
paradigm described in Section 2.4.2.

To this purpose, we extend the source code of the open source NIDS Snort [111].
We chose this particular software for several reasons:

• it is widely adopted (almost ade factostandard), hence the proposed frame-
work can be used in real world environments;

• Snort allows us to measure the performance in a well known environment
where inner working, performance and computational requirements have
been extensively analyzed [25,120];

• Snort employs pattern matching analysis and may require the exchange of
possibly complex state information (nothing similar has been achieved by
other cooperation architectures).

While the described implementation is tailored to a specific software, we re-
mark the general applicability of the proposed framework.

Snort architecture is split across several layers: data flows from the capture
interface through the decoding and pre-processing stage; then, they are analyzed
by the detection engine and, when necessary, the output layer emits alerts.

Each layer consists of many plugins. Most plugins perform stateful analysis
for a specific protocol, hence their state information may beshared with analogous
plugins to achieve the cooperation benefits. Each detectionengine utilizes a state
data type whose contents depend on its analysis policy.

The core detection engine consists of an optimized pattern matcher which ap-
plies the rules described in a set of configuration files. Whilepattern matching is
hardly stateful, most of the Snort pre-processors perform the stateful analysis of a
specific protocol.

The pre-processors included in Snort (as of version 2.6.1.3) are:

• OSI layer 3

– spp frag2.c, IP fragmentation reassembly

– spp frag3.c, IP fragmentation reassembly

• OSI layer 4



38 Architectures and algorithms for parallel intrusion detection

– spp flow.c, TCP/UDP flow tracking

– spp sfportscan.c, portscan detection

– spp stream4.c, TCP/UDP stream reassembly

– spp stream5.c, TCP/UDP stream reassembly

• OSI layer 7

– spp bo.c, Back Orificedetection and communication decoding

– spp dcerpc.c, Distributed Computing Environment / Remote Pro-
cedure Call decoding

– spp dns.c, DNS pre-processor (analyzes RDATA)

– spp ftptelnet.c, FTP/Telnet normalization3 and protocol checks

– spp httpinspect.c, protocol anomaly detection and request nor-
malization

– spp rpc decode.c, Remote Procedure Call request normalization
(layer 7 reassembly)

– spp smtp.c, SMTP protocol checking and normalization

– spp ssh.c, performs various checks for known attacks and traffic
flow anomalies

– spp telnet negotiation.c, normalizes ftp and telnet traffic
which would normally disrupt pattern matching

The design of a state migration framework can take advantageof the Snort
modular architecture. We require each pre-processing plugin to be able to export
its own state data and import external state data. In our reference implementation,
we implemented the necessary state migration capabilitiesinto thestream4 pre-
processor because it has a general purpose and its operations influence heavily the
rule-based detection. Indeed, stream4 is used to generate an ordered data stream
out of disordered, fragmented and overlapping network packets belonging to the
same level 4 connection, thus enabling stateful pattern matching of TCP connec-
tions and UDP streams. Allowing the stream4 state to be transferred between
Snort instances greatly enhances detection efficacy in a cooperative NIDS envi-
ronment, because most of the available Snort rules require to inspect the contents
of a packet stream, thus relying on TCP and UDP stream reassembly and tracking.

We remark that our framework is specifically designed for real-time traffic
analysis, hence one of the main design issues is to avoid interferences among the

3By normalizationSnort means the adaptation of network traffic needed in orderto apply
pattern matching, for example by removing control characters that would otherwise cause errors
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Figure 2.7: State representation in different framework layers during migration.

network traffic analysis and the state import and export operations. For exam-
ple, it is not possible to block the analysis of network packets while performing
a complete network communication among cooperative sensors. This issue has
been effectively addressed through a multithread design, that allows state import
and export operations and traffic analysis to run concurrently.

The network communication framework has been implemented through XML-
RPC [126] by means of the XMLRPC-C library. Snort pre-processorstate data
can be easily represented in XML, because it resides in C language structures. The
XML-RPC specification also includes the array type which becomes convenient
when we have to transfer many similar structures.

Exchanging semi-structured data is useful for the communication of NIDS
sensors which leverage different detection models, because we do not impose a
strict format for the state representation (data representation can be easily ex-
tended).Binary XML would be preferable as an exchange format because of its
space efficiency, but it is not as standardized as XML yet.

Since XML-RPC uses HTTP as its transfer protocol, the communication fol-
lows the client/server model. In the proposed model, all Snort instances have the
server role and wait for incoming RPC calls. Communication starts when a client
calls one of the two available methods:state.export or state.import.

The export method takes a list of traffic identifiers as its arguments. The
method output contains an array of structures, each one consisting of a label that
identifies a specific pre-processor and an opaque data structure that is created by
the pre-processor using the traffic identifiers as its input (see Figure 2.7). Thanks
to this modular approach, a NIDS can implement state migration gradually, by
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Preprocessor data Preprocessor data

Preprocessor data block

Stream description

Data block

Preprocessor data block
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Figure 2.8: Data format for external state representation

enabling one engine at a time to export its data.
The format of the exported data is outlined in Figure 2.8. Thetransferred state

(Status transport representation) is composed by several blocks (Preprocessor
data), each one containing data about a specific pre-processor. These blocks are
further divided into sections (Preprocessors data blocks) which contain state data
extracted from a specific set of streams. A stream description is attached to every
state data block in order to identify the streams it is related to. Pre-processors only
need to handle the data blocks that are specifically requested from them or headed
to them, while the migration framework provides XML wrapping and routing.
The import method takes as its input an array of structures that are analogous to
those produced by the export method. The migration-enabledSnort will feed each
data structure to the matching pre-processor.

Figure 2.9 outlines the main steps that a NIDS sensor has to perform to export
a state representation:

1. The state export process begins when the XML-RPC server receives a call to
the export procedure. The XML-RPC server is implemented as a concurrent
thread that runs cuncurrently with the normal sensor operations, without
blocking or delaying traffic analysis.

2. A handler thread is generated to handle each state export request, thus al-
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Figure 2.9: Thread interaction during different migrationphases.

lowing the server to receive other export or import requests. The handler
thread decodes the export request, and tries to obtain a lockon the sen-
sor internal state information. A lock is necessary to ensure that the state
information to be exported is consistent.

3. When the sensor is not performing packet analysis (that is,between the
analysis of two packets), the main thread releases the lock,allowing the
handler thread to analyze the internal state maintained by the Snort pre-
processors and to look up the required state information. (We recall that all
the network packets received by the sensor in this phase are not dropped,
but temporarily stored in a buffer.)

4. When all the required state information has been found, thehandler thread
releases the lock over the internal state information and allows the main
thread to resume the normal traffic analysis. After that, thehandler thread
prepares a well formed external state representation.

5. The external state representation is sent to the remote caller, thus completing
the state export process.

The state import process is analogous to the export process with the main
difference that during phase 3 (in which the handler thread holds the lock on
the internal state representation) each pre-processor merges the imported state
information with the current internal state.
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2.7.2 ParNIDS implementation

All the experimental results shown in Sections 2.9 and 2.10 are obtained through
an implementation of the ParNIDS architecture. Scatterer,slicers and analyzers
have been implemented through open source software and execute on standard
hardware components.

2.7.3 Traffic source

Traffic source activities have been emulated through the Tcpreplay software [118],
that is able to replay network traffic dumps at configurable rates. Several traffic
sources can be used to produce very high network traffic volumes.

2.7.4 Scatterer

The scatterer implementation is based on the open source software Ebtables [39],
that makes it possible to perform low level frame modification and routing in
kernel space. This guarantees better performance than any other user space im-
plementation. The scatterer requires the realization of anad-hoc Ebtables module,
that is used to distribute Ethernet frames in a round-robin way among a config-
urable set of Network Interface Cards (NICs).

2.7.5 Slicers

Each slicer has been implemented through a combination of Iptables [50] and
Ebtables [39]. Slicing rules are translated into sequencesof standard Iptables and
Ebtables rules that are able to perform frame analysis, frame routing and MAC
address rewriting. Slicers are able to classify packets upon several features, such
as level 3 and level 4 protocols, source and destination IP addresses and port
numbers. This fine grain distribution allows the most effective load balancing
among the traffic analyzers.

2.7.6 Traffic analyzers

NIDS traffic analyzers are implemented through our custom version of Snort [111]
NIDS, whose implementation has been described in Section 2.7.1.

Communications between each analyzer and the coordinator are established
through Remote Procedure Calls (RPC) that are implemented through thexml-
rpc libraries [132]. The communication thread includes a simple and lightweight
XMLRPC server that receives and answers to coordinator requests.
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2.7.7 Coordinator

The coordinator consists of the four software modules described in Section 2.6:

• load collector;

• load balancer;

• slice manager;

• state manager.

The load collector is implemented in Perl, and includes a simple server that
collects load measures gathered from the traffic analyzers.Load balancer, slice
manager and state manager are implemented through C software modules running
in user-space. The state manager also includes a lightweight XMLRPC client to
communicate with the XMLRPC server embedded in each traffic analyzer.

2.7.8 Alert aggregator

The alert aggregator collects all the alerts raised by traffic analyzers in a database.
The storage back-end has been implemented through the MySQLsoftware [77],
while the correlation engine and the graphical front-end are based on the BASE
software [8].

2.8 Experimental evaluation of the state migration
framework

2.8.1 Validation of the state migration framework

The first set of experiments aims to demonstrate the functional validity of the pro-
posed state migration framework. In particular, we demonstrate the ability of the
prototype to detect an attack as a result of cooperative analysis based on state
migration. We remark that state migration capabilities allow a set of cooperative
sensors to properly recognize complex attacks, with payloads fragmented in mul-
tiple, disordered segments. This feature is fundamental toperform stateful traffic
analysis even on dynamically migrated connections.

We generate a traffic dump that includes one of the attack signatures known by
Snort. For the sake of clarity, we choose a simple ASCII-basedsignature which
represents a NOOP sled that is commonly used in shellcode-based attacks. Its
signature,aaaaaaaaaaaaaaaaaaaaa(21 “a”s) is classified with the signature-id
1394 and is included in the standard Snort rule set. (The sameexperiments can
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be easily reproduced with any of the Snort signatures.) It isimportant to notice
that TCP stream reassembly is a complex task, which employs identifiers such as
sequence numbers to ensure that the correct order of packetsis preserved. For
example, by using a NOOP sled of 21 identical one-byte instructions it would
seem that the reassembly order does not matter. However, TCP reassembly does
not rely on stream contents, but on sequence numbers and thismakes every “a” in
the payload logically different. We split the original traffic trace in two parts and
obtain two independent traffic dumps that are sent to two different traffic analyzers
implemented with our modified version of Snort (described inSection 2.7.1).

In the first experiment, we do not activate the state migration mechanism. As
expected, none of the two traffic analyzers raises any alert,because both of them
see only a part of the attack, with the consequence that no signature-based alert is
triggered.

We validate the state migration mechanism through two experiments: an ideal
scenario with synchronous state migration, and a realisticscenario with asyn-
chronous state migration.

In the first experiment the following activities are performed:

1. replay of the first traffic dump toward the first traffic analyzer,

2. export of the internal state of the first traffic analyzer,

3. import of the external state representation by the secondtraffic analyzer,

4. replay of the second traffic dump toward the second traffic analyzer.

After receiving the second traffic dump, the second traffic analyzer detects the
attack, associates it with the right rule, and raises the following correct alert in the
Snort syntax (the alert has been made anonymous by removing the IP addresses):

[**] [1:1394:5] SHELLCODE x86 NOOP [**]
[Classification: Executable code

was detected] [Priority: 1]
02/08-12:09:12.844646 xxx.xxx.xx.xxx:xxxx

-> xxx.xxx.xx.xxx:xx
TCP TTL:240 TOS:0x10 ID:0 IpLen:20

DgmLen:61

***AP*** Seq: 0xE602E44D Ack: 0x7C3A96B
Win: 0xC TcpLen: 20

This experiment demonstrates that the second traffic analyzer is able to ef-
fectively use state information generated by another traffic analyzers to perform
stateful traffic analysis. However, we observe that in this case traffic dump replays,
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state import and state export actions are synchronized to guarantee that they are
carried out in their correct logical order. In real world scenarios, it is impossi-
ble to wait for the completion of the state migration operations before sending
reassigned traffic to the new destination traffic analyzer. Waiting is not a viable
solution because it would require sophisticated synchronization mechanisms be-
tween traffic slicers and traffic analyzers. For example, it would be necessary to
temporarily store network traffic in sufficiently large buffers during state migra-
tion, but this would be (at the very least) unpractical in most high speed networks.

In the second experiment, we demonstrate the state migration effectiveness in
a realistic scenario, in which state migration is performedwhen traffic analyzers
have already received the whole attack. The steps of the experiment are as follows:

1. replay of the first traffic dump toward the first traffic analyzer,

2. replay of the second traffic dump toward the second traffic analyzer,

3. export of the internal state of the first traffic analyzer,

4. import of the external state representation by the secondtraffic analyzer.

Although the second traffic analyzer now receives the external state represen-
tation only after having analyzed the last part of the attack, it generates the same
Snort alert that was raised in the previous experiment. Thisresult is important
because it demonstrates that the proposed traffic and state migration mechanism
is able to rebuild an ordered information stream, in the sameway as it builds an
ordered traffic flow out of disordered network packets.

We can conclude that when a Snort sensor which inspects just aportion of
the attack receives a representation of the other portions through state migration,
the attack is identified correctly. The order between the packet analysis from live
capture and state import does not matter: an alert is correctly issued whichever of
the two events happens first. This result guarantees the robustness and the utmost
flexibility of the state migration framework, which fulfillsall requirements for a
stateful intrusion detection even in systems consisting ofdistributed cooperative
components. As reported in Section 2.2, we remark that to thebest of our knowl-
edge no related framework allows cooperative NIDS to perform a fully stateful
pattern matching analysis on traffic received by different sensors.

2.8.2 Performance evaluation of the state migration framework

State migration is a complex process that requires several activities. However, a
framework for NIDS cooperation should be suitable to real-time traffic analysis,
hence it is important to evaluate the impact of the implemented state migration
framework on the overall NIDS performance.
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The first experiment aims to measure the third phase shown in Figure 2.9,
during which the sensor cannot perform traffic analysis. Thetest machines are
based on an Intel Core Duo 64bit CPU with a 2.40GHz clock frequency and 2GB
of memory. The operating system uses the Linux kernel version 2.6.20 and libpcap
version 0.8. During the test, we replay the IDEVAL [63] traffic dump to the
NIDS sensor at different rates. We send to the XML-RPC server arequest for the
migration of the stream4 pre-processor internal state related to a single host and
measure the duration of phase 3 for different values of the incoming traffic.

Experimental results are summarized in Figure 2.10. Thex-axis shows the
throughput of the input traffic analyzed by the sensor in Mb/s, while they-axis
represents the duration of this phase in seconds. The pointslabeled with “Phase
3 duration” represent the duration of phase 3 measured for different traffic rates.
From Figure 2.10 it is clear that the duration of phase 3 growsexponentially with
respect to the analyzed throughput until 137 Mb/s (the exponential regression fits
the measured data). For higher traffic volumes, the durationof this phase becomes
independent of the analyzed traffic throughput. This resultdepends on the inner
operations of the stream4 pre-processor, that uses a hash table to store reassembled
network packets for each active connection. When it is necessary to find the state
information for all the connections of one host, it is necessary to traverse all the
stored information sequentially, hence the time grows as a function of the amount
of stored states.

We measure also the number of trackers that are stored by the stream4 pre-
processor (each tracker represents a network connection whose packets are stored
and reassembled). The results are summarized in Figure 2.11, where thex-axis
represents the analyzed traffic, and they-axis the number of trackers. It is notice-
able that the number of trackers grows exponentially with respect to the analyzed
throughput. Saturation is reached at 137 Mb/s, because the number of trackers
reaches 8192, which corresponds to the limit of the default Snort configuration.

In Figure 2.12 we show the duration of phase 3 as a function of the number
of trackers. Thex-axis denotes the number of trackers and they-axis the time
taken to search for the state information. We can see that thetime for the export
operation scales linearly with the number of trackers untilsaturation occurs at
8192 stored trackers, as clearly shown by the linear regression.

Using the standard Snort configuration, that limits the number of stored track-
ers to 8192, the state export operation requires to lock the internal state (thus
blocking the network traffic analysis) for at most 0.014 seconds, independently of
the analyzed traffic throughput. On the other hand, the analyzed traffic throughput
can be used to determine the dimension of the buffer used to temporarily store the
network packets received while the sensor internal state islocked.

With an analyzed traffic throughput of 200 Mb/s (the highest generated in our
experimental setup) and an average packet size of 213 bytes,during phase 3 the
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Figure 2.10: Phase 3 duration as a function of the analyzed throughput.

Figure 2.11: Number of stream4 trackers as a function of the analyzed throughput.
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Figure 2.12: Phase 3 duration as a function of the stream trackers number.

sensor will buffer an average of 1644 packets, corresponding to a required buffer
size of 350 KB. The packet capture buffer size has to be dimensioned appropri-
ately to avoid dropping packets. Our experiments show that the needed buffer size
is very low, compared to the hardware capabilities of a typical real-time NIDS
sensor.

The following experiment aims to measure the time required by a sensor to
perform all the operations of phases 2, 3 and 4 (all the state migration operations,
excluding the network communication). While the duration ofthe phase 3 is inde-
pendent of the amount of state information that is actually imported or exported,
the number of transferred state information represents a key parameter for the du-
ration of other state migration phases, in which all the involved state information
has to be serialized (for state export) or de-serialized andmerged with the internal
state information (for state import).

Figure 2.13 shows the time required by the implemented sensor to perform
phases 2, 3 and 4 during the export and import of a variable number of streams.
Thex-axis shows the number of transferred (imported or exported) sessions, while
they-axis represents the duration time in seconds. Each migrated session is related
to one TCP stream and contains all the information generated by the stream4 pre-
processor for that connection (mainly, a normalized form ofthe already received
data stream). As expected, the time taken for the operation grows linearly with
the number of transferred sessions.

In the last set of experiments, we measure the time required for a full state
migration operation, including the network communication. This experiment is
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Figure 2.13: State import and export durations as a functionof migrated sessions
number.

carried out by exporting and importing a single stream at variable analyzed traffic
throughput. Results are summarized in Figure 2.14, where thex-axis represents
the analyzed traffic in Mb/s, and they-axis the duration in seconds. The points
labeled with “export time” show the durations of the phases 2, 3 and 4, while
the points labeled with “overall export time” include the network communication
overhead (phases from 1 to 5).

The results show that if the traffic rate is lower than 100 Mb/s, the network
communication adds an almost constant overhead of 0.3 seconds, which is (at
least) one order of magnitude higher than the time required by the phases 2, 3
and 4. The measurements which include network communication are noticeably
noisier at higher throughput, because the internal state serialization has to wait for
the main Snort thread to unlock the mutex guarding the stream4 internal data. The
time needed for this operation may vary, because the two threads are competing.
This also means that the lock is not acquired by the state exporting thread during
the network communication. Hence, we guarantee that the main Snort thread is
stopped for as little time as possible to avoid an overfill of the packet capture
buffer. Similar results have been obtained for the state import, where the network
communication adds a constant overhead of about 0.3 seconds.

We can conclude that the most critical phase, in which the analysis is blocked,
is also the shortest, and even a small buffer is adequate to avoid packet drop. In the
overall state migration process, most time is spent in network communications be-
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Figure 2.14: Impact of network communication on the state exporting time.

tween the coordinator and the sensor. However, this is not a critical issue because
communications are performed in parallel with respect to traffic analysis. More-
over, we remark that cooperative sensors do not need any formof synchronization,
and that delays of some seconds are quite acceptable.

2.9 Validation of the ParNIDS architecture

To demonstrate that the parallel architecture does not affect traffic analysis reli-
ability, we compare a traditional centralized NIDS againsta ParNIDS prototype
consisting of three slicers and three traffic analyzers. Thecomponents are installed
on machines equipped with one Intel Xeon 2.4 GHz CPU, 1 GByte RAM,a 32 bit
and 33 MHz PCI bus and a Gbit Ethernet NICs. Slicers and traffic analyzers are
connected through an HP Procurve 2824 switch. As this experiment does not aim
to verify the highest manageable traffic, we use a traffic generator running on one
machine. It replays the IDEVAL [49,63,66] traffic dumps towards the scatterer in-
put interface. This traffic dump has been used by the Defense Advanced Research
Projects Agency (DARPA) for the IDEVAL project. We consider and test many
different configurations. Here we report the results referring to two significant
examples.

The first experiment refers to a simple set of port-based slicing rules that are
applied to the parallel architecture. The first rule routes to the first traffic ana-
lyzer every TCP packet coming from or, directed to, port 80. The second rule



2.9 Validation of the ParNIDS architecture 51

Analyzer 1 Analyzer 2 Analyzer 3 Total Total
(parallel) (centralized)

Packets 526440 529439 697498 1753377 1753377
Alerts 495 22 2686 3203 3203

Table 2.2: Packet analyzed and alerts generated by each traffic analyzer (port-
based traffic distribution).

Analyzer 1 Analyzer 2 Analyzer 3 Total Total
(parallel) (centralized)

Packets 860828 600953 426718 1888498 1753377
Alerts 2726 298 179 3203 3203

Table 2.3: Packet analyzed and alerts generated by each traffic analyzer (IP-based
traffic distribution).

routes to the second traffic analyzer every TCP packet coming from, or directed
to, port 23. The third rule routes to the third traffic analyzer any packet that has
not been routed to the traffic analyzers 1 or 2. Slicing rules are simple, but they
allow a fair packet sharing among the three traffic analyzers. Table 2.2 presents
the experimental results in terms of analyzed packets and generated alerts for each
traffic analyzer. The first analyzer of the ParNIDS architecture receives and ex-
amines 526440 frames and generates 495 alerts, the second analyzer analyzes
529439 frames and generates 22 alerts, the third analyzer analyzes 697498 frames
and generates 2686 alerts. The centralized NIDS architecture generates a total of
3203 alerts that correspond perfectly to the sum of the alerts obtained by the three
parallel analyzers.

In the second experiment, we apply a set of slicing rules based on IP addresses.
The internal network considered by the DARPA IDEVAL project includes several
hosts that are divided in six class C subnetworks. We configure the slicing rules
in order to route all the packets with source or destination IP address belong-
ing to the subnetwork 172.16.112.0/24 to the traffic analyzer 1. Traffic analyzer
2 receives the packets with source or destination address belonging to the sub-
network 172.16.114.0/24. The other packets with source or destination address
belonging to the subnetworks 172.16.113.0/24, 172.16.115.0/24, 172.16.116.0/24
and 172.16.117.0/24 are routed to the traffic analyzer 3. Theresults are summa-
rized in Table 2.3. The first analyzer examines 860828 framesand generates 2726
alerts, the second analyzer examines 600953 frames and generates 298 alerts, and
the third analyzer examines 426718 frames and generates 179alerts. The sum
of the alerts generated by the ParNIDS architecture corresponds exactly to the
number of alerts raised by the centralized NIDS architecture. It is interesting to
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observe that this result is obtained although the total amount of packets examined
by the parallel traffic analyzers is slightly higher (about 7%) than the number of
generated packets. This increment in the amount of analyzedtraffic is caused by
the application of the NIDS to the particular configuration of the experimental
network. As slicing rules are based on IP addresses, internal packets from one
subnetwork to another may be examined by two parallel analyzers. In a more
realistic scenario of a NIDS placed on the border (as in Figure 2.3), there is no
packet replication due to a parallel architecture.

We can conclude that it is possible to distribute the traffic among parallel NIDS
analyzers and to preserve stateful and reliable results. This holds true for any set
of slicing rules that areflow preserving, that is, when all the packets related to the
same traffic flow (e.g., a TCP connection or a UDP communication) have to be
routed to the same traffic analyzer.

2.10 Performance evaluation of the ParNIDS archi-
tecture

Besides functional correctness, high performance, scalability and load balancing
are the raison d’être of the ParNIDS architecture, hence several experiments con-
cerned these attributes.

2.10.1 Performance of one sensor

Before presenting experimental results demonstrating the architecture scalability
and the performance of the proposed load balancing scheme, it is important to
analyze the performance of one sensor. The highest throughput that one sensor is
able to analyze will be used to determine its saturation throughput.

In the following experiment we installed our enriched version of Snort on a
machine equipped with one Intel Xeon 2.4 GHz CPU, 1 GByte RAM, a 32bit
and 33 MHz PCI bus and four Gbit Ethernet NICs. One machine with the same
hardware configuration is used to relay the IDEVAL traffic dump with a config-
urable throughput. The highest sustainable load of each analyzer is shown in
Figure 2.15. Thex-axis represent the throughput of the analyzed traffic, while the
y-axis is used to measure the packet rate. The three lines represent the packet rate
received by the traffic analyzer, the rate at which the analyzer is dropping packets,
and the packet received error rate, respectively. The most important result is that
a traffic analyzer with the tested configuration is able to perform a stateful and
fully reliable analysis for an incoming throughput up to 40 Mbps corresponding
to a packet rate of about 25.000 packets per second. Higher traffic volumes cause
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Figure 2.15: Capacity of the traffic analyzer for increasing input traffic.

an excessive increment of the CPU load. The analyzer is not able to examine all
received traffic and it starts to lose packets. For an input traffic of 120 Mbps, the
CPU load reaches 1 and gets completely saturated. At this point, the analyzer is
unable to properly handle all the incoming packets, hence the dropped packet rate
saturates, and the received error rate increases.

2.10.2 Scalability

To verify the scalability of the ParNIDS architecture shownin Figure 2.3, we carry
out several stress testing experiments for different numbers of traffic analyzers.
All the architecture components are installed on machines equipped with the same
hardware configuration described previously, while the switch is an HP procurve
2428. In each test we measure the highest network traffic thatthe system is able to
analyze while maintaining packet loss below 1%. We use several traffic generator
to reproduce IDEVAL traffic through the scatterer input interface. The scalability
results are shown in Figure 2.16, where thex-axis denotes the number of parallel
analyzers, and they-axis the highest system throughput achievable in terms of
Mbps. From this figure, it is immediate to observe that ParNIDS capacity of
analysis grows almost linearly for increasing numbers of traffic analyzers.

While there is no theoretical limit to the number of traffic analyzers that can be
integrated into the parallel architecture from the functional and performance point
of view, the experimental results confirm that the system capacity is limited by
the scatterer performance. (This was already expected by the architecture design
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Figure 2.16: Scalability of the parallel NIDS architecture.

shown in Figure 2.3.) For this reason, we carry out several experiments that aim
to evaluate the maximum amount of network traffic that the scatterer can manage
in terms of bandwidth and packet rate. We install the scattering software on a
machine equipped with one Intel Xeon 2.4 GHz CPU, 1 GByte RAM, a 32bit and
33 MHz PCI bus and four Ethernet NICs at 1 Gbit. One of the Gbit Ethernet NICs
is used as the input interface, while the others are connected to three slicers. To
generate the required traffic, we use multiple machines, each running an instance
of Tcpreplay. The traffic generators and the scatterer are directly connected to a
Gbit switch, that forwards all the generated traffic to the scatterer input interface.
Traffic generators replay the IDEVAL traffic dump at different rates, and for each
run we measure the traffic coming out from the scatterer. Experimental results
are presented in Figures 2.17 and 2.18. In both figures, thex-axis represents the
throughput of the generated traffic expressed in Mbps. In Figure 2.17, they-axis
shows the traffic received and transmitted by the scatterer measured in Mbps. In
Figure 2.18, they-axis shows the traffic received and transmitted by the scatterer
in terms of packet rate, as well as the packet error rate.

Figure 2.17 shows that the scatterer is able to receive all the generated traffic
until 800 Mbps, corresponding to a packet rate of about 500.000 packets per sec-
ond. Above these values, the input NIC saturates, and it is unable to handle all the
generated traffic. However, from the functional point of view, the scatterer reaches
its limit even before 800 Mbps. We can see that the traffic transmitted by the scat-
terer remains equal to the received traffic (that is, all received traffic is properly
handled and retransmitted) until 200 Mbps that correspondsto a packet rate of
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Figure 2.17: Scatterer throughput in terms of Mbps (IDEVAL traffic).

Figure 2.18: Scatterer throughput in terms of packet rate (IDEVAL traffic).
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Figure 2.19: Scatterer throughput in terms of Mbps (jumbo frame traffic)

about 120.000 packets per second. Further analyses allows us to conclude that
the saturation of the scatterer is due to the excessive number of interrupt requests
(IRQs) generated by NICs that are receiving or sending traffic at high packet rates.
IRQ saturation is demonstrated also by the CPU utilization of theksoftirqdkernel
daemon, that reaches values above 0.5 when the generated traffic is higher than
200 Mbps. We observe that the scatterer runs on a single CPU machine, that has
to manage all IRQs generated by three Gbit Ethernet network interfaces. A multi-
core machine for the scatterer software could easily increase the analysis capacity
of the ParNIDS architecture.

To demonstrate the scatterer ability to manage higher throughput, we enabled
jumbo frames in all the Gbit Ethernet NICs, and repeated the same experiments by
replaying a jumbo frame traffic dump. Experimental results for the three slicers
configuration are shown in Figures 2.19 and 2.20.

Using jumbo frames, the scatterer is able to effectively manage much higher
network bandwidths. Indeed, the transmitted traffic remains equal to the received
traffic for bandwidth values below 350 Mbps. This limit is caused by the satura-
tion of the 32 bit and 33 MHz PCI bus of the scatterer. Incrementin the maximum
bandwidth manageable by the scatterer can be achieved even through more effec-
tive PCI buses, such as PCI-X and PCI-Express.
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Figure 2.20: Scatterer throughput in terms of packet rate (jumbo frame traffic)

2.10.3 Load balancing

The load balancing framework of the ParNIDS architecture dynamically adjusts
the traffic partitioning that is initially performed through static slicing rules. The
goal is to avoid possible overloads and consequent packet losses at the traffic
analyzers. To evaluate the performance of the proposed system we configured a
complete ParNIDS architecture with three slicers and threetraffic analyzers.

The IDEVAL traffic is generated by five machines, that replay the traffic dump
at a constant rate of 18 Mbps, thus achieving an aggregate bandwidth of 90 Mbps.
All the generated traffic reaches the scatterer input NIC. Slicers enforce typical
slicing rules that are based on the packet IP addresses. We define a different traffic
slice for each machine connected in the internal network. Toevaluate the perfor-
mance of the system in the worst-case scenario, we initiallyassign all the traffic
slices to the same traffic analyzer, and leave the other two analyzers completely
idle.

As the main load metric, we consider the traffic received by each analyzer Eth-
ernet NIC in terms of Mbps. Indeed, the experimental resultsshown in Figure 2.15
show a strong correlation between the incoming throughput and the packet loss.
The load collector samples these measures every second. Thehigh threshold value
for activating load migration is 40 Mbps, that is the highestthroughput sustainable
by the traffic analyzers without packet loss (see Figure 2.15). The low threshold
value for deactivating load migration is set to 28 Mbps (70% of the high thresh-
old).

As preliminary experiments demonstrated the impact of different load mea-
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sures on the load balancing efficacy, we repeat the same experiment several times
for three load metrics gathered by the load collector: samples, aggregation through
the SMA model, and aggregation through the EMA model. The results are shown
in Figures 2.21-2.23, where thex-axis denotes the time in seconds of the exper-
iment, and they-axis denotes the throughput in Mbps. The lines represent the
traffic load values in each of the three traffic analyzers (1, 2, 3) as a function of
the experiment time.

In Figure 2.21, the load collector uses samples with no aggregation. We can
see that at the beginning of the experiment, all the traffic slices are assigned to the
traffic analyzer 1 (Figure 2.21(a)), hence its load is well above the high threshold,
while the other traffic analyzers are idle. The load balancing algorithm detects this
critical situation and starts to redistribute traffic slices among the other two traffic
analyzers. As a consequence, the load of the traffic analyzer1 quickly decreases,
while the load on the other analyzers increases. The load balancing stops when the
load of traffic analyzer 1 falls below the low threshold. Thisis an important result
because it demonstrates the correct operations of the load balancing and the state
migration mechanisms. On the other hand, the three plots in Figure 2.21 clearly
show that the system is highly unstable. This unsatisfactory result is caused by the
high variability and non-uniform distribution of network traffic, that is typically
characterized by bursty behaviors and heavy-tailed distributions [32, 40]. The
consequence is that load samples exhibit sudden spikes thatovershoot the high
threshold for a very short amount of time. Such network activities may not lead to
packet loss on the traffic analyzer, because its buffering system is able to handle
very short lived traffic peaks. However, the load balancing algorithm detects an
overload, and reacts with unnecessary traffic redistributions. These overreactions
may bring the system to instability with consequent computational load peaks on
the traffic analyzers and packet losses.

Poor results of load balancing based on samples is confirmed by the results
reported in Figure 2.24(a) that shows the most and least loaded traffic analyzers
during the experiment. There is a significant difference between the most and the
least loaded traffic analyzers, hence we can conclude that the network traffic and
the computational load is not balanced at all. Moreover, in the 50% of the samples,
the highest load is above the high threshold. This means thatfor almost half of
the experiment, at least one of the traffic analyzers is overloaded and requires an
activation of the load balancing mechanism with consequentoverheads.

These results motivate the need to manage load balancing activation/deactiva-
tion through different load measures. As already anticipated, we refer to sample
aggregations based onSimple Moving Average(SMA) andExponential Moving
Average(EMA) models.

Figure 2.22 reports the results of the same experiment carried out using as
aggregation function the SMA of the last 20 load samples of each traffic analyzer.
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(a) Traffic analyzer 1

(b) Traffic analyzer 2

(c) Traffic analyzer 3

Figure 2.21: Performance of the load balancer mechanism based on load samples.

We can see the same initial effect of network traffic that is entirely routed to traffic
analyzer 1, the consequent activation of the load balancingmechanism that brings
some traffic to the other two analyzers.
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(a) Traffic analyzer 1

(b) Traffic analyzer 2

(c) Traffic analyzer 3

Figure 2.22: Performance of the load balancer mechanism based on SMA load
aggregation.

Load aggregation causes a remarkable reduction in the number of load spikes
with respect to load balancing based on samples (compare Figure 2.21 and Fig-
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(a) Traffic analyzer 1

(b) Traffic analyzer 2

(c) Traffic analyzer 3

Figure 2.23: Performance of the load balancer mechanism based on EMA load
aggregation.

ure 2.22), that is very useful to avoid unnecessary load balancing activations. The
better stability of the system load is confirmed by the results in Figure 2.24(b)
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(a) Load samples

(b) SMA load
aggregation

(c) EMA load
aggregation

Figure 2.24: Comparison of the highest and the lowest load on traffic analyzers
based on different load metrics

showing the highest and the lowest load on the traffic analyzers during the ex-
periment. We can see that the load balancing algorithm is able to fairly distribute
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No load SMA load EMA load
aggregation aggregation aggregation

Overloading time (%) 50.86 13.81 8.87
Load balancer activations 188 38 22

Table 2.4: Load balancing performance indexes for different load aggregation
functions.

the load among the three traffic analyzers in about 300 seconds. Initial oscillations
are not rapidly eliminated because of the latency introduced by load aggregation in
the feedback loop, that makes load balancing less responsive to load changes with
respect to not aggregated load samples. While the SMA leads toan impressive im-
provement with respect to the first experiment, these delaysopen the possibility to
a third alternative represented by the EMA. Unlike SMA, the EMA model gives a
higher weight to the more recent load samples, hence it can smooth traffic spikes
without introducing excessive delays in the feedback loop.Figure 2.23 reports the
results when the load balancer is based on an EMA aggregationfunction of the
last 30 load samples of each traffic analyzer. The impact on the load trend of the
three analyzers is similar to the SMA case during the first 100seconds (compare
Figure 2.22 and Figure 2.23). Unlike the previous case, now the load remains bal-
anced during the entire experiment with just one small spikeat the instantt = 242.
The load balancer reacts immediately to this spike through asmall load migration
that brings the overall architecture to a long lasting balanced state. Figure 2.24(c)
gives an immediate confirmation that the EMA load aggregation has the smallest
difference between the highest and the lowest loaded trafficanalyzers. This model
eliminates traffic spike effects as the SMA model does, but its responsiveness is
more similar to the model that uses samples with no aggregation.

For each of the previously described experiments (load samples, SMA load ag-
gregation and EMA load aggregation), we compute two performance indexes that
are representative of the load balancing efficacy. The results are reported in Ta-
ble 2.4.Overloading timerepresents the percentage of time during the experiment
in which at least one traffic analyzer is overloaded.Load balancer activations
measures the number of load balancing and consequent state migration activities
that are triggered during the experiment. This table confirms that the EMA model
clearly outperforms both the load samples and SMA load aggregation schemes,
because it achieves the most even load distribution together with the lowest num-
ber of load balancer (and state migration) activations. We recall that the reported
results refer to the worst case scenario, in which the experiment begins with the
highest possible unbalance (all the traffic is routed to onlyone traffic analyzer).
We also carried out several other experiments (for different activation thresholds,
sample sets, number of traffic analyzers, traffic intensity), all of them confirming
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the main conclusions about load balancing efficacy.



Chapter 3

Architectures and protocols for
mobile connection security

3.1 Introduction

In this chapter we address some security issues related to node mobility by focus-
ing on two main problems:

• the inability to perform stateful analysis of traffic generated by mobile nodes;

• incompatibility between triangular routing (default routing scheme of Mo-
bile IP) andegress filteringbest practices.

We are witnessing a steady increase in both the number and thecomputa-
tional power of Internet-ready mobile devices, such as smartphones, PDAs, In-
ternet tablets, subnotebooks and laptops. However, the great potential of mobile
devices is limited by the lack of node mobility support in theIP protocol. When-
ever a mobile node roams between two different networks, itsIP address has to
change for it to be valid in the new destination network. Hence, the mobile node
is not anymore reachable through its previous IP address, and all the previously
opened connections are interrupted. As an example, the lackof mobility sup-
port in the IP protocol prevents a mobile node to roam throughdifferent networks
while downloading long files or streaming multimedia contents.

Mobility in IP networks can be achieved through theMobile IP (MIP) proto-
col [87, 89, 90], that allows transparent routing of IP datagrams to mobile nodes
across the Internet. This goal is reached through the introduction of theHome
Agentand theForeign Agent, that receive and route datagrams on behalf of the
mobile node by leveraging tunneling techniques. Thanks to this additional rout-
ing layer, a mobile node is always reachable with its home IP address, even though
connected through a foreign network with a completely different address space.
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While Mobile IP solves the mobility problem in IPv4 networks,it introduces
side effects that may be detrimental for the security of MIP-enabled networks. In
particular, we identify and address two mobility-related security issues.

The first contribution of this chapter is represented by the definition of a new
attack strategy, calledmobility-based evasionthat attackers in Mobile IP contexts
can leverage to perform “stealth” attack, undetectable even by modern stateful
NIDS. To the best of our knowledge, this issue has never been studied before.
Mobility-based evasion combines traditional evasion techniques with well-timed
roaming. As an example, suppose that a mobile node engaged ina TCP con-
nection with a correspondent node roams to a different network. In this context,
the network packets sent by the mobile node to the correspondent node follow
different paths, depending on the network to which the mobile node is currently
connected. In particular, none of the NIDS installed in the two MIP-enabled net-
works are able to analyze the whole connection and to performastatefulanalysis.
This simple technique (and several variants, dealt with in Section 3.3) allows a
mobile attacker to perform stealth attacks, not detectableby state-of-the-art NIDS
sensors.

The second contribution presented in this chapter is a noveldetection tech-
nique that, for the first time, enables distributed NIDS to perform stateful analysis
of mobile connections, thus solving the problem represented by mobility-based
evasion. In the proposed approach, distributed NIDS architectures cooperate by
exchanging their internal state information. The enablingtechnology is the state
migration framework described in Section 2.4. The basic idea is to perform migra-
tion of internal state information while executing the normal Mobile IP roaming
operations. This allows the NIDS state information to “follow” a mobile node
while it roams to a new network.

The last contribution presented in this chapter is the design of a new dynamic
and automatic traffic filtering approach, calledsecure triangular routingable to
overcome the incompatibility between Mobile IP triangularrouting and egress fil-
tering best practices. A serious problem of the triangular routing scheme lays in its
incompatibility with theegress filteringpolicy [127], recommended as best prac-
tice [54] because it prevents source IP address spoofing. If the foreign network
implements egress filtering, all the IP datagrams generatedby the mobile node
are blocked at the foreign network boundary, because their source IP address do
not belong to the network address space. The commonly adopted solution is to
employ an alternative routing scheme:reverse tunneling. While being compliant
with egress filtering policies, reverse tunneling employs alonger routing path, in-
variably resulting in higher round trip time and lower throughput. It is then possi-
ble to identify a clear trade-off between network security and mobile connections
performance.
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We proposesecure triangular routing, a novel routing scheme that guarantees
the same performance of triangular routing while fully complying with egress
filtering best practices. The basic idea is to dynamically update traffic filtering
rules to reflect the presence of a mobile node inside the protected network. When
a mobile node roams into a foreign network, the foreign agent(trusted element in
any MIP enabled network) interacts with the traffic filteringelement (typically a
firewall, or a border router) adding the rules needed for IP datagrams generated
by the mobile node to pass through the network border withoutbeing blocked.
The same rules are automatically removed as soon as the mobile node leaves the
foreign network.

Viability of both the proposed solutions is demonstrated through prototypes,
developed by modifying the source code ofDynamics, a popular and open source
MIP implementation [38].

The rest of the chapter is organized as follows:
In Section 3.2, we present a brief overview of the MIP protocol, focusing on

the elements that are relevant to the considered problems.
In Section 3.3 we present a new attack strategy, defined asmobility-based

evasion, that allows attackers to evade detection by exploiting node mobility.
Our strategy to defeat mobility-based evasion, based in NIDS cooperation, is

presented in Section 3.4.
In Section 3.5 we presentsecure triangular routing, the new routing scheme

able to solve the incompatibility between triangular routing and egress filtering.
Finally, in Section 3.6 we discuss related work.

3.2 Mobile IPv4 protocol overview

The aim of the Mobile IP (MIP) [87, 89, 90] protocol is to allowmobile hosts
to communicate with other mobile or fixed hosts in the Internet through the IP
protocol. To this purpose, MIP provides a way to contact a mobile node using its
home address (i.e., the IP address assigned to the mobile node when it is connected
to its home network) independently of its current position.This goal is reached
through two mobility agents installed in both the home network and the foreign
network (defined as the network to which the mobile node is currently connected).
These mobility agents are calledhome agentandforeign agent, respectively.

It is possible to identify three main operations in the MIP protocol:

• discovery;

• registration;

• tunneling.
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The discoveryphase allows a mobile node to discover the foreign agent and
start the registration phase, required to obtain an IP address valid within the for-
eign network address space. This temporary IP address is called care of address.
Foreign agent discovery is normally achieved throughagent advertisementmes-
sages, periodically broadcasted by the foreign agent itself. Alternatively, an im-
patient mobile node may force a foreign agent to immediatelysend an agent ad-
vertisement message by broadcasting anagent solicitationmessage.

Once discovered a foreign agent inside the foreign network,the mobile node
starts theregistration phase by sending aregistration requestmessage to the
prospective foreign agent. This request is forwarded to thehome agent, that sends
a registration replymessage to grant or deny the registration. The reply is pro-
cessed by the foreign agent and then forwarded to the mobile node, concluding
the registration phase. To improve the MIP security,MIP authentication exten-
sionsprovide the ability to mutually authenticate mobile node, home agent and
foreign agent, as well as to prevent reply attacks.

Once completed the discovery and registration phases, a mobile node con-
nected to the Internet through a foreign network has two different IP addresses:
the (permanent) home address and the (temporary) care of address. MIP defines
two different routing and tunneling schemes that can be usedto make a mobile
node reachable through its home address independently fromits current position:
triangular routingandreverse tunneling.

3.2.1 Triangular routing

The path followed by packets sent through triangular routing is sketched in Fig-
ure 3.1.

IP datagrams sent by the correspondent node to the mobile node are always
able to reach the home network by mean of normal IP routing. Once those data-
grams are inside the home network, they are intercepted by the home agent and
sent to the current mobile node care of address through a tunnel, whose endpoint
is the foreign agent. The encapsulated datagrams are then received by the foreign
agent that extracts the original datagrams from the tunnel and delivers them to
the mobile node. Hence, communication between correspondent node and mobile
node is mediated by home agent and foreign agent.

On the other hand, IP datagrams originating from the mobile node and ad-
dressed to the correspondent node are delivered through normal IP routing, with-
out the need for any tunneling operation.

Triangular routing is the default routing scheme adopted bythe MIP protocol,
however its use can be prevented by the enforcement of popular traffic filtering
policies at the perimeter of the involved networks. In particular, it is not possible to
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Figure 3.1: Triangular routing

communicate through the triangular routing scheme if the foreign network applies
egress filtering.

3.2.2 Egress filtering

Egress filtering [127] is a traffic filtering policy applied byfirewalls and border
routers at the boundary of networks. The main idea behind egress filtering is to
prevent the nodes connected inside a network to generate IP datagrams having
a spoofed source address. Source address spoofing is a very simple and effec-
tive way to hide the real source of an IP datagram, and this technique is widely
used in several network-based attacks (such as DoS and DDoS)and stealth net-
work scanning activities. For these reason, adoption of egress filtering policies
is a widespread best practice [54]. In most of the cases, egress filtering policies
are implemented by checking whether or not the source address of IP datagrams
generated from inside the network belongs to the network address space. In the
positive instance, the source IP address is topologically valid, and the datagram is
allowed to leave the network. If the source address does not belong to the network
address space the datagram is dropped.

Unfortunately, egress filtering is not compatible with Mobile IP triangular
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Correspondent Node (CN)

Home Network (HN)

Foreign Network (FN)

Foreign Agent (FA) Mobile Node (MN)

Home Agent (HA)

Normal IP routing

Tunneling

Figure 3.2: Reverse tunneling

routing. All the datagrams generated by a mobile node connected to the Inter-
net through a foreign network have its home address as sourceaddress. Such ad-
dress is a routable IP address belonging to the home network of the mobile node,
hence it is not topologically correct within the foreign network address space. As
a result, if the security policies of the foreign network include the egress filtering
best practice (as they should), all the datagrams generatedby the mobile node
are dropped at the foreign network border, thus preventing any communication
between mobile node and correspondent node. To enable mobile nodes to com-
municate even if the foreign network applies egress filtering, the MIP protocol
allows to fall back to the less efficient reverse tunneling.

3.2.3 Reverse tunneling

As shown in Figure 3.2, reverse tunneling differs from triangular routing in the
path followed by IP datagrams generated by the mobile node.

To avoid sending invalid network packets through the network boundary, all
the datagrams generated by the mobile node are intercepted by the foreign agent
and forwarded to the home agent through a tunnel. The source address of net-
work packets used for tunneled communication is the IP address of the foreign
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agent, which is topologically valid inside the foreign network and not dropped
by the network device implementing the egress filtering policy. The mobile node
then decapsulates the original datagrams from the tunnel, and relays them to the
correspondent node through normal IP routing. The source IPaddress of these
network packets is the IP address of the mobile node, which istopologically valid
with respect to the address space of the home network. Hence this routing scheme
complies with the egress filtering security policy.

The main downside of reverse tunneling is that the use of a tunnel to forward
packets from the foreign agent to the home agent necessarilyimplies a longer
routing path, thus resulting in a higher round trip time between mobile node and
correspondent node. Moreover a higher round trip time may also cause a severe
throughput decrease, as is the case of TCP.

3.3 Mobility-based NIDS evasion

In this section we describe a novel attack strategy, defined asmobility-based NIDS
evasion, that an attacker can exploit to perform “stealth” attacks,not detectable
even by state-of-the-art NIDS. The main idea behind mobility-based evasion is to
combine traditional NIDS evasion techniques [97], such as fragmentation, with
well timed roaming. Well known evasion techniques do not represent a problem
for any stateful NIDS, but node mobility prevent an NIDS to perform stateful
analysis on mobile connections, thus creating new opportunities for attackers.

To better describe how mobility-based evasion works, several case studies,
based on realistic network scenarios, are presented in the following sections. Sec-
tion 3.3.1 presents an attempt of traditional NIDS evasion without any mobility,
that is easily detected by a stateful NIDS. Sections 3.3.2, 3.3.3 and 3.3.4 present
three different variants of successful mobility-based NIDS evasion, that even a
stateful NIDS is not able to detect.

3.3.1 Traditional NIDS evasion

Let us consider a simple network scenario, represented in Figure 3.3, in which
two nodes are communicating through the Internet. We consider amobile node,
installed in a MIP-enabled network, communicating with acorrespondent node.
No assumption is made on the nature of the correspondent node. It can be a fixed
Internet node, as well as another mobile node. In this scenario, the mobile node
remains within its home network, without performing any handover. We assume
that the home network includes a stateful NIDS that monitorsall the Internet traf-
fic coming to and from the home network itself (including the traffic generated
and received by the mobile node). In this first example, the mobile node aims
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Figure 3.3: Fragmented attack without mobility

to exploit a remote vulnerability of the corresponding nodeby sending network
packets containing a malicious payload. Moreover, the mobile node is trying to
evade detection by the NIDS (or at least to make the analysis of its network activ-
ities more difficult) by separating the attack in two different fragments (Fragment
1 and Fragment 2, in Figure 3.3), each transmitted in a separate network packet.

Having assumed that the mobile node does not perform any handover while
sending the attack, we can ignore the presence of thehome agentwithin the home
network. A mobile node residing in its home network behaves exactly as any other
node in the Internet, relying only on the IP protocol for packet routing. Hence, all
the network packets containing the attack fragments are intercepted by the NIDS
deployed in the home network, that is able to reassemble the malicious payload
and detect the attack.

3.3.2 Mobility-based NIDS evasion: mobile attacker

The scenario represented in Figure 3.4 is similar to the previous one, with the
only difference that the mobile node performs an handover toa foreign network
while sending the two attack fragments to the correspondentnode. As for the
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Figure 3.4: First mobile-evasion scenario: mobile attacker

home network, we assume that the foreign network includes a stateful NIDS. In
particular, the exact sequence of activities performed by the attacker is as follows:

1. the mobile node sends the first attack fragment to the correspondent node;

2. the mobile node roams from its home network to a foreign network;

3. the mobile node sends the second (last) attack fragment tothe correspondent
node.

Similarly to the previous case (in which no mobility was involved), the first
fragment of the attack is sent through the home network, and is intercepted and
analyzed by the home NIDS. Being only a portion of the attack, the NIDS updates
its state information without generating any alert. Then, in compliance with the
triangular routing (default routing scheme used by Mobile-IP, described in Sec-
tion 3.2.1) the second fragment of the attack is sent from theforeign network, and
is routed directly to the correspondent node. This fragmentis intercepted by the
foreign NIDS that, having not received the previous fragment, does not have the
internal state information necessary to reconstruct and recognize the whole attack.
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This state information is only possessed by the NIDS deployed in the home net-
work, but it is useless, since the home NIDS never receives the second fragment
of the attack.

As a result, none of the two NIDS installed in the home and foreign networks
is able to detect the attack. Hence a mobility event allowed the malicious mobile
node to perform a stealth attack, that would have been easilydetected if mobility
had not been supported.

In this scenario, the attack can only be detected by a hypothetical NIDS pos-
sibly monitoring all the network traffic directed to the correspondent node. If this
is the case, the correspondent NIDS will raise an alert concerning a network at-
tack that appears to originate from the home network of the mobile node. The
home network could then be held accountable for the possibleconsequences of
the attack without having any mean to prevent it, or even to know that an illicit
activity have been carried out. In any case, both the home andthe foreign network
infrastructure can be exploited by the attacker to damage third parties, without the
network administrators being able to prevent, stop, or evendetect the attack.

A new NIDS cooperation scheme, allowing home and foreign NIDS to ex-
change their internal state and nullify the detrimental effects of mobility on state-
ful intrusion detection, is presented in Section 3.4

3.3.3 Mobility-based NIDS evasion: mobile target

In this scenario, depicted in Figure 3.5 we consider a fixed attacker trying to com-
promise a mobile node. With respect to the case study presented in Section 3.3.3,
the roles are reversed: the correspondent node is the attacker exploiting mobility
to evade detection, while the mobile node is the target.

As in the previous case, we assume that both the foreign and home networks
are monitored by a stateful NIDS sensor. We also assume that the correspondent
node knows when the mobile node roams across different networks. Depending
on the topology of the involved networks, this knowledge canbe easily acquired
by monitoring the performance of the connection to the mobile node. For exam-
ple, the round trip time between the correspondent and the mobile node is bound
to increase after the mobile node roams from the home networkto a roaming
network. The additional delay is a direct consequence of howtriangular routing
works, cannot be eliminated, and is easily measurable by theattacker. Moreover, it
may be possible for the attacker to exploit some previous knowledge about the tar-
get behavior. If the attacker knows that the mobile node roams frequently among
different networks, it may be sufficient just to wait for a given amount of time
before sending the last attack fragment. (In case of an attack delivered over a TCP
connection, depending on the implementation details of thevulnerable applica-
tion and of the TCP/IP stack, it is possible to keep the connection alive without
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Figure 3.5: Second mobile-evasion scenario: mobile target

sending any data for long time.)
The attack proceeds as follows:

1. the correspondent node sends the first attack fragment to the mobile node;

2. the correspondent node waits for the mobile node to roam from the home
network to the foreign network;

3. the correspondent node sends the second attack fragment to the mobile
node.

In this case, the NIDS deployed within the home network is able to analyze
both the fragments of the attack and to raise the related alert. However, this does
not prevent the home agent to forward the second fragment of the attack to the
foreign agent, in compliance with triangular routing specification. When the sec-
ond attack fragment reaches the foreign network, its NIDS isnot able to detect
the attack, because it has never analyzed the first fragment of the attack. At the
end of the attack only the home network knows that the mobile node is possi-
bly compromised. On the other hand the foreign network, to which the mobile
node is now directly connected, and that may suffer the consequences of hosting
a compromised node, is unaware.
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In this scenario, the attack can also be detected by a NIDS possibly installed
in the network of the correspondent node, provided that the whole correspondent
network is not controlled by the attacker.

3.3.4 Mobility-based NIDS evasion: mobile target and attacker

The last mobility-based evasion scenario is a combination of the two scenarios
described in Sections 3.3.2 and 3.3.3. In this case, both theattacker and the victims
are mobile nodes. We assume that all the involved networks are monitored by a
stateful NIDS, and that the attacker knows when the victim roams to the foreign
network.

The attack proceeds as follows:

1. the attacker sends the first attack fragment to the victim;

2. the attacker node waits for the victim to roam from the homenetwork to the
foreign network;

3. the attacker itself roams to a different network;

4. the attacker sends the second attack fragment to the victim.

Note that the order of steps 2 and 3 can be inverted without changing the attack
outcome.

In this scenario, only the home network of the victim will be able to detect
the attack, while the victim foreign network (to which the possibly compromised
victim is now connected) and the attacker home and foreign networks (used to
launch the attack) are completely unaware.

3.4 Defeating mobility-based evasion through NIDS
cooperation

While traditional NIDS evasion techniques based on simple fragmentation are no
longer an issue for stateful NIDS, Section 3.3 demonstrateshow fragmentation
can be effective when coupled with node mobility. The main issue preventing a
stateful NIDS to monitor a mobile connection is representedby the inability of
a sensor to receive all the network packets exchanged between the correspondent
and the mobile node. By receiving only a fraction of the packets, a NIDS is not
able to build a complete state of the connection, thus behaving like a stateless
NIDS that can be easily evaded through fragmentation and through all the other
traditional evasion techniques [97].
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3.4.1 NIDS cooperation scheme

To solve mobility-based evasion problems we propose an innovative NIDS coop-
eration technique, based on the exchange of relevant state information among the
intrusion detection systems deployed within the home and the foreign networks.
Let us take as example the simple mobility-based evasion scenario with a mobile
attacker, represented in Figure 3.4. The NIDS deployed in the foreign network is
not able to detect the attack because only its second fragment is received. How-
ever, the internal state information that would allow a NIDSto correctly detect the
attack after analyzing only the second fragment exists, andit is stored within the
internal data structures of the NIDS deployed in the home network, that analyzed
the first fragment of the attack. The main idea is to enable cooperation among
the two sensors, by migrating the state information generated by the home NIDS
to the foreign NIDS. When migration take place, the internal state information
necessary to detect the fragmented attackfollows the mobile node to the new net-
work, thus allowing the new NIDS to carry out a stateful analysis on the mobile
connection.

The state migration framework described in Section 2.4, designed to enable
the ParNIDS architecture 2 to perform both stateful analysis and dynamic load
balancing, can be used to extract, migrate and fuse NIDS internal state informa-
tion. To take advantage of state migration, both the the networks among which the
mobile node is roaming have to be monitored by a state-migration enabled NIDS,
such as our modified version of Snort [26]. State migration activities can than be
coordinated by the Mobile IP agents already involved in the roaming process.

To better explain the sequence of activities involving mobile node roaming
and NIDS state migration, let us consider the mobile attacker evasion scenario,
represented in Figure 3.4. The mobile node starts the attackby sending the first
fragment to the correspondent node, and then it roams to the foreign network.
The activity diagram in Figure 3.6 represents a graphical representations of all the
messages exchanged among the mobile node, the mobility agents, and the home
and foreign NIDS.

After having discovered the foreign agent in the foreign network, the mobile
node sends aregistration requestto the foreign agent. The foreign agent then
relays the registration request to the home agent of the mobile node. When the
home agent receives the registration request from the foreign agent, it asks the
home NIDS to export all the internal state related to the mobile node. The home
agent also sends aregistration replymessage to the foreign agent. The foreign
agent relays the registration reply to the mobile node thus completing the Mobile
IP registration phase. Meanwhile, the home NIDS exports theinternal state related
to the mobile node, and sends the serialized state representation to the home agent.
The home agent relays the serialized state representation to the foreign NIDS, that
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Figure 3.6: Roaming and state migration from the home networkto the foreign
network

imports it.
With respect to the standard Mobile-IP protocol, we only addthree messages:

the request of the internal state sent from the home agent to the home NIDS, the
reply of the NIDS containing the serialized internal state,and the message from
the home agent to the foreign NIDS containing the serializedinternal state to be
imported. These messages can be generated and transmitted in parallel with the
standard Mobile-IP registration phase, without any additional delay. The mobile
node will be reachable with its home address as soon as it receives the registration
reply from the foreign agent, while the foreign NIDS will be able to detect the
attack as soon as the serialized state representation is imported.

It is important to notice that no strict synchronization is required between the
registration phase and the state exchange. In the ideal scenario, the foreign NIDS
receives the serialized state information before analyzing the second fragment
of the attack. Hence, when this attack fragment is received,the NIDS already
contains the complete state of the mobile connection and correctly reassembles
and detects the attack. However, as demonstrated in Section2.8.1, the foreign
NIDS is able to correctly recognize the whole attack even though the internal
state generated by the home NIDS is received after the secondfragment of the
attack has already be analyzed.

Similarly, the state related to the mobile node is transferred back from the
foreign NIDS to the home NIDS as soon as the mobile node registration with the
foreign agent terminates.
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3.4.2 Prototype implementation

The NIDS cooperation scheme described in Section 3.4.1 has been implemented
through a prototype based on open source software.

The first requirement for NIDS cooperation to take place is torely on intrusion
detection systems able to export and import external state representation. To this
purpose, we used our improved version of Snort [26], whose implementation is
described in Section 2.7.1.

Moreover, in order for the home agent to coordinate the statemigration pro-
cess, we modified the Open SourceDynamics[38] Mobile IP implementation.
Our modified version of Dynamics include an XMLRPC client usedto interact
with the XMLRPC server embedded in our custom Snort implementation. To
enable the interaction between the foreign agent and the packet filter, we iden-
tified the functions used by Dynamics to establish and tear down the tunnel be-
tween foreign agent and home agent. This tunnel is used in both the triangular
routing and reverse tunneling configurations, is established only after a success-
ful registration and is destroyed immediately after the registration expires or the
mobile node becomes unreachable. In Dynamics, those functions are calledcre-
ate tunnelupwardsandsetexpr timer, respectively.

After receiving a registration request form a foreign agent, the home agent
extracts from the request the home address of the mobile nodethat is trying to
connect to the foreign network. This address is used to generate an XMLRPC
request to the home NIDS, asking for all the state information related to the mobile
node. After having received the requested state information from the home NIDS,
the home agent sends a new XMLRPC request to the foreign NIDS, containing
the state information related to the mobile node.

To allow the home agent to send the serialised state information to the foreign
NIDS, we add a new field in the registration request message that the foreign agent
sends to the home agent. This field is used to transmit the IP address of the foreign
NIDS, that can be directly contacted by the home agent.

We remark that it is also possible to perform state migrationwithout modi-
fying any Mobile IP message by making the foreign agent to send its XMLRPC
request to the foreign NIDS indirectly, using the foreign agent (whose IP address
is already known) as a proxy. This design choice guarantees complete compat-
ibility with the Mobile IP standard, at the expense of a longer time required to
complete the state migration among the home and foreign NIDS.

This prototype has been used to perform experimental validation of the pro-
posed state migration scheme.
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Figure 3.7: Emulated network topology

3.4.3 Experimental validation

We evaluate the ability of the proposed solution to defeat mobility-based evasion
through experiments carried out in an emulated network setup, where the topology
is shown in Figure 3.7.

We deploy the MIP agents in two different networks connectedto the Internet.
Home agents and foreign agents have been implemented with our modified ver-
sion of Dynamics, installed on Linux machines. Home NIDS andforeign NIDS
have been implemented with our modified version of Snort, that is able to execute
state migration. In order for the intrusion detection systems to correctly analyze
the network traffic flowing in tunnels created by the mobilityagents, we config-
ured Iptables [50] to forward a copy of the network packets directly toward the
NIDS input interfaces, before they are sent inside the tunnel. This configuration
allows the two sensors to analyze the traffic flowing among thetwo Mobile IP
agents without requiring any preprocessing, that would have been necessary had
the packets been encapsulated. Moreover, this solution is completely independent
of the tunneling techniques used by the mobile agents.

Correspondent node and mobile node are Linux machines, and donot require
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any MIP-related software, nor modification in the TCP/IP stack. For the sake of
simplicity, in the described experimental setup the correspondent node is a fixed
host connected to the Internet. However we do not make any assumption on the
correspondent node ability to roam among different networks, and the correspon-
dent node may well be a mobile node itself. On the other hand, the mobile node
is assumed to roam from the home network to the foreign network.

The described network topology has been realized by emulating all the re-
quired hosts through User Mode Linux (UML) [121]. Our experimental setup
has been validated by opening TCP connections between the mobile node and the
correspondent node (the mobile node downloaded large files from an Apache web
server installed in the correspondent node) and verifying the mobile node ability
to roam to the foreign network while maintaining the connection active.

In this experiment, the mobile node is the attacker, trying to execute a stealth
attack on the correspondent node. The mobile attacker sendsto the correspondent
node a string of 21 “a”. While being innocuous, a packet containing this string
triggers a Snort signature designed to detect a common NOOP-sled widely used
by many buffer overflow attacks. This payload is fragmented in two different
portions.

In the first run, the state migration is disabled. The mobile node sends the
first fragment of the attack, roams to the foreign network, and sends the second
fragment of the attack. As expected, none of the two intrusion detection systems
deployed in the home and in the foreign network are able to detect the attack,
meaning that the attacker successfully evaded detection.

In the second run, we activate state migration. As before, the mobile node
sends the first fragment of the attack and roams to the foreignnetwork. However,
this time the home agent sends to the foreign NIDS the state information related
to the mobile node. Hence, when the mobile node sends the second fragment of
the attack, the foreign NIDS is able to reconstruct the complete payload, detect
the attack and raise the related alert:

[**] [1:1394:5] SHELLCODE x86 NOOP [**]
[Classification: Executable code
was detected] [Priority: 1]
12/07-11:54:06.198166 xxx.xxx.xxx.xxx:xxxxx
-> xxx.xxx.xxx.xxx:xxxxx
TCP TTL:64 TOS:0x0 ID:29085 IpLen:20
DgmLen:74 DF

***AP*** Seq: 0x2F18460F Ack: 0x2F1507E8
Win: 0xB50 TcpLen: 32
TCP Options (3) => NOP NOP TS: 278454 295001
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Similar experiments have been repeated to emulate all the scenarios presented
in Sections 3.3.3 and 3.3.4. In all the cases, the NIDS provided with the second
attack fragment and with the state information related to the first attack fragment
have been able to correctly detect the attack and raise the expected alert.

3.5 Secure triangular routing

As described in section 3.2.2, the default Mobile IP routingscheme,triangular
routing, is not compatible with theegress filteringbest practices [54]. In compli-
ance with triangular routing, a mobile node connected to a foreign network sends
IP datagram to the corresponding node using the mobile node home address as
source IP address. This IP address is not valid within the address space of the
foreign network, hence it is blocked by any modem, router andfirewall imple-
menting the egress filtering best practice. To avoid this incompatibility, allowing
Mobile IP to be deployed in networks implementing egress filtering policies, it is
possible to fall back to the alternativereverse tunneling3.2.3 routing scheme, at
the price of longer routing paths, higher round trip times and lower throughput.

Several optimized routing schemes for IP mobility that solve the incompati-
bility issue and improve the performance of mobile connections have been pro-
posed [91, 128, 136], however they require modifications notonly to the mobility
agents and the mobile node, but also to the correspondent nodes and/or their net-
works.

In this chapter we proposesecure triangular routing(STR) [68], a novel rout-
ing scheme for Mobile IP able to solve incompatibility issues between triangular
routing and egress filtering. The main idea behind the proposed solution (de-
scribed in Section 3.5.1) is to enable cooperation between the mobility agents and
the packet filter deployed in MIP-enabled networks. This solution does not require
any modification neither in correspondent nodes nor in theirnetworks.

3.5.1 Secure Triangular Routing design

When egress filtering policies are enforced on routers and firewalls at the network
boundaries, the packet filter checks that the source addressof all the outgoing
packets is valid within the address space of the protected network. A more effec-
tive egress filtering approach is to require the IP address ofeach outgoing network
packet to belong to a host that is currently active inside thenetwork. Such a dy-
namic filtering policy prevents a node to generate IP datagrams with spoofed IP
addresses belonging to the network address space but currently unused. However,
this approach is more complex to implement. It requires a tracking mechanism
to keep trace of all the active hosts connected inside the network. The list of
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active addresses has to be continuously updated to reflect host connections, dis-
connections and IP address changes. The tracking mechanismhas to be secured
to prevent an attacker to make the system believe that arbitrary IP addresses are
currently active (leading to the introduction of unauthorized traffic filtering rules)
or inactive (thus preventing its legitimate owner to communicate). These require-
ments are not practical, especially for networks with non-trivial size and charac-
terized by high churn rate.

Our proposal is based on the observation that, within the scope of mobile
nodes relying on the Mobile IP protocol, a constantly updated and secure tracking
mechanism already exists. Indeed, the foreign agent alwaysknows both the care
of address and the home address of all the mobile nodes that are currently allowed
to connect to the Internet through the foreign network. Thisinformation is con-
stantly updated, and Mobile IP registration mechanisms provides strong security
guarantees through the use of authentication extensions.

We propose to add a new functionality to the Mobile IP foreignagent, by
allowing it to dynamically reconfigure the packet filter. This design choice allows
for a dynamic and completely automatic update of the access control rules used
to enforce the egress filtering security policy, by taking into account the mobile
nodes that are currently connected inside the network. Following that idea we
design secure triangular routing by extending the MIP registration phase to add
the steps required for dynamic packet filter reconfiguration. To better explain how
secure triangular routing works, we consider as case study the network topology
shown in Figure 3.8.

In this example a mobile node roams from its home network to a foreign net-
work. We assume that the foreign network is protected by a packet filter imple-
mented through a firewall, enforcing egress filtering best practices. An activity
diagram describing the registration scheme of secure triangular routing is shown
in Figure 3.9.

The first four messages exchanged in Figure 3.9 represent thestandard Mobile
IP registration phase. After having received a registration reply message from the
home agent, the foreign agent opens a connection with the packet filter (a firewall,
in this example) and adds a single rule that allows IP datagram having the mobile
node home address as the source IP address to leave the protected network. This
rule is also automatically removed by the foreign agent as soon as the registration
expires (for example, because the mobile node roams to a different foreign net-
work, or because the registration is not renewed). Hence, after the mobile node
registration expires, a possible attacker (the “spoofer node” in Figure 3.9) is not
able to send spoofed IP datagrams using the home address of the mobile node as
source address.

Secure triangular routingallows the use of the more effective triangular rout-
ing scheme, without the need to relax the security policies of the foreign network.
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Figure 3.8: MIP-enabled network topology with egress filtering
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Figure 3.9: Secure Triangular Routing: activity diagram
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STR can be deployed just by modifying the implementation of the foreign agent.
Moreover, being the modified foreign agent fully compliant with the Mobile IP
standard, no modification in other mobility agents, networkcomponents or corre-
spondent and mobile nodes is required.

The introduction of the new rule necessary to allow IP datagrams having the
home address of the mobile node as the source address to pass through the packet
filter is not a relaxation of the egress filtering security policy. Each mobile node
already registered to the foreign agent, although only temporarily, is connected
to the network and is authorized to send its network packet through the network
boundary.

The integration between foreign agent and packet filter allows us to leverage
all the security properties of the Mobile IP protocol with authentication extension.
Mutual authentication among foreign agent, mobile node andhome agent is guar-
anteed, as well as protection from replay attacks. These mechanisms effectively
prevent attacker nodes from exploiting the STR implementation by replaying pre-
viously eavesdropped traffic to force the foreign agent in a fake registration and to
feed stale or deliberately false rules to the packet filter. The connection between
the foreign agent and the packet filter has also to be secured,providing mutual au-
thentication among these two network elements, as well as protection from man
in the middle and replay attacks. All these requirements aremet through the ap-
plication of widespread cryptographic primitives (see Section 3.5.2).

Increased security levels can also be achieved by limiting the ability of the
foreign agent to modify the access control list enforced by the packet filter. In
particular, the foreign agent only needs to be able to:

• add a new rule allowing IP datagrams with a single known source address
that does not belong to the network address space toleavethe network (no
new traffic is allowed to enter the protected network)

• remove a packet filter rule, butonly if that rule has previously been added
by the foreign agent itself(all the other filtering rules are not modified)

Other limitations can be arbitrarily imposed on the highestnumber of rules that
the foreign agent may add and on the highest rate at which those rules can be
added, thus preventing a compromised or malfunctioning foreign agent to disrupt
packet filter performance by adding too many rules at a too high rate.

All these security measures effectively prevent the exploitation of dynamic
packet filter reconfiguration by an attacker. Hence, we statethat STR is as se-
cure as a standard Mobile IP implementation, while being compatible with egress
filtering and achieving better performance.
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3.5.2 Prototype implementation

We demonstrate the viability of STR through a prototype based on a modified ver-
sion of theDynamics[38] Mobile IP implementation. To enable the interaction
between the foreign agent and the packet filter, we identify the functions used by
Dynamics to establish and tear down the tunnel between foreign agent and home
agent. This tunnel is used in both the triangle routing and reverse tunneling con-
figurations, is established only after a successful registration and is destroyed im-
mediately after the registration expires or the mobile nodebecomes unreachable.
In Dynamics, those functions are calledcreatetunnelupwardsandsetexpr timer
respectively.

In our STR implementation, we modified those function to spawn a new pro-
cess with the purpose of interacting with the packet filter. Filtering rules update is
then performed in parallel with tunnel management, thus minimizing the time re-
quired to complete the mobile node handoff. This concurrency does not introduce
race conditions, because communications between home agent and foreign agent
occur through IP datagrams that comply with egress filteringpolicies, and that are
not dropped by the packet filter even though filtering rules have not been updated
yet. The current implementation also checks the outcome of the packet filter in-
teraction. If for any reason (for example, a temporary inability to communicate
with the packet filter) the filtering rules can not be updated,the foreign agent is
able to fall back to the slower reverse tunneling scheme, thus guaranteeing mobile
nodes connectivity.

While the proposed STR approach is generally applicable, thedesign and de-
ployment of the interface between the foreign agent and the packet filter is neces-
sarily influenced by the technology used to implement the egress filtering policy.
In our prototype, traffic filtering policies are enforced through a Linux firewall,
running Iptables [50].

The foreign agent adds and removes Iptables rules indirectly, by opening an
SSH connection to the firewall and executing an interface script. The SSH connec-
tion provides public key mutual authentication between foreign agent and firewall,
as well as protection from eavesdropping, replay and men in the middle attacks.
The script implements the interface that the foreign agent uses to interact with
the packet filter, implements all the restrictions discussed in Section 3.5.1, and
decouples foreign agent activities from the specific commands used to modify the
Iptables ruleset.

3.5.3 Experimental results

The performance gain that can be achieved by adopting STR hasbeen evaluated
through several experiments carried out in the emulated network shown in Fig-
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ure 3.8.
We deployed the Mobile IP agents in two different networks, connected to the

Internet. The foreign network is connected to the Internet through a firewall, im-
plementing the egress filtering best practice: only IP datagrams with a routable
source address belonging to the network address space are allowed to go through
the network boundary. The home network is connected to the Internet through a
gateway, that may also implement traffic filtering best practices (we do not make
any assumption on the ability of the home network gateway to filter network pack-
ets). Home agents and foreign agents have been implemented with our modified
version of Dynamics, installed on Linux machines. The correspondent node is a
normal Linux machines, and do not require any MIP-related software, nor modifi-
cation in its TCP/IP stack. For the sake of simplicity, in the described experimental
setup the correspondent node is a fixed host connected to the Internet. However
we do not make any assumption on the correspondent node ability to roam among
different network, and the correspondent node may well be a mobile node itself.
On the other hand, the mobile node is assumed to roam from the home network to
the foreign network.

The described network topology has been realized by emulating all the re-
quired hosts through User Mode Linux (UML) [121]. Thenetem[80] WAN emu-
lator has also been installed on all the nodes connected to the Internet (the firewall
in the foreign network, the gateway in the home network, and the correspondent
node) to emulate different bandwidth, network delay and packet loss constraints.
Our STR implementation has been installed in the foreign agent, while the home
agent runs an unmodified Dynamics installation (though nothing prevents the use
of STR in the home agent, also). Our experimental setup has been validated by
opening TCP connections between the mobile node and the correspondent node
(the mobile node downloaded large files from an Apache web server installed in
the correspondent node) and verifying the mobile node ability to roam to the for-
eign network while maintaining the connection active.

This experimental setup has been used to measure the performance of net-
work communications between correspondent node and mobilenode in both re-
verse tunneling and secure triangular routing scenarios. In particular, we experi-
mentally evaluated two metrics that are relevant to the end-to-end communication
performance: the round trip time and the throughout of TCP connections.

The graph shown in Figure 3.10 compares the round trip time (RTT) values
of IP datagrams sent between the mobile node and the correspondent node us-
ing reverse tunneling and secure triangular routing schemes. RTT measurements
have been repeated under different network conditions. They-axis represents the
RTT, measured in milliseconds, wile thex-axis represents the delay introduced
by netem on the gateway of the home network, affecting all thenetwork packets
flowing between the home network and the Internet. By varying this delay, we are
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Figure 3.10: Round Trip Time comparison between secure triangular routing and
reverse tunneling

able to increase the “network distance” between the home network and both the
correspondent node and the foreign network. The delay introduced by netem on
the gateway of the foreign network is fixed and equal to 45ms.

As expected, the RTT for both STR and reverse routing grows asthe delay
between the home network and the Internet increases. However, due to its shorter
routing path, the RTTs of the STR are always lower with respect to reverse tunnel-
ing. Moreover, triangular routing performance gain steadily increases for higher
network delays.

To evaluate the impacts of higher RTT values on end-to-end MIP performance,
we measured the throughput of TCP connections between the mobile node and
the correspondent node. Throughput measurements have beencarried out using
the network benchmark toolnetperf1.Throughput has been measured for different
delays introduced by netem on the gateway of the home network. Each measure-
ment has been repeated until netperf reached a error interval of 2% with 99%
confidence. Experimental results are shown in Figure 3.11. Thex-axis represents
the delay introduced by netem on the gateway of the home network, while the

1http://www.netperf.org/
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Figure 3.11: Throughput comparison between secure triangular routing and re-
verse tunneling

measured throughput is shown on they-axis.

It is possible to observe how detrimental a large value of RTTis for the TCP
protocol. Higher delays result in a lower throughput for both the routing schemes.
However, the throughput achieved through secure triangular routing is consis-
tently higher than that achieved by the reverse tunneling. As observed for the RTT,
the performance gain of triangular routing grows proportionally to the growth of
the network delay.

3.6 Related work

Several works addressing performance and security issues of the Mobile IP proto-
col have been published in literature. To the best of our knowledge, the problem
of stateful analysis of mobile connections have never been highlighted or solved
before. On the other hand, secure triangular routing directly compares with other
proposals in the areas of routing optimization and securityconcerns.
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3.6.1 Routing Optimization

There is a fundamental trade off between improved routing efficiency and back-
ward compatibility with all the standard IP hosts commonly connected to the Inter-
net. To reach high applicability, Mobile IP favours compatibility and transparency
over performance. This choice allows mobile nodes to communicate with corre-
spondent nodes without requiring any modification in their software stack or in
their networks. The main drawback of this choice is that triangle routing may be
far from the optimal IP routing, especially if there is a significant network distance
between the home network and the foreign network. This problem is further ex-
acerbated when, due to packet filtering policies applied by the involved networks,
reverse tunneling becomes necessary.

The sub-optimal routing issue has been addressed by the sameauthors of the
Mobile IP protocol in [91], where an extension to Mobile IP isproposed that
allows the correspondent node to send IP datagrams directlyto the mobile node,
thus achieving the same efficiency level of normal IP routing. To obtain this result,
the correspondent node needs to maintain an updated cache ofbinding addresses,
used to store the care of addresses currently associated to all the mobile nodes
with whom the correspondent node is communicating. The needto modify the
networking stack of all the correspondent nodes accordingly represent the main
drawback of this solution, as well as the main reason that prevents the integration
of route optimization within the MIP protocol specifications.

Similar in principle to the main idea in [91], are the solutions proposed in
[136] and [128]. In particular, in [136] authors propose to move the burden of
storing and maintaining the binding cache list from the correspondent node to the
border router of the correspondent node network. While this solution allows a
mobile node to communicate transparently with unmodified correspondent nodes,
it requires modifications of the border router software of (ideally) every network.

On the other hand, in [128] the binding cache is not maintained by the border
router of the correspondent node, but by a completely new network element, called
correspondent agent. From a compatibility perspective, [128] differs from [91]
and [136] because no modifications are required in correspondent nodes or in
their existing network components. However, the introduction of a new mobility
agent is required in (ideally) every network.

Our work clearly differentiates from the existing solutions. We believe that
any new scheme requiring modifications in the structure of existing networks and
in the software stack of their components and hosts is not practical. Hence our
main concern is to improve Mobile IP performance while maintaining the highest
possible degree of transparency, compatibility and interoperability with all the
currently deployed hosts and network equipment. In this context, we acknowledge
the triangular routing as sub-optimal but necessary routing scheme, and focus on
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removing the need of reverse tunneling.

3.6.2 Security concerns

The previous efforts in improving Mobile IP security are mainly related to handoff
and security associations with mobility agents. Solutionsto these problems are
described in the Mobile IP protocol specification [89] and further investigated
in [88]. In particular, in [89] the problem represented by egress filtering policies
is also considered, and solved thanks to the introduction ofreverse tunneling.

Several works exist that deal with integration between Mobile IP tunnels and
Virtual Private Networks (VPN) [9, 22] and/or firewalls [73]. The proposed so-
lutions provide secure mobile connections through the extensive use of (possibly
encrypted) tunneled communications, having VPN concentrators (possibly imple-
mented through modified firewalls or gateways) as endpoints.As an example,
In [73] authors assume that networks are protected through aSKIP (Simple Key
management for Internet Protocols, [115]) firewall, modified to be aware of Mo-
bile IP packet format and semantic.

All of the proposed solutions rely on the underlying assumptions that both
mobile and correspondent nodes are willing and able to establish an encrypted
tunnel or a dedicated VPN for each mobile connection. While this assumption can
be true for specific scenarios (such asIntelligent Transportation Systemsdevised
in [22]) this is not the general case for hosts connected to the Internet.

On the other hand, we only assume that it is possible to modifythe filtering
rules applied by the packet filter used to protect the foreignnetwork. Moreover,
our proposal is fully compliant with the Mobile IP standard,hence it can be easily
integrated with VPN or more sophisticated firewalls and gateways whenever that
is required by the specific deployment scenario.

3.6.3 Other Mobile IP optimizations

Several other works have been published that aim to improve performance of mo-
bile connections. Interesting solution have been devised to avoid packet losses
during handoffs through packet buffering schemes [92,134]. While those propos-
als do not shorten the handoff delay, they prevent packet loss and the consequent
slow down of TCP connections. Handoff delay can be effectively reduced through
regional [41,116] and hierarchical [12,47,64] registration schemes, as well as mul-
tiple links [72], and specific configuration of wireless network interface in wireless
LAN scenarios [108]. Other ways to improve the end-to-end throughput of Mo-
bile IP connections have been investigated, like the integration of Mobile IP traffic
with Multi Protocol Label Switching (MPLS) [99] and the use of Stream Control
Transmission Protocol (SCTP) instead of TCP as transport layer protocol [44].
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All these optimization are orthogonal to our work. Moreover, being the proposed
solution fully compliant with Mobile IP, nothing prevents their integration.

To the best of our knowledge, secure triangular routing is the first proposal
able to achieve the same performance of triangular routing in presence of egress
filtering, while not relying on modifications to the Mobile IPprotocol, or to cor-
respondent nodes and their networks.





Chapter 4

Cooperative architectures for
malware detection and analysis

4.1 Introduction

The Internet is growing steadily and rapidly, both in the number of connected
hosts and in the speed that network connections can achieve.The large num-
ber of users, together with the standardization of the hardware and software con-
figurations of most Internet hosts, enable attackers to compromise a very large
number of computers through automated and self-propagating malware targeting
widespread software vulnerabilities. Legions of compromised machines are used
by attackers to build large networks of federated bots, referred to asbotnetsthat
are used to carry out malicious activities. In particular, botnet infrastructures are
responsible for the vast majority of the unsolicited emails(spam) and for Dis-
tributed Denial of Serviceattacks (DDoS).

The defense mechanisms currently deployed against the mostvirulent forms
of malware and botnets are inadequate. Some estimates [45] show that the bot-
net created through theStormworm reached the size of two million machines,
thus giving its owner a computational power theoretically higher than the world
top supercomputers. Other recent data concerning worm spread can be obtained
from the ShadowServer website [107]. Botnets activities canalso be inferred by
the high number of attacks sustained by any personal computer connected to the
Internet through a public (even though dynamic) IP address.

Traditional monitoring techniques are not able to preemptively alert the net-
work administrator about ongoing malicious activities before they reach the pro-
tected network. Network intrusion detection systems can only generate alerts for
malicious activities that have already been perpetrated, hence their alerts cannot be
used to deploy proactive defenses, but only to restore the compromised machines.
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The time lag between the infection of a machine and the corrective actions taken
by an administrator can be used by the attacker to control themachine, generating
spam, attacking third parties hosts, sniffing traffic on the local network, hosting
rough files or websites and stealing data. Moreover, each network implements
the appropriate countermeasures individually, without any knowledge of what is
happening in other networks.

Another weakness of modern NIDS is their inability to assesswhether a de-
tected attack represents a real threat for the protected network. Attacks carried out
by automated malware target known vulnerabilities in popular software packages,
without any previous assessment of the software and hardware configurations of
the attacked machines. It is a responsibility of the networkadministrator to exam-
ine each alert and to verify if the targeted machine is vulnerable to the attack.

Our goal is to devise new cooperation schemes that allow network administra-
tors to be notified of possible attacks before being targetedby them, thus enabling
the deployment of preventive defenses. In particular, to better react to threats
whose nature is inherently distributed, such as self-replicating malware, or in-
trusions leveraging widespread vulnerabilities, we thinkthat distributed network
monitoring approaches are best suited.

In this context, we design and implement two distributed architectures for co-
operative intrusion detection and malware analysis [27,70], based on some sort of
collaboration among sensors placed in different networks.

The first cooperative architecture [27] is characterized bya hierarchical topol-
ogy. Its main innovation is the ability to gather alerts and malware specimens
from a wide network space, thus allowing for early detectionof emerging threats.
Moreover, all the networks involved in the cooperative intrusion detection effort
(for example by hosting one or more sensors) can be alerted about new threats as
soon as they are detected.

The second architecture [70] relies on a peer-to-peer infrastructure that is
based on a distributed DHT overlay. This design choice makesit possible to re-
alize a self-organizing cooperation infrastructure, characterized by high depend-
ability and without single points of failure.

The proposed architectures are designed to fulfill the following goals.

Reduction of the detection delay.Worms usually select the Internet hosts to at-
tack by generating a list of IP addresses of possible victims. A common
strategy to generate such list is to guess IP addresses in a range near the
address of the infected machine, because those addresses are probably valid
and there is a good chance that the corresponding machines have a similar
configuration. By deploying a network of cooperating sensorsdistributed in
heterogeneous networks it is possible to spot massive attacks timely.
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Behavioral analysis of malware.There have been some proposals in the past
for the creation of coordinated network IDS infrastructures [48, 67, 135]
(see Section 4.4 for further details), but the proposed architectures have the
added value of allowing the collection of real malware samples.

The cooperative architectures proposed in this thesis relyon honeypots, that
are able to capture specimens of the detected malware. This approach en-
ables us to isolate the malicious code and submit it to behavioral analysis
tools (such as sandboxes) that can determine the activitiescarried out by the
malware. The execution of the malware in a simulated environment makes
the analysis immune to the detrimental effects of polymorphism and meta-
morphism. By knowing in advance the malware behavior it is possible to
deploy proactive countermeasures aiming to prevent malware infection and
communication.

Improved analysis efficiency.Sandbox-based analysis is computationally expen-
sive. Hence, in a distributed environment the collection ofmalware samples
in a centralized analysis farm is convenient and efficient, because it prevents
duplicate analysis of identical malware samples.

Moreover, we propose a runtime alert filtering scheme [28] that is able to
automatically rank the security alerts produced by intrusion detection systems.
The proposed scheme correlates at runtime the NIDS alerts with other informa-
tion coming from multiple, heterogeneous and possibly unstructured (or semi-
structured) data sources, such as vulnerability databasesand information related
to the software configuration of the protected hosts.

Effectiveness and scalability of the proposed architectures and of the new alert
ranking technique have been demonstrated through experiments based on real pro-
totytes and through at-scale simulations.

The remainder of this chapter is organized as follows.
Section 4.2 describes the first cooperative architecture for malware detec-

tion and analysis, based on a hierarchical design, and the proposed alert ranking
scheme.

Section 4.3 presents the second cooperative architecture,based on a peer-to-
peer infrastructure.

Finally, Section 4.4 compares our proposals with related works in the fields of
cooperative security infrastructures and alert ranking.

4.2 Hierarchical architecture for IDS cooperation

In this section we present the structure and the main operations of a hierarchical
architecture for intrusion detection and malware analysis. The proposed archi-
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tecture has several innovative features. Unlike few existing collaborative systems
that are mainly oriented to spam fighting [34,35,124], the proposed system is ori-
ented to early malware detection, analysis and dissemination of analysis results.
Its flexibility and scalability are intrinsic in the architecture design that is based
on a decentralized communication scheme and a multi-tieredhierarchy of geo-
graphically distributed components. The proposed solution is general and allows
cooperative networks to take advantage of other network security sensors, while
requiring a very unobtrusive trust scheme.

Current initiatives which require the cooperation of many users to collect mal-
ware [76] represent an appreciable start, but most of the analysis work is manual
and there is still a separation between anti-malware research and deployment of
countermeasures. On the other hand, the proposed architecture does not need
human intervention. Finally, it is worth to observe that we take advantage of
honeypots [117] properties to share information between different organizations
without raising privacy concerns.

The proposed architecture performs the following high-level functions:

• to receive security alerts and the malware specimens from the cooperative
sensors (see Section 4.2.1);

• to aggregate the received security alerts and analyze malware specimens
(see Sections 4.2.2 and 4.2.3);

• to provide useful feedback to all the participating networks, defined as all
the networks hosting at least one cooperative sensor (see Section 4.2.4).

The scheme in Figure 4.1 shows the main components of the proposed multi-
tier system:sensors, managers, collector, That are described in Sections 4.2.1,
4.2.2, and 4.2.3, respectively.

To authenticate the communication endpoints and to digitally sign all the in-
formation exchanged among the architecture components, sensors, managers and
the collector use public key cryptography. This choice guarantees the traceability
of communications, together with the certainty that only registered sensors and
managers can communicate with higher level managers and with the collector.
Public key cryptography also guarantees confidentiality tothe communications.

4.2.1 Cooperative sensors and networks

A cooperative sensoris defined as an intrusion detection component that relays
the generated alerts to a cooperative intrusion detection architecture. We define
a cooperative networkas a network in which at least a cooperative sensor is de-
ployed. Theoretically, any machine connected to the Internet has the same chance
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Figure 4.1: Hierarchical cooperative architecture for malware detection and anal-
ysis

of being targeted by a worm, however the presence of firewallshas the effect of
slowing the infection because some protocols are blocked for inbound connec-
tions. By distributing IDS sensors and honeypots throughouta large number of
heterogeneous and geographically distributed networks wecan thoroughly moni-
tor both malware spread and attack trends.

The current implementation of the proposed hierarchical architecture can lever-
age heterogeneous sensors.

• Host IDS. Intrusion detection systems monitoring activities on the same
host in which they are deployed.

• Network IDS. Sensors able to capture all network traffic flowing on the
monitored link(s) and analyze each packet looking for malicious content.
They can be implemented through dedicated hardware appliances or in-
stalled on general purpose computer. When an illicit activity is detected,
they generate an alert providing information on the relatednetwork packets
and on the nature of the attack.

• Operational IDS. These instruments, also known ashoneypots, are able to
collect malware and to trace malicious activities. They consist in a vulner-
able computer (real or emulated) connected to a network and waiting to be
attacked. This allow the administrators of the honeypots tostudy attackers
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strategies. Moreover, attackers waste time by attacking a bogus target.

In particular, low interaction honeypots such asnepenthes[79] are the best suited
sensor type for our purpose, as they are not only able to detect an attack, but
also to collect and store a copy of the malware payload through which worms
compromise networked hosts.

4.2.2 Managers

Managernodes represent the core of the proposed hierarchical architecture. Their
role is to collect security alerts and malware payloads generated by the cooperative
sensors, to perform in-network aggregations and correlations, and to relay relevant
security alerts and unknown malware to thecollector.

A manager installation is composed by two elements:

• a manager process handling NIDS, HIDS and honeypots security alerts;

• a polling agent which retrieves unknown malware payloads from the con-
trolled sensors.

As Figure 4.2 shows, the manager nodes are connected in hierarchical fashion,
and each manager relays unknown malware and alerts to the higher layer of the
architecture. This topology maximizes the collection capability while keeping low
the number of transferred payloads, because they are retrieved by a higher level
manager only if they have not already been received. This solution guarantees
the transmission of each new malware variant to the collector, while avoiding
unnecessary retransmissions of already analyzed malware specimens.

The flexibility of the architecture is guaranteed by the possibility of having
any number of intermediate manager levels. In such a way, small organizations
can connect its cooperative sensor(s) directly to a remote manager, while complex
organizations may have multiple levels of managers that arecontrolled locally and
connected to one or more remote managers.

4.2.3 Collector

The Collector is the root element of the hierarchical architecture. Each cooper-
ating network contributes to the collection of alerts and malware hosted by the
collector. For each incoming malware sample, the collectorruns an automated
thorough analysis. Analysis results are stored and utilized to classify the malware
and to generate network activity reports, sent to all the administrators of all the
cooperative networks.
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Figure 4.2: Hierarchical organization of managers

Upon collection, both intrusion detection alerts and malware payload samples
are labeled using a cryptographic hash function (MD5, in thecurrently imple-
mented prototypes).

The hash function is computed on relevant fields of intrusiondetection alerts.
Those fields include thesignature ID(identifying which attack has been detected
by the IDS sensor), IP source and destination addresses, andTCP source and
destination port numbers. The hashes computed on differentfields are used as
indexes to efficiently cluster alerts characterized by similar features. Alert clus-
tering represents the basis on which anomaly detection algorithms rely to identify
anomalies in the alerts, such as a surge in a particular type of attack (typically a
symptom of a malware trying to spread across several networks), or the presence
of multiple and distributed attack sources targeting the same victim (typical of
distributed denial of service attacks).

When a malware specimen is captured, the hash function is computed on the
whole infective payload. Classification through hash functions makes it easy to
determine whether or not a malware sample captured by a cooperative sensor has
already been detected by other sensors participating to thecooperative architec-
ture, thus preventing the unnecessary (and detrimental) overhead of repeated anal-
ysis of the same executable payload. Unknown malware samples undergo a two-
step analysis.

They are first analyzed through several heterogeneous antivirus engines. The
currently implemented prototypes relies on external analysis services, such as the
one offered by VirusTotal [125]. The use of multiple independent engines ensures
higher detection rates, and allows us to maintain a vendor-agnostic approach.
While the behavior of most of the already-known malware payloads can be ex-
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tracted from the antivirus analysis results, no useful information can be obtained
related to malware that have not been already detected (0-day malware, or new
variants of a known polymorphic or metamorphic malware).

If the analysis results generated by antivirus engines do not include a com-
plete description of the malware activities, the malware payloads undergobehav-
ioral analysisbased onsandboxing. The analyzed malware is executed within
a protected and tightly monitored environment (thesandbox) where its activities
can be monitored. The currently implemented prototypes relies on two external
sandboxing technologies: CWSandbox [33] and Norman SandBox [83]. While
the behavioral analysis is not as precise as a signature analysis in identifying mal-
ware variants (two different worms may be characterized by similar behaviors), it
represents the best way to collect information related to the structure of botnets.

The process of submitting the malware samples is handled by acustom mod-
ular software which can be easily extended to support other analysis services.

4.2.4 Network activity reports

The ability to generate and disseminate timely and detailedinformation on network-
based attacks and malware spreading through the Internet represents the main
purpose of the proposed architectures, as well as the strongincentive for network
administrators to participate in a cooperative effort by installing one or more co-
operative sensors.

A side effect of using multiple remote antivirus engines andsandboxes for
malware analysis is that the corresponding results will be not homogeneous, of-
ten unstructured and not directly comparable. In order to allow the cooperating
networks to take advantage of the analysis results, all the heterogeneous infor-
mation has to be further processed and adapted, by compilingNetwork activity
reports. These reports represent a structured summary of the relevant IDS alerts
and of the activities performed by captured malware specimens, with main focus
on the network-related activities, such as the endpoint of the connections related
to the attacks and the amount and nature of transferred data.Actual examples of
network activity reports generated by the proposed architecture are presented in
Section 4.2.7.

Network activity reports are sent to all the cooperating networks, even to those
not yet reached by the malware. In this way, all the participating parties receive
the information needed for deploying defensive countermeasures, such as block-
ing certain network connections, closing ports or patchingsome software appli-
cations. The exchange of information between the cooperating networks is the
most effective measure against the spread of malware. Furthermore, the knowl-
edge about the infection vector may be shared very early withthe vendor of the
targeted software, which can start correcting the problem when only few machines
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have already been attacked.
One of the most effective countermeasures that can be adopted against mal-

ware is the interruption of connections towards the malwaredistribution servers
and theCommand and Controlservers. For example, if the command and con-
trol servers are identified by behavioral analysis, it is possible to put into place
new firewalling rules that prevent any infected host behind the firewall to connect
and download further instructions from the malware controller. It is also possible
to write blacklists of known command and control servers (although some recent
worms such as Storm use decentralized communication systems). We remark that,
as a part of the adaptation phase, the information deliveredthrough network activ-
ity reports are semantically tagged. Hence, they can be easily parsed by a machine
and used to generate and deploy automatic countermeasures without human inter-
vention, thus greatly reducing the time required to react toa network attack.

4.2.5 Alert ranking

The proposed scheme for prioritizing alerts [28] integrates at runtime the knowl-
edge on vulnerabilities and local software configurations with intrusion alerts and
network activity reports produced by our cooperative architecture. Among all the
security alerts received by cooperating networks, only a few of them represent a
real threat. By knowing the vulnerabilities that affect the machines of the pro-
tected network we can highlight the attacks exploiting these vulnerabilities by
raising the priority of the related alerts. On the other hand, the priority of alerts
related to attacks trying to exploit vulnerabilities that do not affect the monitored
hosts can be safely lowered, and their analysis postponed.

The design of the proposed architecture is shown in Figure 4.3.
The complete list of applications that are vulnerable to a specific attack can

be extracted from several vulnerability databases1 that are freely available online.
These sources are analyzed offline by a set of custom parsers,and the extracted
information are used to build thestructured vulnerability information database,
ready to be used for alert filtering and prioritizing.

The installed software databaseis used to store and retrieve all the knowl-
edge related to the software installed on the machines contained in the protected
network. While (to the best of our knowledge) a single automated tool able to
perform this task without human intervention does not exist, useful information
can be gathered through package management software, network vulnerability

1Open Source Vulnerability Database (http://osvdb.org/), Common vul-
nerabilities and exposures (http://cve.mitre.org/), National Vulnerability
Database (http://nvd.nist.gov/nvd.cfm), Packet Storm security advisories
(http://www.packetstormsecurity.org/alladvisories/), SecurityFo-
cus™vulnerabilities (http://www.securityfocus.com/vulnerabilities/)
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Figure 4.3: Architecture design

scanners, and network reconnaissance software able to perform application and
operating system fingerprinting (such asnmap[82]).

Thealert filter is the central element of the proposed architecture. Its role is
to receive all the alerts and the network activity reports, to evaluate their level of
threat for the protected machines and to rank each alert based on that treat level.
Ranked alerts are then presented to the administrator for further analysis.

For each alert, the alert filter extracts:

• information related to the vulnerability that the attacker tried to exploit;

• the identity of the targeted host (typically, its IP address).

After having identified the vulnerability, the alert filter looks up all the vulnerable
applications in the structured vulnerability informationdatabase. Concurrently,
the identifier of the host targeted by the attack is used to retrieve a complete list
of the installed applications. These information are compared in order to assess
whether the attacked system runs one or more vulnerable applications. In the
positive instance there is a high probability that the attacker succeeded in com-
promising the targeted machine, and the alert priority is increased. Otherwise, the
attack failed, and the alert priority can be safely lowered.We remark that the com-
putational cost related to the comparison among the two application lists (which
usually contain only a few elements each) is very low, and comparable, if not
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lower, to the computational complexity of the packet analysis performed by any
modern intrusion detection system. Hence, all this operation can be performed at
runtime with respect to the NIDS activities.

This alert ranking scheme does not depend on cooperation among heteroge-
neous networks, and it is generally applicable. However it is extremely useful to
help a network administrator to manage the alerts and reports generated by a co-
operative architecture gathering alerts from a high numberof cooperative sensors.

4.2.6 Prototype implementation

The feasibility of the proposed architecture is demonstrated through a prototype
based on open source software and custom integration scripts. The prototype has
been validated experimentally in controlled conditions, by exposing it to known
malware. After these preliminary tests, the prototype has been deployed in real
networks by connecting its cooperative sensors to the Internet. The described pro-
totype allowed us to collect and automatically analyze unknown malware samples
(not detected by all the tested antivirus engines).

Cooperative sensors have been implemented through Snort [111] and nepenthes [79].
In particular, nepenthes is best suited for malware analysis, because it is able to
capture real malware specimens. Nepenthes is a modular daemon that provides
the following functions:

• socket binding and listening for incoming connections;

• identification of targeted vulnerability;

• analysis of the exploit code for the extraction of information necessary for
downloading the worm payload;

• payload retrieval;

• logging and issuing alerts, potentially to a remote serverthrough the IDMEF
protocol.

Each of these functions is implemented in a separate module,that is identified
by a descriptive prefix, such asdnsresolve-, download-, module-, log-, shellcode-
, shellemu-, sqlhandler-, submit-andvuln-. For example, modules whose name
starts with “vuln” contain the vulnerability simulation logic that is needed to reply
correctly to attacks and to retrieve a specimen of the malicious payload.

Malware distribution can occur in many ways, and the honeypot software has
to support as many methods as possible. Sometimes the shellcode opens a remote
connection with a TCP or UDP stream from which it transfers subsequent com-
mands; otherwise a TFTP, FTP or HTTP download is used to transfer the worm
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payload. Nepenthes computes a SHA512 or MD5 hash of the malware and it
stores a copy of the harmful binary. Such binaries can be moved to remote servers
with different methods or be submitted2 to organizations that search for new mal-
ware specimens, like the mwcollect Alliance [76], or Norman[83]. Nepenthes
also provides alibpreludeoutput module which can be used for issuing alerts to a
prelude manager[96].

A critical element of the proposed distributed architecture is the communica-
tion infrastructure. We designed this part by taking into account the following
requirements:

• forwarding of alerts and malware binaries from sensors to managers and
between managers;

• transfer of unknown malware samples to the collector;

• authentication of all exchanged messages;

• confidentiality.

In addition to these functional requirements, it is essential for the format of
the exchanged messages to be a recognized standard that allows for high interop-
erability between heterogeneous threat detection systems. To fulfill these require-
ment we choose to implement the alert management framework through the open
source softwareprelude[96].

Prelude is an Open Source software that allows the deployment of a hybrid
intrusion detection system — an aggregate of heterogeneoussensors employing
different technologies and approaches to detect attacks. Atypical use case is
the integration of Host and Network IDS in large networks. The format of the
exchanged messages is IDMEF [46]. Prelude offers a library (libprelude) that
security-related software can use to issue alerts and communicate with Prelude
managers. Communications are encrypted using public key cryptography and
relaying of messages is supported by managers, so it becomespossible to build a
hierarchical network of malware-collecting nodes.

A key requirement of the proposed architecture that is not supported by the
hybrid IDS Prelude is the submission of the binaries downloaded by nepenthes to
a remote collection node.

Our implementation is based on a script which is executed periodically on
the collector and manager nodes. The script spawns a remote shell to each ma-
chine that is managed on the immediately lower level of the architecture, lists the

2submission is done though the GOTEK protocol or with custom solutions that are different
for each collection service
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Figure 4.4: Experimental setup for the hierarchical architecture for malware de-
tection and analysis

collected binaries and retrieves the unknown ones. For example, the collector ex-
amines the caches of the highest level managers, which in turn collect the malware
binaries from their respective subordinate managers. The lowest level managers
collect binaries from their pool of cooperative sensors.

4.2.7 Experimental results

All the functions of the proposed prototype have been experimentally. The test
setup used in our experiments is represented in Figure 4.4.

A single host is being used as a sensor, manager and collector, and two sensors
have been installed in other machines. The manager collectsalerts and malware
samples from three sensors, and the collector does the same on a single manager.
Through this setup we can validate:

1. the collection of binaries performed by the manager;

2. the forwarding of alerts from the sensors up to the collector;

3. the analysis of binaries performed by the collector;
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4. the generation of network activity reports and its dissemination to the coop-
erating networks.

A first test has been performed by exposing the sensors to known malware
specimens in a controlled laboratory environment. Nepenthes manages to collect
the binaries and correctly issues alerts that are forwardedby the manager to the
collector. Accordingly, the binary payload of the malware is transferred from the
sensors to the manager and then to the collector, which proceeds with the analysis,
since the hash of the binary is unknown. The payload is sent tothe Norman
sandbox analysis tool, a network activity report is generated on the basis of the
analysis result and sent to the administrators of the three simulated networks.

To verify the behavior of the system in a realistic and hostile setup, some ne-
penthes sensors have been exposed to the Internet by deploying them on machines
connected through ADSL lines and having public IP addresses. This experiment
led to the issuing of 3866 alerts and to the collection of 52 unique malicious bi-
naries over a span of about eight hours. Seven of the collected binaries were
previously unknown to our collector, and they were submitted to the available
online scanning services. In many cases the behavioral analysis performed in
CWSandbox has lead to the classification of malware as an Internet worm, and to
the identification of several command and control hosts.

The following is an example network activity report produced by parsing the
analysis result generated by the sandbox analysis service:

0995104827bee951abc4fcc93cdf85ee :
INFECTED with W32/Malware
(Signature: W32/Malware.LNH)

* Connects to "j4m4lz.B3D3RPIERO.INFO"
on port 6137 (TCP).

* Connects to IRC Server.

* Possible backdoor functionality
[Authenticate] port 113.

Network Activity:
Opened listening TCP connection on port: 113

* C&C Server: 69.64.36.188:6137

* Server Password:

The worm tries to connect to a command and control server and opens a back-
door on port 113.

13ff667bebcc58253faba2313dce7b89 :
INFECTED with W32/Kut.gen1
(Signature: W32/Poebot.ADT)
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* C&C Server: 140.116.199.57:8998
Network activity

* Server Password: PING

In this case it has been possible to intercept the password used by the malware
for authenticatingto its command and control servers.

03fb1ecf2cbcfb74ab5c29dcd247e132 :
INFECTED with W32/Endom.A (Signature: Allaple.gen1)

* Sends data stream (76 bytes) to remote
address "124.86.6.4",

port 139.

* Connects to "124.86.6.4" on port 445 (TCP).

* Sends data stream (76 bytes) to remote
address "124.86.8.6",

port 139.

* Connects to "124.86.8.6" on port 445 (TCP).

* Sends data stream (76 bytes) to remote
address "124.86.10.8", port 139.

* Connects to "124.86.10.8" on port 445 (TCP).

* Connects to "124.86.6.4" on port 9988 (TCP).

* Sends data stream (255 bytes) to remote
address "124.86.6.4", port 9988.

This result demonstrates that the proposed solution allowsus to detect and
block malware communications even though they rely on a complex, multi-tier
control network, as this worm does. Similar strategies makeit difficult to block the
malware communications only by inspecting network traffic anomalies, because
of the multiple servers and the different TCP ports used by themalware. However,
by examining the malware behavior we know at least its connection points to the
command and control network, and we can prevent newly infected machines from
joining the botnet.

4.3 Peer-to-peer architecture for IDS cooperation

The hierarchical design of the cooperative architecture presented in Section 4.2 is
characterized by three main drawbacks:

• it cannot dynamically adapt to changes in network connectivity;

• the centralized collector represents a single point of failure, and the fail-
ure of one or more managers reduce the architecture ability to collect and
analyze malware specimens;
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• the hierarchical management architecture has to be configured manually.

In this section, we present a new collaborative architecture for intrusion detec-
tion, malware gathering and analysis. The main novelty of our proposal is in the
peer-to-peer scheme used to organize all the sensors deployed among heteroge-
neous networks in a single distributed architecture. This design choice has several
advantages.

First of all, the proposed peer-to-peer overlay network of sensors, based on
Distributed Hash Tables (DHT), is characterized by the lackof single point of fail-
ures, that are inherent in centralized and hierarchical architectures. This character-
istic represents a significant dependability improvement and allows us to achieve
a more robust architecture, that is able to endure sudden failures of some of its
nodes and/or network links without suffering a significant service disruption.

The proposed collaborative architecture provides better scalability than cen-
tralized and hierarchical designs. The scalability of all the architectures having a
centralized analysis and management scheme is obviously limited by the capac-
ity of the central manager to receive and correlate alerts generated by multiple
sources. On the other hand, the proposed architecture inherits both the high scal-
ability and self-organizing properties of DHT overlays, thus enabling collabora-
tions among large and dynamic networks of sensors.

To achieve high scalability, fault tolerance, dependability and self-organization
capabilities, the proposed architecture relies on a completely distributed overlay
of collaborative alert aggregator. Each element is responsible for collecting rele-
vant alerts and malware samples, and to make them available to the other nodes
of the collaborative overlay.

A representation of the logical components is provided in Figure 4.5. Each
collaborative element is composed by three different layers: thesensorlayer, the
local aggregationlayer and thecollaboration layer, that are described in Sec-
tions 4.3.2, 4.3.3 and 4.3.4, respectively.

4.3.1 Sensors layer

The proposed peer-to-peer architecture can be used to enable cooperation among
heterogeneous and distributed sensors. The current implementation of the pro-
posed architecture can rely on the sensors already described in Section 4.2.1. Co-
operative sensors can be distributed within the monitored network, and configured
to relay their alerts and the captured malware specimens to the local alert collector.
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Figure 4.5: Design of a collaborative alert aggregator

4.3.2 Local aggregation layer

The local aggregation layer is responsible for collecting,filtering and aggregating
all the heterogeneous alerts received from the cooperativesensors (as defined in
Section 4.2.1) of the lower layer. Within this layer, thealert collectorreceives all
the heterogeneous alerts and performs preliminary analysis and correlation oper-
ations. While it is possible for the alert collector to execute arbitrarily complex
aggregation and correlation algorithms, its fundamental task is to pre-process all
the received alerts, that are possibly syntactically and semantically heterogeneous.
All these alerts are classified and stored in the localalert database. The database
is used by the upper layer as the only mean to store and retrieve alerts, and pro-
vides a well defined and sensor-independent interface.

4.3.3 Collaboration layer

The collaboration layerrepresents the only element which is connected to the
DHT-based overlay network. Being part of the overlay, eachcollaboration module
is provided with a unique node identifiernodeID. The collaboration module has
three main purposes.

It is responsible for retrieving the new alerts that have been stored in the local
alert database. These alerts are submitted to the DHT-basedoverlay network using
a key computed over significant fields of the alert. As an example, the key used
to submit a malware specimen can be computed by applying a hash function to
the malware itself, while an NIDS alert can be submitted to the overlay network
twice, using as keys the signature ID and the IP address from which the illicit
network packet originated.
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Moreover, the collaboration module receives messages submitted by other
modules connected to the same overlay network. In particular, each of them is
responsible for a portion of the hash space (determined by the nodeID and by
the implementation details of the DHT algorithm) and receives all the messages
whose keys fall within that hash space. This design choice allows each collabora-
tion module to receive all the messages that are relevant to aspecific scenario.

As an example, to detect a surge in self-replicating malware, it is possible to
configure collaboration modules to submit malware samples to the overlay net-
work using the hash of the malicious code as a key. As a result,the collaboration
module that is responsible for the hash space comprising thehash of the mal-
ware will receive all the related messages, and will be able to perform meaningful
statistical aggregations on the malware replication rate.Moreover, given that all
the identical malware samples are sent to the same collaborative alert aggregator,
each malware specimen will be analyzed only once, independently of the number
of sensors that will detect it.

Similarly, an attacker targeting hosts belonging to different domains can be
easily pinpointed by submitting IDS alerts using the hash ofthe illicit packet
source address as key. This allows a single collaboration module to receive all
the alerts caused by the same source, thus realizing an effective network-based
and distributed alert aggregation and correlation scheme.

Finally, each collaboration module disseminates the analysis results to the
other nodes connected to the overlay network. Timely dissemination provides
useful information and alerts to all the collaborative nodes and represent a strong
incentive to participate to the collaborative architecture.

4.3.4 Main benefits of the peer-to-peer architecture

The distributed nature of the proposed peer-to-peer architecture for IDS coopera-
tion is characterized by important advantages over existing architectures. In this
section we analyze four main strength points:

• fault tolerance;

• load balancing;

• scalability;

• storage efficiency.

Fault tolerance

The completely distributed nature of the proposed architecture is inherently fault
tolerant, because it lacks single points of failure that aretypical of hierarchical and
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centralized architectures. Multi-tiered systems concentrate alert aggregation, cor-
relation and analysis functions in the root node of the architecture [27]. According
to this paradigm, the root node represents a single point of failure, meaning that
the complete hierarchical architecture will not be able to perform any useful task
in case the root node becomes unreachable.

Moreover, the effectiveness of hierarchical architectures can be severely im-
paired even by failures of the nodes belonging to intermediate layers of the tree.
As an example, a failure of one of the tier-1 nodes will resultin the isolation of
the complete sub-tree having the faulty node as root.

On the other hand, the proposed peer-to-peer architecture leverages a com-
pletely distributed, network-driven aggregation and correlation technique. Each
node is responsible for aggregating and correlating only a small subset of alerts
and malware samples. If a node becomes suddenly unreachable, only the mes-
sages that would have been handled by the faulty node are lost, while all the other
element of the distributed architecture are not influenced by the failure. More-
over, depending on the implementation details of the DHT routing scheme used
to realize the overlay network, the collaborative nodes will eventually detect the
failure of a peer, and autonomously modify their local overlay routing tables ac-
cordingly. Hence, the proposed architecture is able to autonomously reorganize
itself, restoring full efficiency without requiring human intervention.

Message replication schemes can also be used to reduce the (minimal and
transitory) message loss due to the failure of a collaborative node. In the current
implementation of the proposed architecture it is possibleto set a configurable
replication constantk. For each alert, the collaborative alert aggregators will issue
k messages. One of these messages is sent to the collaborativealert aggregator
whose unique identifiernodeID is responsible for the message key. The other
k − 1 messages are sent to thek − 1 nearest neighbours, thus guaranteeing full
reliability for up tok − 1 failures at the same time. An experimental evaluation
of message loss probability for higher number of contemporary faults is presented
in Section 4.3.6. By tuning the value ofk it is possible to achieve the desired
trade-off between load and fault tolerance.

Load balancing

The second major advantage of the proposed DHT-based distributed architecture
is represented by its inherent load balancing properties. Let us consider a realis-
tic scenario in which a network participating to a collaborative hierarchical IDS
architecture is targeted by an attacker, while the other participating networks are
not. This scenario is represented in Figure 4.6. In a similarsituation, the load
related to alert management and correlation is unevenly distributed. Indeed, only
the managers connecting the leaf of the tree representing sensors in the attacked
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Figure 4.6: Load unbalancing in hierarchical cooperative architectures

network to the root manager are involved in alert management. By attacking only
networks that relay alerts to the same higher-level manager, it is possible for an
attacker to overload the path connecting the attacked networks to the hierarchy
root.

Moreover, hierarchical architectures concentrate malware analysis and alert
correlation tasks on the root manager to avoid replicated and useless analysis.
Hence the computational load on this component is significantly higher than the
load of the intermediate managers.

Uneven load distribution is effectively mitigated by the proposed distributed
alert aggregation and correlation approach. Lacking a single, centralized aggre-
gator to which all the alerts have to be transmitted, there isno single path through
which all the alerts generated by a sensor (or a set of sensorsin the same network)
are transmitted. As represented in Figure 4.7, alerts gathered by the collaborative
alert collector in an hypothetical attacked networks are routed to multiple different
collaborative nodes, based on the key characterizing each alert.

Scalability

Hierarchical IDS architectures are based on a multi-tier management infrastruc-
ture connecting the lowest layer alert managers (the leavesof the management
tree) to the root alert collector. Each alert manager is characterized by limited
computational power and bandwidth, hence it will able to collect, aggregate and
relay alerts generated by a finite numbern of sensors and managers. It is then
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Figure 4.7: Load balancing in peer-to-peer cooperative architectures
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possible to describe a generic hierarchical architecture for intrusion detection as
ann-ary tree, whose number of intermediate elements grows logarithmically with
the number of the leaves.

On the other hand, in the proposed design all the alert management operations
are distributed among the leaves, and there is no need for a separate management
infrastructure. This is a big advantage in terms of scalability and architecture
management. Indeed, it is not necessary to manually reconfigure the architecture
hierarchy and to add new layers to the management tree whenever the number of
leaves increases.

Storage efficiency

Another advantage of the peer-to-peer architecture is the smaller number of stored
alerts and malware specimens. In a hierarchical architecture, a copy of each dif-
ferent alert and malware specimen is maintained in each nodeof the management
tree by which the alert has been received. Let us consider a tree of managers
having ordern, l leaves and heighth = logn(l). If c represents the number of
copies of each different alert stored by all the nodes belonging to the hierarchical
architecture, then

h ≤ c ≤

h−1∑

i=0

ni

This means that the number of copiesc is comprised between the number of man-
agers in the path between the single leaf generating the alert and the root of the
tree (h) and the total number of managers, when the same alert has been issued by
all the leaves in the tree (

∑h−1

i=0
ni ). As h grows with the logarithm of the number

of leaves, then the number of copies of each different alert (and malware speci-
men) that a hierarchical architecture needs to maintain also grows logarithmically
with the number of leaves.

On the other hand, in the peer-to-peer architecture the number of copies of
each different alert and malware specimen is determined by the replication factor
k, which is a configurable parameter independent of the numberof cooperative
nodes connected to the overlay.

A comparison between the number of copies stored by the proposed architec-
ture and examples of hierarchical architectures is presented in Table 4.1.

The first row of the table represents the number of copies stored in the pro-
posed architecture with a replication factork = 5. The number of copies does
not depend on any other parameter. The following rows contain the number of
copies stored in hierarchical architectures characterised by different number of
nodes and order. As an example, the second row shows that the number of copies
of the same alert in an hierarchical architecture withl = 1000 nodes and order
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Type of Network Minimum Maximum

DHT overlay,k = 5 5 5
Hierarchical,l = 1000, n = 10 3 111
Hierarchical,l = 10000, n = 10 4 1111
Hierarchical,l = 100000, n = 10 5 11111
Hierarchical,l = 8000, n = 20 3 421

Hierarchical,l = 160000, n = 20 4 8421

Table 4.1: Comparison of the number of malware copies stored in hierarchical
and peer-to-peer cooperative architectures

n = 10 is comprised between 3 and 111, depending on how many leaves issued
the same alert.

4.3.5 Prototype realization

Viability of the proposed architecture has been demonstrated through a prototype.
In compliance with the architecture description provided in Section 4.3 each co-
operative node comprises at least four different software modules:

• one or more sensors;

• alert collector;

• alert database;

• collaboration module.

The current implementation of the collaborative alert aggregator can rely upon
heterogeneous sensors, thus being able to detect a wide range of threats. In partic-
ular, we use Snort [111] (standard de-facto for signature based network intrusion
detection) as NIDS sensor, and nepenthes [79] as low-interaction honeypot. All
the cooperative sensors described in Section 4.2.1 can be used as alert and mal-
ware sources.

The local alert collector has been implemented through Prelude [96], that is an
Open Source hybrid IDS. We made extensive use of the featuresprovided by the
Prelude manager software module. All the communications between the prelude
manager and the sensors are based on the Intrusion DetectionMessage Exchange
Format (IDMEF) [46], which is a widely used standard for the generation and
management of messages related to security incidents, madeby IETF. IDMEF
output is supported (either natively or through plug-ins) by a wide variety of net-
work, host and operational IDS, hence our prototype can be easily modified to
interact with different sensors.
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The local alert collector is configured to store all the collected alerts and mal-
ware samples in the local alert database, implemented with MySQL [77].

The collaboration module has been implemented in Java, thusobtaining a
platform independent application. The management of the DHT-based overlay
network relies on the FreePastry libraries [42], a Java implementation of Pastry
network [15–17, 65, 104]. These libraries, in addition to managing the overlay
network, provide an useful emulation environment.

We modified PAST [37, 102], that is a software for persistent data storage in
peer-to-peer networks, to implement the alerts and malwarespecimens storage
system. PAST is based on Pastry for message routing and for network manage-
ment. Its main features are the balancing of storage space between all the nodes
and good fault tolerance.

Multicast communication among cooperative nodes, required for the dissem-
ination of the analysis results, is realized through a modified version of Scribe
[18,103].

The collaboration module can be configured by editing an XML [131] file. The
interface with the local alert database is implemented through JDBC drivers [51],
thus guaranteeing high levels of interoperability with allthe common DBMS.

Alerts are read from the database, classified according to their nature, and
managed by different Java classes. In the current version ofthe prototype we
have implemented three different classes, for the management of three heteroge-
neous types of alerts: malware samples, information related to attempted hostile
connections to a honeypot, and alerts generated by a NIDS sensor. The modular
implementation of the collaboration module allows us to easily extend its func-
tions by implementing new classes for the management of other alert types.

Once a message is received, the collaboration module is responsible for its
storage, its analysis, and the dissemination of the relatednetwork activity reports
to the other cooperative nodes (as described in Section 4.2.4). It is also possible
for the cooperative nodes to subscribe to specific areas of interest, thus receiving
only the relevant analysis results and information.

4.3.6 Validation and performance evaluation

Both viability and performance of the proposed solution havebeen demonstrated
through extensive experiments and simulations, carried out through the prototype
implementation described in Section 4.3.5. Small scale experiments, including
only a few tens of nodes, have been realized by executing several instances of
the collaboration module in the same host and by binding themon different port
numbers. Those experiments allowed us to validate our implementation.

To carry out tests comprising a higher number of nodes we modified our pro-
totype to leverage the network emulation environment provided by the FreePastry



Validation and performance evaluation 119

libraries. That solution allowed us to launch up to a thousand nodes on the same
Java Virtual Machine.

Finally, en experiment involving up to ten thousand nodes have been carried
out through ad-hoc simulators, focusing on the high-level behavior of hierarchical
and DHT-based architectures. In this experiment we omit allthe low level de-
tails related to the actual transmission of messages over wide-area networks and
of their storage within the local alert database. Although simplified, the simula-
tors used to perform these experiments use the same routing schemes of the real
prototype. Moreover, their correctness has been assessed by executing the same
experiments with the complete prototype (using only the FreePastry network sim-
ulation) and the simplified simulators, and verifying the complete agreement of
the results.

Dependability and Fault tolerance

The completely distributed nature of the proposed architecture is inherently fault
tolerant, and lacks single points of failure that characterize hierarchical architec-
tures. While the failure of only a few nodes does not impair thearchitecture
dependability, it is still possible to lose some alerts sentto a faulty node.

To minimize the risks of losing alerts, the proposed architecture relies on the
message replication scheme described in Section 4.3.4. It is possible to config-
ure a replication factork, so that each message is sent to thek collaborative alert
aggregators whosenodeID is nearest to the message key. Moreover, the PAST
layer that handles message storage runs periodic checks (atconfigurable time in-
tervals) to verify the existence of all thek copies of each message, and replicates
the missing copies in case some of thek nodes responsible for a message are no
longer reachable. In this case a message can be lost only if all the k nodes that
received the alert fail, before PAST restores the correct number of copies.

The ability of our architecture to sustain faults and node churn has been demon-
strated through several experiments. In each run we simulate an overlay network
comprising a variable number of collaborative nodes (from 1000 to 10,000), and
we randomly generate a set of messages. Once granted that each collaborative
node is responsible for at least one message, we simulate theconcurrent failure of
a given percentage of collaborative alert aggregators, ranging from 0.5% to 10%
of the nodes. Finally, we waite for PAST to run a scheduled update, thus restoring
k copies of each message that has not been lost due to the concurrent node failures,
and we check if all of the messages injected at the beginning of the simulation are
still available. Simulation results are presented in Tables 4.2 and 4.3.

In Table 4.2 we compare networks of different size (between 1000 and 5000
nodes) using a replica factork = 5 (5 copies of each message). The number
of nodes killed is expressed as a percentage of the total nodenumber. For each
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Concurrent fault rate (%) 1000 nodes 2000 nodes 5000 nodes

1 0 0 0
2 0 0 0
3 0 0 0,01
4 0,01 0,02 0,04
5 0,02 0,04 0,12
6 0,06 0,12 0,24
7 0,11 0,22 0,6
8 0,19 0,42 1,04
9 0,35 0,76 1,8
10 0,58 1,16 2,99

Table 4.2: Message loss probability fork = 5 and a variable number of nodes

failure rate and for each network size we run the simulation 100,000 times. The
message loss rate is expressed as percentage of the 100,000 runs in whichat least
one message has been lost. As an example, the cell at the fourth row and second
column in table 4.2 denotes that a network of 1000 collaborative nodes with 40
concurrent failures (4% of the number of nodes) lost one or more messages in
only 0.01% of the 100,000 runs.

In Table 4.3 we report the results of simulations aiming to assess how the
replica factork influences the probability of losing a message. In this series of
simulation we used a constant network size of 10,000 collaborative nodes, and
we varied both the concurrent failure rate (expressed as percentage of the number
of nodes) and the replica factor (with values ofk ranging from 4 to 6). As in
the previous case, for each combination of fault rate and replica factor we run
100,000 simulations, and we measure the packet loss probability as the percentage
of simulations in which at least one message have been lost.

As an example, the cell at the fourth row and third column denotes that using
a network with 10,000 cooperative nodes, replication factor k = 5 and the con-
current failure of 200 nodes, one or more messages are lost inonly 0,003% of the
100,000 tests. These experiments demonstrate that by usingappropriate values of
the replica factork it is possible to achieve negligible message loss probability
even for large networks and concurrent failures of hundredsof nodes.

Load balancing and Scalability

The set of experiments presented in this section aims to demonstrate the load
balancing properties of the proposed architecture. In particular, we compare the
load of the collaborative alert aggregators connected through a DHT-based over-
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Concurrent fault rate (%) k=4 k=5 k=6

0,5 0,002 0 0
1 0,009 0 0

1,5 0,029 0 0
2 0,16 0,003 0

2,5 0,359 0,006 0
3 0,735 0,019 0,001

3,5 1,272 0,036 0
4 2,117 0,075 0,002

4,5 3,392 0,161 0,003
5 5,022 0,219 0,015

5,5 7,027 0,363 0,017
6 9,732 0,542 0,037

6,5 12,888 0,872 0,064
7 16,64 1,186 0,081

7,5 20,886 1,591 0,108
8 25,859 2,172 0,159

8,5 31,107 2,844 0,224
9 36,682 3,774 0,315

9,5 43,234 4,571 0,406
10 48,685 5,904 0,529

Table 4.3: Message loss probability for a network of 10,000 nodes and different
values ofk
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lay network with respect to the load of the lowest layer of alert manager in the
hierarchical IDS architecture presented in [27].

Experiments are carried out by simulating a network of 5,000collaborative
nodes, and a hierarchical architecture with the same numberof leaves. Each inter-
mediate manager belonging to the management infrastructure of the hierarchical
network is connected to a random number of elements in the lower level, ran-
domly chosen between 5 and 20. The resulting tree has 4 layersand 420 low-level
managers, directly connected to leaf sensors. Figures 4.8,4.9 and 4.10 compare
the load distribution among the 5,000 collaborative alert aggregators in the DHT-
based overlay and the load distribution among the 420 low-level managers of the
hierarchical architecture.

Figure 4.8 represents the best-case scenario for the hierarchical architecture,
in which all the 500,000 messages (100 message for each leaf,on average) are
uniformly distributed among the leaves. The uniform distribution among all the
leaves emulates a scenario in which network attacks are uniformly distributed
among all the sensors, that generates alerts at exactly the same rate. The two
solid lines of Figure 4.8 represent the cumulative distribution function (CDF) of
the number of messages that each node in the collaborative architecture (line la-
belledP2P) and each low-level manager in the hierarchical architecture (line la-
belledHierarchical) have to manage. Thex-axis represents the ratio between the
number of messages actually handled by a node and the expected average (i.e.
500, 000/5000 = 100 messages per collaborative node in the collaborative ar-
chitecture, and500, 000/420 = 1190.48 messages per manager in the hierarchical
architecture). The dotted line represents the ideal load distribution, in which 100%
of the nodes handle a number of messages that is equal to the expected average
(hence the ratio between the handled messages and the expected ratio is 1).

As shown in Figure 4.8, for a uniform alert distribution the load of the hier-
archical architecture is better balanced than the load of the collaborative overlay.
Indeed, all the nodes in the hierarchical architecture handle a number of messages
comprised between 40% and 150% of the expected average. However, even in the
best-case scenario for the hierarchical architecture it ispossible to see that the load
distribution of the collaborative architecture is comparable. 20% of the nodes in
the collaborative architecture are more loaded than the most loaded nodes in the
hierarchical set-up, but the highest load is limited to 3,2 times the expected load.

A more realistic scenario is shown in Figure 4.9, in which the500,000 alerts
are not generated by all the sensors uniformly, but they follow a heavy-tailed Zipf
distribution3. The two CDFs in this graph clearly shows the benefits of the hash-

3The used formula isf(Pi) = c

i
, wherei is the rank,Pi indicates the event which occupies

the i-th rank (the i-th most frequent),f(Pi) is the number of times (frequency) that thePi event
occurs,c is a constant equivalent toPi
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Figure 4.8: CDF of the number of messages managed by nodes of the hierarchical
and peer-to-peer cooperative architecture, attacks are received by sensors with
uniform distribution

based alert distribution algorithm implemented by the DHT overlay network. The
node responsible for managing an alert is determined by the alert content, and
not by the sensors that generates it. Hence the load distribution of the proposed
architecture in this scenario is identical to the one presented in Figure 4.8. On
the other hand, the load distribution in the hierarchical architectures is highly
unbalanced: the most loaded manager handles a number of messages equal to
103 times the expected average.

Finally, Figure 4.10 represents the attack scenario in which all the alerts are
generated by a single sensor (or by several sensors, connected to the same low-
level manager). This is the worst case for a hierarchical architecture, because all
the alerts have to be handled by a single manager, while the other managers are
completely idle. The resulting DFS is heavily skewed, because a single manager
sustains a load 420 times higher than the expected average. On the other hand, the
proposed collaborative architecture has the same load distribution already shown
in the two previous scenarios.

4.4 Related work

The two cooperative architectures for intrusion detectionand malware analysis,
consisting of geographically distributed sensors represents in itself two original
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Figure 4.9: CDF of the number of messages managed by nodes of the hierarchical
and peer-to-peer cooperative architecture, heavy tailed attack distribution

Figure 4.10: CDF of the number of messages managed by nodes of the hierar-
chical and peer-to-peer cooperative architecture, attacks are received by a single
sensor
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proposals. However, other interesting cross-organization security initiatives exist.
We can cite the DNS black lists (DNSBL) [52], Botnet investigation [43,107], IDS
alert correlation frameworks [48,122], partial information disclosure [133]. DNS
black lists (DNSBL) are one of the existing automated facilities for limiting the
activities of suspicious hosts, but they are still highly focused on a single service
(email). Our approach is general and avoids blacklists, since many home Internet
connections have dynamic IP addresses and the inclusion of such addresses would
be detrimental to the efficacy of the blacklist and to the userexperience.

Authors of [135] and [67] already proposed peer-to-peer architectures in the
field of intrusion detection. In particular, [135] allows peers to exchange infor-
mation related to IP addresses that each peer considers suspicious. By integrating
several lists of suspicious addresses their system is able to pinpoint sources that
are malicious with high probability. These addresses are used to build a collab-
orative blacklist. On the other hand, [67] uses a DHT overlayto make peers
exchange snapshots of their internal behavior, consistingin traces of the executed
system calls. By correlating several traces it is possible topinpoint suspicious
sequences that are executed by many peers in a short time frame, and that can be
caused by the propagation of a malware. The peer-to-peer architecture proposed
in this thesis clearly differentiates from the existing works, since we aim to cap-
ture and analyze real malware specimens, instead of just recognize that a malware
is spreading. Moreover, by compiling network activity reports on the basis of
behavioral analysis of the captured payload, we are able to provide cooperating
network with a complete description of the malware behavior, that provides much
more useful information than a blacklist of IP addresses.

Investigation of botnets is still highly manual. The existing efforts are more
oriented to help law enforcement agencies, but not so much tolimit malware
spread. Instead, we aim mainly to counter worm infections and botnet activities
by alloeing network administrator to receive timely and preventive alerts.

Malware collection organizations, such as themwcollect Alliance[76], focus
on grasping the dynamics of infection spreading and detecting new malware types
and variants. This operation is carried out mainly through manual analysis of
binary code and extraction of call graphs. We seek to obtain asubstantial reduction
of the human interaction required for identifying new malware.

The worst problem that administrators have to face while dealing with the
alerts generated by a NIDS is represented by thefalse positiverate (the impact
of false positives on Intrusion Detection Systems reliability has been analyzed
in [7]). By false positive we mean all network activities thatare licit or harmless
to the protected systems, but that have been erroneously signaled by the NIDS as
a security threat. We should also consider that several techniques can be utilized
by skilled attackers to cover up the attack traces by forcinga NIDS to generate
storms of irrelevant alerts [75,86]. If the NIDS is working properly, the real attack
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is likely identified and signaled, but important alerts are hidden among several
thousands of other irrelevant and misleading alerts. This kind of diversion is very
effective because it prevents a timely deployment of propercountermeasures since
the administrator is overwhelmed by the large amount of alerts.

The issue of intrusion detection alert management has been extensively ad-
dressed in literature. NIDSalert fusiontechniques [61] help network adminis-
trators by aggregating several homogeneous alerts. However they suffer several
drawbacks that are solved by our proposal. First of all, aggregation itself is not
useful to assess the real alert dangerousness. Moreover, alert fusion algorithms
rely only on intrusion detection alerts, and do not leverageany external infor-
mation source. The authors of [74] propose a formal aggregation scheme able to
correlate alerts exploiting the same vulnerability. To this purpose, they use vulner-
ability information, but the proposal is just a more sophisticated fusion algorithm
that does not assess the threat level of an alert.

The process of automatically ranking vulnerabilities on the basis of a com-
puted threat level has been defined asalert verificationin [122] and [56]. Follow-
ing the taxonomy proposed in previous works, our proposal can be classified as a
passive alert verification scheme. This means that our alertverification is carried
out without an active interaction with the system(s) targeted by an attack. This
characteristic is indeed desirable, and allows our system to verify alerts in real
time, without imposing load on the monitored systems and without relying on re-
sults generated by a possibly compromised machine. In [122]and [56], authors
propose an alert verification scheme based on a single, structured vulnerability
database. The dependency on a single information source is clearly identified as
a drawback in [98], due to possible incompleteness, lack of timely updates, and
lack of trust in the single information provider.

The main strength of our approach, that differentiates the proposed alert verifi-
cation scheme from all the previous works, is the ability to leverage a vast amount
of vulnerability data, built upon multiple, heterogeneousand unstructured infor-
mation sources. This critical task is carried out by parsingand semantically tag-
ging unstructured information, with techniques borrowed by the data mining field.
Data mining techniques have already been applied in the network intrusion detec-
tion context [58, 95]. However, they have only been used for attack detection,
while intrusion alert management is not considered. Other attempts at identifying
complex attack scenarios to help analysis have been discussed in [81]. However,
that approach is suitable for offline analysis, while the solution proposed in this
thesis is able to perform runtime threat evaluation, thus allowing for a timely de-
ployment of proper countermeasures.
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Conclusions

In this thesis we present several distributed architectures and algorithms that aim
to address some security issues of modern network-based systems. We consider
three main problems that may affect present and future systems:

1. large capacity networks will make it difficult to perform stateful traffic anal-
ysis;

2. node mobility will cause novel security breaches;

3. self propagating malware will generate massive attacks,targeting networks
and systems distributed across the Internet.

For each problem we present novel architectural and algorithmic solutions based
on the cooperation among distributed components.

To address the first problem, we propose ParNIDS [69], a new parallel archi-
tecture for traffic analysis that represents a significant improvement with respect
to previous works, because it guarantees dynamic load balancing [5] while pre-
serving a stateful and reliable traffic analysis. To this purpose, we design and
validate a novel state migration [26, 29] mechanism that allows traffic analyzers
to exchange their internal state information. To the best ofour knowledge, this
is the first framework that permits the dynamic migration of even complex state
information among cooperative NIDS, thus achieving higheraccuracy and max-
imum flexibility in the packet analysis. Thanks to this framework, it is possible
to detect fragmented attacks even if none of the deployed NIDS sensors receives
the complete attack signature. The proposed scheme can be applied in parallel
NIDS architectures where multiple sensors cooperate on thesame network seg-
ment for reliability and/or performance purposes, in wireless mobile networks,
and in all other distributed systems in which network topology and packet routing
may dynamically evolve. The advanced features of the proposed scheme are inte-
grated into Snort, which is the most popular signature basedNIDS. A large set of



128 Conclusions

experiments validates the framework functionality and demonstrates that the com-
plexity of state migration is fully compatible with the performance requirements
of runtime network traffic analysis.

Traffic distribution and state migration are driven by an innovative load balanc-
ing mechanism, that guarantees stateful analysis even on migrated traffic. We also
address the issues related to load balancing activations ina context of highly vari-
able traffic characterized by heavy-tailed distributions.A large set of experimental
results validates the main functions of the proposed systemand demonstrates the
scalability of the architecture, as well as the performanceof the load balancing
and state migration framework. These properties come together with low costs
and high flexibility that is guaranteed by a complete software implementation.

We then consider two security issues that are related to nodemobility: the
inability of traditional NIDS to perform stateful analysison mobile connections
and the incompatibility betweentriangular routing (default routing scheme of
Mobile IP) andegress filteringbest practices.

We initially highlight a new attack strategy, calledmobility-based evasion, that
can be used by an attacker to perform “stealth” attacks that evade detection from
state of the art NIDS. The effectiveness of mobility-based evasion is demonstrated
through several scenarios based on realistic network topologies.

We then propose a new NIDS cooperation scheme that for the first time enables
distributed NIDS to perform stateful analysis on mobile connections, and to defeat
mobility-based evasion techniques.

A third contribution in the area of node mobility is represented by a novel
dynamic packet filtering approach, calledsecure triangular routing(STR) [68],
that is able to solve the trade-off between triangular routing and egress filtering.
Secure triangular routing is designed to provide same performance as that oftrian-
gular routingwithout the need of relaxing security policies in Mobile IP-enabled
networks. The proposed solution does not require any modification in correspon-
dent nodes or in their networks, and it fully complies with the Mobile IP protocol
specifications.

Massive attacks generated by self-spreading malware represent a critical and
growing threat to the security of network-based systems. Tomitigate their effects,
we propose to enable cooperation among distributed networks, aiming for early
detection of new threats and allowing cooperating networksto deploypreventive
countermeasures. While a similar principle is already used in cooperative tools
for fighting spam, this is the first proposal of architecturesable to automatically
and efficiently collect and analyze malware specimens and todisseminate behav-
ioral analysis results to all the participating networks. We present two cooperative
architectures for malware detection and analysis.

The first architecture [27] is based on a hierarchical design, and aims to im-
prove analysis efficiency by preventing duplicate analysisof the same threat, even
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though detected in different networks. It also leverages behavioral analysis to
generate comprehensiveNetwork Activity Reports, containing detailed informa-
tion about network activities of analyzed malware specimens. These reports are
immediately disseminated to all the cooperating networks,that can leverage this
knowledge by implementing pro-active countermeasures, hopefully before being
attacked by the malware.

The second cooperative architecture proposed in this thesis [70] improves the
hierarchical scheme by referring to a peer-to-peer architecture. Alert aggregation
and analysis is performed by a self-organizing overlay of cooperative alert aggre-
gators, rather than by a static hierarchical architecture.This innovative design
choice guarantees increased scalability, self adaptation, and dependability due to
the lack of a single point of failure.

The effectiveness of all the architectures and algorithms proposed in this thesis
are demonstrated by experiments carried out on prototypes based on Open Source
software. Each prototype is tested to verify its functions and to guarantee that its
performance allows (soft) real time operations in realistic network scenarios.

Several interesting results have been achieved and presented in this thesis,
however future activities are needed to further improve thesecurity of network-
based information systems that are and will be even more characterized by high
capacity network links, supports for node mobility, and attacks carried out by
self-propagating malware and botnets.

We believe the ParNIDS architecture to be an effective solution for the prob-
lems related to the stateful analysis of large volumes of traffic. Some future activi-
ties may aim to improve the scalability of the scatterer component, that represents
the bottleneck of the proposed architecture.

Security problems related to node mobility represent a novel field in which
there is a lot of space for future works. In this thesis we haveidentified and solved
two specific problems, but many other issues will emerge withthe diffusion of
node mobility.

Cooperative malware detection and analysis is another topicthat may lead to
further research activities. We are working on the integration of heterogeneous
sensors applied to real networks, although we can envision that the integration
of heterogeneous data coming from different sources will represent an interesting
challenge by itself.
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[12] R. Cáceres and V. N. Padmanabhan. Fast and scalable handoffs for wireless inter-
networks. InProc. of the 2nd ACM Annual International Conference on Mobile
Computing and Networking (ACM MOBICOM’96), New York, USA, November
1996.

[13] C. Canali, M. Rabinovich, and Z. Xiao.Utility computing for Internet applica-
tions. Spribger Verlang, 2004.

[14] V. Cardellini, E. Casalicchio, M. Colajanni, and P. S. Yu. The state ofthe art in
locally distributed web-server systems.ACM Computing Surveys, 34(2):263–311,
2002.

[15] M. Castro, P. Druschel, A. Ganesh, A. Rowstron, and D. S. Wallach. Security
for structured peer-to-peer overlay networks. InProc. of the 5th Symposium on
Operating Systems Design and Implementaion (OSDI 02), Boston, MA, USA, Dec
2002.

[16] M. Castro, P. Druschel, Y. C. Hu, and A. Rowstron. Exploiting network proxim-
ity in distributed hash tables. InProc. of the International Workshop on Future
Directions in Distributed Computing (FuDiCo).

[17] M. Castro, P. Druschel, A.-M. Kermarrec, and A. Rowstron. Onering to rule them
all: service discovery and binding in structured peer-to-peer overlay networks. In
Proc. of the 10th workshop on ACM SIGOPS European workshop, pages 140–145,
New York, NY, USA, 2002. ACM.

[18] M. Castro, M. B. Jones, A.-M. Kermarrec, A. Rowstron, M. Theimer, H. J. Wang,
and A. Wolman. An evaluation of scalable application-level multicast built using
peer-to-peer overlays. InProc. of the 22nd Annual Joint Conference of the IEEE
Computer and Communications Societies (INFOCOM 2003), San Franciso, CA,
USA, April 2003.

[19] M. Castro and B. Liskov. Practical Byzantine fault tolerance and proactive recov-
ery. ACM Transactions on Computer Systems, 2002.

[20] B. Caswell and J. Hewlett. Snort users manual, 2006.
[21] I. Charitakis, S. Anagnostakis, and E. P. Markatos. An active traffic splitter ar-

chitecture for intrusion detection. InProc. of the 11th IEEE/ACM International
Symposium on Modeling, Analysis and Simulation of Computer Telecommunica-
tions Systems (MASCOTS 2003), Orlando, FL, USA, Oct. 2003.

[22] A.-T. Cheng, C.-H. Wu, J.-M. Ho, and D. Lee. Secure mobile ip communication.
In Proc. of the 2004 IEEE International Conference on Networking, Sensing and
Control, Taipei, Taiwan, March 2004.

[23] C. R. Clark, W. Lee, D. E. Schimmel, D. Contis, M. Koné, and A. Thomas. A
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