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Abstract. This paper proposes an eﬃcient protocol for veriﬁable delegation of computation over outsourced set collections. It improves state
of the art protocols by using asymmetric bilinear pairing settings for
improved performance with respect to previous proposals based on symmetric settings. Moreover, it extends update operations by supporting
eﬃcient modiﬁcations over multiple sets. With respect to previous work
the proposed protocol has a modular design, that clearly identiﬁes its
main building blocks and well-deﬁned interfaces among them. This novel
conceptualization allows easier auditing of the protocol security properties and serves as the blueprint of a novel implementation that is released
publicly (https://weblab.ing.unimore.it/people/ferretti/versop/). To the
best of our knowledge, this is the ﬁrst public implementation of a protocol for veriﬁable sets operations.

1

Introduction

Many approaches for securing distributed systems focus on controlling network
and system activities [2,3,9,15], and do not rely on cryptography. Moreover,
most applications of cryptography to data outsourcing scenarios focus on conﬁdentiality [11,12]. On the other hand, the proposed protocol guarantees the
correctness of results in scenarios where data and computation are delegated
to an untrusted server. With respect to previous protocols proposed in literature [7,19], this paper proposes three main contributions.
This is the ﬁrst protocol for veriﬁable set operations that relies on asymmetric
bilinear pairings, while all previous proposals leverage symmetric bilinear parings. Asymmetric settings are preferable, since they are characterized by lower
computational costs, thus resulting in performance optimization for the whole
protocol. Moreover, this is the ﬁrst protocol for veriﬁable sets operations that
provides eﬃcient support for insertions, deletions and updates over multiple sets
at once. This is achieved by designing a variant update protocol for accumulation
trees that allows the owner to provide an aggregate proof for multiple update
operations. Finally, while previous works describe a monolithic protocol, with no
high-level components and interfaces among them, in this paper we model the
proposed protocol as a combination of three modular components, each exposing
well-deﬁned interfaces.
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We release a public implementation of the protocol described in this paper
based on open-source cryptographic libraries [1,16,22], that we extend and wrap
to obtain modular components with higher-level interfaces. To the best of our
knowledge, this is the ﬁrst public implementation of a protocol for veriﬁable
operations over a collection of sets.
The remainder of this paper proceeds as follows. Section 2 provides a short
description of the main cryptographic primitives that form the basis for our
protocol. Section 3 describes the reference scenario, introduces its main actors
and gives an overview of the proposed protocol and of its main modules. Sections 4 and 5 describe the details of the protocol modules. Finally, Sect. 6 outlines
concluding remarks and propose future work.

2

Cryptographic Building Blocks

Polynomial Representations of 
Sets. A set X can be represent through a
characteristic polynomial CX (s) = x∈X (x + s), where s is a formal variable
that is used as secret information in cryptographic protocols, and the elements
of the set x ∈ X are the addition opposite of the polynomial solutions [13,18].
The polynomial is deﬁned over Zp , where p is a large prime number. We denote
as hz (·) and φz (·) hash functions that accept as inputs arbitrary binary strings
and elliptic curve elements, and that produce elements in Zp − {0}. We assume
that those functions are automatically applied when the elements of the input
set X of CX (s) are not in Zp . The polynomial CX (s) can be also represented and
computed through its coeﬃcient form. By denoting the coeﬃcients as {ai }i=[|X|] ,
|X|
i
the characteristic polynomial of set X is computed as CX (s) =
i=1 ai · s .
Coeﬃcients can be computed eﬃciently from its roots by using FFT interpolation
algorithms [21]. Our implementation wraps algorithms of the NTL library [22]
and integrates them with hash functions of the Charm framework [1] to provide
high-level interfaces to compute characteristic polynomials of sets deﬁned over
the most common data domains.
Bilinear Pairings. In this paper we focus on asymmetric pairing settings
(either Type 2 or Type 3 pairings [8,14]) that are usually faster than symmetric pairings adopted by previous work [7]. We denote as (p, G1 , G2 , GT , g1 , g2 , ê)
the public parameters that deﬁne an asymmetric bilinear pairing setting. Let
g1 , g2 be generators of cyclic groups G1 , G2 of prime order p (that we represent as multiplicative), GT a multiplicative cyclic group of the same order and
ê : G1 × G2 → GT be the pairing function that satisﬁes the following propab
erties: bilinearity: ê(ma , nb ) = ê(m, n) ∀m, n ∈ G1 × G2 , ∀a, b ∈ Z∗p × Z∗p ;
non-degeneracy: ê(g1 , g2 ) = 1; computability: there exists an eﬃcient one-way
algorithm to compute ê(m, n), ∀m, n ∈ G1 × G2 . Our implementation is based
on the Charm cryptographic framework [1], that wraps the PBC library [16].
We plan to extend our implementation with faster open source backend libraries,
such as [5,17].
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Bilinear Accumulators. Informally, a cryptographic accumulator is a small
constant size data structure (a digest) that can authenticate an arbitrary number of values [4]. In this paper we are interested in bilinear (map) accumulators
(BMA) [18] (also set accumulators), that implement valid cryptographic accumulators based on bilinear pairings and characteristic polynomial representations
of sets. Let (p, G1 , G2 , GT , g1 , g2 , ê) be the parameters of the asymmetric bilinear
q
q
pairing setting, s ∈ Z∗p be the secret key and [g1s , . . . , g1s , g2s , . . . , g2s ] be the public
key, where q is the maximum number of values that can be stored in the accumulator. The BMA of a set X, that we denote as fX , can be computed by using two
algorithms: fsk (X), that uses the secret key s, and fpk (X), that only uses the
|X|
|X|  i ai
(x +s)
C (s)
public key, as following: fsk (X) = g1 X = g1 i=1 i , fpk (X) = i=1 g1s
.
To prove that a value x ∈ X is stored in the BMA, a party (that knows the whole
?

set X) must produce a witness wY ∈ G2 such that ê(fpk (x), wY ) = ê(fX , g2 ),
. The
where wY is the BMA of the set Y = X\{x} computed over G2 
aequation
i
|Y |
si
to compute wY , that we denote as wpk (Y ), is: wpk (Y ) = i=1 g2
, where
{ai }i∈[|Y |] is the set of the coeﬃcients of the characteristic polynomial CY (s).
Both fpk (·) and wpk (·) are BMA functions that are usually represented by the
same notation in symmetric pairing settings. We denote as fX and wX elements
of G1 and G2 , respectively. Our implementation of BMAs protocols extends those
of characteristic polynomials and bilinear pairings.
Extractable Collision-Resistant Hash Functions. An extractable collision resistant hash (ECRH) function is a cryptographic function that can produce a succinct non-interactive argument-of-knowledge (SNARK) to demonstrate the correctness of some simple computation [6]. In this paper we are
interested in ECRH functions that prove the correct computation of BMAs.
Let (p, G1 , G2 , GT , g1 , g2 , ê) be the parameters of the asymmetric bilinear pairq
q
ing setting, (s, α) ∈ Z∗p × Z∗p be the secret key and [g1s , . . . , g1s , g2s , . . . , g2s ,
q
q
g1α , g1αs , . . . , g1αs , g2α , g2αs , . . . , g2αs ] be the public key. We denote as FX the

) [6], where fX is the BMA of
ECRH of set X. It is computed as FX = (fX , fX
q

BMA
of
set
X
computed
with
public key [g1αs , . . . , g1αs ],
set X and fX is the
 i ai

|X|


as fpk
(X) = i=1 g1αs
. As discussed in [6], function fX
represents a proof
of correct computation for the BMA fX based on security assumptions that
extend the knowledge of exponent assumption [10], ﬁrst described to guarantee

the
chosen-ciphertext security of asymmetric encryption. We denote as FX , fX


black-box output of the functions (fpk (X), fpk(X)) and fpk(X). ECRH func?


tions can be veriﬁed publicly through a pairing operation: ê(fX , g2α ) = ê(fX
, g2 ).
Note that the public key of our protocol does not uses the array of elements
q
[g2α , g2αs , . . . , g2αs ]. From an implementation perspective, ECRH functions are
bilinear accumulators. Thus, our implementation adds an additional higher-level
interface to that of BMAs.
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Scenario and Protocol Overview

We assume that an organization that owns data (owner ) outsources data and
computations to an external server . Outsourced data are in the form of a collection of sets. Each set is associated to a label and can include one or more
elements. Outsourced data can be queried by one or more users, that interact
directly with the server . A query is an arbitrary combination of set operations
expressed over the input sets. Any composition of set operations can be modeled by an abstract syntax tree (AST), where leaves are input sets and intermediate nodes are set operations. The AST corresponding to an example query
“(A∪B ∪C)∪(D∩E)” issued by the user is shown in Fig. 1. The leaves represent
the sets involved in the query, referred by their labels, while intermediate nodes
are the three set operations. Each output edge of an intermediate node represents the intermediate result of the corresponding set operation and the input of
another set operation. The output of the root node represents the plaintext data

) and
returned to the user . The server proves the correctness of the inputs (πleaf


of the operations (π∩ , π∪ ) through diﬀerent specialized routines that use bilinear
accumulators to represent input and output sets. The proposed protocol builds
a chain of such proofs along the vertexes of the AST, thus proving correctness
of the whole computation. We distinguish three main categories of proofs.

Fig. 1. AST and proofs for a veriﬁed hierarchical set operation

Proofs of correctness for the input sets. A user does not know any content stored
in the sets collection, except the set of the available labels used to issue queries.
Given a query by a user, the server returns BMAs for all input sets involved in
the query and proofs of correctness that demonstrate that each BMA represents
the set associated to the requested label. The proposed protocol produces these
proofs by using an accumulation tree, that we describe in Sect. 4.
Proofs of correct computation for single set operations. Given a single set operation, the server is able to produce proofs of correct computation based on the
BMAs of the input sets. A user can verify the correctness of the output by
knowing the authenticated BMAs that represent the input sets and the proof
for the set operation. We describe single set operation protocols in Sect. 5.
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Proofs of knowledge for all intermediate results. To bind the output of a set
operation as the input of another set operation, the proposed protocol produces
proofs of knowledge for all intermediate results. Sections 4 and 5, describe how
the server produces proof of correctness for intermediate results.

4

Accumulation Tree Protocols

An accumulation trees is an authenticated data structure based on constant size
N-ary trees that allow eﬃcient authentication of data by building many levels of
hierarchical authentication structures, each authenticating the lower one by using
cryptographic accumulators as intermediate nodes [20]. The proposed protocol
leverages accumulation tree based on bilinear accumulators to authenticate all
the input sets involved in a query issued by a user . Accumulation trees support
three operations: setup, update and leaf queries. Setup and update operations are
used to initialize and modify the accumulation tree accordingly with the content
of the sets collection. Leaf queries allow to prove correctness of the inputs used
in queries issued by users. Notation. We refer to an accumulation tree as Ak ,
where k is the version of the tree (the number of update operations). The tree has
m = |D| leaves, each representing a set of the sets collection and identiﬁed by a
label  ∈ L. Figure 2 shows an example accumulation tree based on an N-ary tree
that authenticates a sets collection of m = 27 sets. We identify a node as v[i, j],
where i is its level (i = 0 is the level of the root, i = 1 of the root’s children, . . . )
and j is its position within the level. We deﬁne t as the lowest level of the tree.
The following functions identify relevant sets of nodes: N(v[i, j]) and P(v[i, j])
return the children and the parent of v[i, j]; R(v[i, j]) returns the nodes in the
path from v[i, j] to the root; J(i) returns the number of nodes at the level i.
Setup. The owner computes each leaf of the accumulation tree v[t, ] as the
BMA that contains the elements of the set S and a unique representative of the
label :
(hz ()+s)

v[t, ] = fsk (S ∪ {}) = g1



x∈S (hz (x)+s)

, ∀ ∈ L

(1)

The owner then computes each non-leaf node as the BMA of its children
N(v[i, j]):


v[i, j] = fsk (N(v[i, j])) = g1

x∈N(v[i,j]) (φz (x)+s)

, ∀i = t − 1, . . . , 0, ∀j = 1, . . . , J(i)
(2)

The owner sends the accumulation tree to the server as the authentication structure A0 , and its root v[0, 0] to the users as the digest d0 . The owner maintains
the accumulation tree locally to execute updates on the server .
Update. The implemented update protocol improves the one described and
used in [7,19,20] by allowing insertion and deletion of multiple elements on many
sets through a single operation, and producing a single proof demonstrating the
correctness of all updates at once. Since the updated version of the accumulation
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Fig. 2. Example of accumulation tree for m = 27 sets and degree equal to 3 (ε = 1/3)

tree generated by the proposed protocol is equal to that the original protocol,
the security proofs proposed for the original protocol still hold.
We model the update operation U as an associative array { : (add , del )},
where add is the set of values inserted in S and del is the set of values deleted
from S . To update the leaves of the accumulation tree, the source computes the
characteristic polynomials of inserted (Cadd (s)) and deleted values (Cdel (s))
for each set. These polynomials are used to update each leaf v[t, ] as following:
−1

v  [t, ] = v[t, ]Cadd (s)·Cdel (s) , ∀ ∈ U

(3)

Then the owner updates the intermediate nodes of the accumulation tree in the
path from an updated leaf to the root. All the updated leaves and intermediate
nodes are stored in the upd data structure. The owner maintains locally the new
version of the accumulation tree Ak+1 and sends only upd to the server. After
the server conﬁrms the update, the owner can delete the old version Ak and
distribute its root as the new digest dk+1 to the users.
Leaf query. We distinguish two variants of leaf queries: those used to guarantee correctness of plaintext sets returned to users, and those used to guarantee correctness of input sets used in hierarchical queries. We denote the routines that implement the protocols for plaintext results as queryTreePlaintext
and verifyTreePlaintext, and those for intermediate results as queryTreeNode
and verifyTreeNode. Given a label , the server uses the queryTreePlaintext
(queryTreeNode) protocol to return the set S (the BMA fS ) and the proof
πleaf (πleaf ) that authenticates the set (the BMA) with respect to the accumulation tree Ak . A user that knows the digest dk can execute a protocol
verifyTreePlaintext (verifyTreeNode) to verify the correctness of S (fS ).
The server builds πleaf by including all nodes in the path from the requested
leaf to the root, and witnesses that authenticate the chain of nodes. We denote
as vt the leaf corresponding to  (v[t, ]), and vt−1 , . . . , v1 the nodes in the path
from the leaf to the root (excluded). We denote as γi the witness that binds vi
to vi+1 , computed as the BMA of the children of node vi except the node whose
correctness we must prove, that is vi−1 :
γi = fpk (N (vi )\{vi−1 })

(4)
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To prove the chain of nodes vt , . . . , v1 , the server computes witnesses
γt−1 , . . . , γ0 . The complete proof πleaf is:

πleaf ≡ πleaf
= ((vt , γt−1 ), (vt−1 , γt−2 ), . . . , (v1 , γ0 ))

(5)

The routine for intermediate results queryTreeNode includes all the described
operations, but it also requires the server to compute the BMA of the set fS as
fpk (S ). This value diﬀers from vt because it does not include the representative
of the label  (see Eq. (1)).
The veriﬁcation routines involve three phases: (a) results veriﬁcation (plaintext or their BMA) by using the leaf node vt ; (b) veriﬁcation of vt , . . . , v1 by
using the witnesses γt−1 , . . . , γ1 ; (c) veriﬁcation of v1 by using the witness γ0
and the digest dk (that is v0 ) trustfully obtained by the owner .
h ()

(a)

ê(fpk (S ), g2 z

(b)

ê(γi , g2 z

(c)

ê(γ0 , g2 z

φ (vi+1 )
φ (v1 )

· g2s ) = ê(vt , g2 )
?

· g2s ) = ê(vi , g2 ), ∀i = t − 1, . . . , 1
?

· g2s ) = ê(dk , g2 )
?

(6)

If any of the previous conditions is not veriﬁed, the user rejects the results
returned by the server .

5

Verified Set Operations

The proposed protocol supports union and intersection set operations. To
demonstrate the correctness of these operations through BMAs, it is necessary
to express them in terms of operations among their characteristic polynomials.
To solve this issue, we reduce unions and intersections to a combination of primitive operations that we can prove through characteristic polynomials: subset,
multiset union and disjointness.
Subset and multiset union. Let us consider sets A and X such that A ⊂ X.
By construction, CX (the characteristic polynomial of X) is divisible by CA ,
thus there exists a witness polynomial W such that CX = CA · W . The proof of
a subset relation is the witness W , computed as the characteristic polynomial of
the set B = X\A. Veriﬁcation is computed through the bilinear pairing function.
Another operation that we can prove by using a single witness is multiset
union. Let us consider two input sets A and B and their multiset union X =
A + B (informally referred to as multiset concatenation in [7]). The output set
X includes duplicate elements if A and B are not disjoint. Multiset union can
be mapped to a multiplication operation between the characteristic polynomials
of A and B, as CX = CA · CB . Given X, (or its BMA fX ), the proof of multiset
union only includes the BMAs of the input sets A and B computed in the correct
?
bilinear group (G1 or G2 ). Veriﬁcation can be computed as ê(fA , wB ) = ê(fX , g2 )
?

or ê(fB , wA ) = ê(fX , g2 ). Subset and multiset union operations only support two
input sets due to the nature of the pairing function ê.
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Set disjointness. The proof for sets disjointness can be reduced to a proof
of divisibility between polynomials: if and only if the intersection between the
sets is the empty set, then the gcd of the characteristic polynomials of the sets
is equal to 1. Consider sets S1 , . . . , Sn . If ∩i∈[n] Si = ∅, then the gcd of the
characteristic polynomials
CSi , ∀i ∈ [n] is equal to 1. Hence, there exists unique
polynomials q̇i such that i∈[n] (CSi · q̇i ) = 1. Polynomials {q̇i } can be computed
by executing iteratively the extended euclidean algorithm for ﬁnite ﬁeld couples
of polynomials [19]. Our implementation is based on the extended euclidean
algorithms provided by the NTL library [22]. The proof for sets disjointness
π∅ (S1 , . . . , Sn ) and its veriﬁcation are as following:
π∅ (S1 , . . . , Sn ) = (wq̇1 , . . . , wq̇n )
verif yDisjoint(π∅ , fS1 , . . . , fSn ) :



(7)
?

ê(fSi , wq̇i ) = ê(g1 , g2 )

(8)

i∈[n]

Set intersection. We consider
 input sets S1 , . . . , Sn and a set I that is the
output of set intersection I = i∈[n] Si . If I is empty or equal to one of the input
sets, the operation can be reduced to a disjointness or a subset proof. Otherwise,
the proof relies on two properties: I is a subset ofall sets: I ⊂ Si , ∀i ∈ [n]; the
set complements of each set Si are disjoint to I: (Si \I) = ∅. In the following
we distinguish proofs computed for plaintext results (π∩ ), from those computed

).
for intermediate results (π∩
Proof π∩ includes the proof of disjointness π∅ for all the set complements,
plus the BMAs of all the set complements:
π∩ = (fS1 \I , . . . fSn \I , π∅ (S1 \I, . . . , Sn \I))

(9)


Proof π∩
includes the proof of disjointness π∅ for all the set complements, plus
the ECRH functions of all the set complements. Due to the construction of

through two equivalent notations:
ECRH functions we can denote π∩

π∩
(I, S1 , . . . , Sn ) = (wI , FS1 \I , . . . FSn \I , π∅ ) ≡ (wI , fS 1 \I , . . . fS n \I , π∩ )

(10)

Verifying π∩ requires verifying the subset and disjunction properties:
verifyIntersectionPlaintext(π∩ , I, fS1 , . . . , fSn ) :

?
?
ê(fSi , wq̇i ) = ê(g1 , g2 )
∀i ∈ [n], ê(fSi \I , wpk (I)) = ê(fSi , g2 ),

(11)

i∈[n]

Verifying π∩
requires to verify the ECRH functions, the witness of the intersection and the plaintext intersection proof π∩ (with the small variant of already
having the witness wI = wpk (I) available):

verifyIntersectionNode(π∩
, fI , fS1 , . . . , fSn ) :
?

ê(fI , g2 ) = ê(g1 , wI ),

∀i ∈ [n], ê(fSi \I , g2α ) = ê(fS i \I , g2 ),

verifyIntersectionPlaintext(π∩ , wI , fS1 , . . . , fSn )

?

(12)
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Set union. We consider two input sets A and B and the set U = A ∪ B. It
is possible to prove set union by using the set inclusion-exclusion principle [7]:
A ∪ B = (A + B)\(A ∩ B). Since (A ∩ B) ⊆ (A + B) by construction, the
set diﬀerence operation can also be proved as the multiset union A + B =
(A∪B)+(A∩B). Thus, set union proof must include an intermediate intersection
proof (A ∩ B), knowledge proofs for the intermediate result A ∩ B) and witnesses
for multiset union.


(A, B) = (π∩
, FA∩B , wA∩B , wB ),
π∪


π∪ (A, B) = (π∩
, FA∩B , wB )

(13)

Plaintext and intermediate proofs are veriﬁed in similar ways, where veriﬁcation
of intermediate results require a pairing operation to test the correctness of
element wA∩B :
verif yU nionP laintext(π∪ , U, fA , fB ) :

ê(fA∩B , g2α ) = ê(fA∩B
, g2 ),
?

?

ê(fB , g2 ) = ê(g1 , wB ),

?

ê(fA , wB ) = ê(fA∩B , wpk (U )),

verif yIntersectionN ode(π∩
, fA∩B , fA , fB )

(14)


verif yU nionN ode(π∪
, fU , fA , fB ) :

ê(fA∩B , g2α ) = ê(fA∩B
, g2 ),
?

?

ê(fB , g2 ) = ê(g1 , wB ),

?

ê(fA∩B , g2 ) = ê(g1 , wA∩B ),
?

ê(fA , wB ) = ê(fU , wA∩B ),


verif yIntersectionN ode(π∩
, fA∩B , fA , fB )

(15)

Note that set union natively supports only two inputs: in the case of union
operations among multiple sets, the query must be handled as a hierarchical
query composed by multiple binary operations.

6

Conclusions

This paper describes the implementation of a protocol for eﬃcient veriﬁable delegation of set operations based on bilinear accumulators. We extended literature
by detailing a modular implementation that identiﬁes the main building blocks
of the protocol and deﬁnes standard interfaces. We extend the original protocols
by proposing a variant for asymmetric bilinear pairings and an improved update
protocol for multiple sets. We implemented the protocol and released it publicly.
This is the ﬁrst public implementation of a protocol for veriﬁable sets operations.
Acknowledgments. This work was supported by MAECI-CyberLab-2015/2016.
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