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Abstract

Personalized services are a key feature for the success né#t generation Web that is accessed
by heterogeneous and mobile client devices. The need taderbigh performance and to preserve
user data privacy opens a novel dimension in the design @striictures and request dispatching
algorithms to support personalized services for the MoMéb. Performance issues are typically
addressed by distributed architectures consisting ofipt@lbodes. Personalized services that are
often based on sensitive user information may introducestcaimts on the service location when
the nodes of the distributed architecture do not providesime level of security. In this paper, we
propose an infrastructure and related dispatching atlyostthat aim to combine performance and
privacy requirements. The proposed scheme may efficieafipat personalized services for the
Mobile Web especially if compared with existing solutiohait separately address performance
and privacy issues. Our proposal guarantees that up to #eo®the requests accessing sensitive
user information are assigned to the most secure nodesiwiitied penalty consequences on the
response time.

Index Terms: Personalized services, Privacy, Mobile Web, Dispatclalggprithms, Distributed
architectures, Performance evaluation.



1 Introduction

Mobile portable devices have already outhumbered trasitidesktop computers and will mold
the view of future Web-based services. This evolution isx@were important since it is combined
with the growing amount of personalized services offeretthéousers. Tailoring Web resources to
the user preferences, context, location and to the capabitif their heterogeneous client devices
requires on-the-fly content generation, because a prergtemeof formats for any combination of
devices, user needs and contexts is simply unfeasible.

From a computational point of view, personalized serviaesttie Mobile Web typically re-
quire expensive tasks for the generation and adaptatiooraénts to client devices and user pref-
erences|[6,17, 10]. For this reason, much interest of thearesecommunity has been focused
on high performance systems consisting of multiple nodgwgdeide the user with efficient ser-
vices. Besides computational cost, we should considentbat personalized services are based on
information concerning the user J10] (the so-callesgtr profilg. The user profile may contain in-
formation about the user, such as his/her preferencesmiatton on user click history, and lists of
previous user interactions with the system. Furthermbeeyser profile may contain information
about theuser contextsuch as user location and current activity.

Managing sensitive user information requires an infrastne with a high security level, re-
sulting in high maintenance costs, especially in the casystems consisting of geographically
distributed nodes. The trade-off of the solutions shoulalear. The reduction of costs related
to privacy management suggests to centralize services serdinformation on very few loca-
tions. On the other hand, performance goals suggest tosgeraices and information among
geographically distributed nodes, with a consequentcaptn of sensitive data and an increase
of the number of locations that must adhere to high secutalydards, such as the Payment Card
Industry Data Security Standard (PCIDSS)I[24].

Different approaches to solve this trade-off lead to a pletlof solutions for the deployment
of Web systems supporting personalized services for thellslgteb, ranging from fully central-
ized to peer-to-peer infrastructures. In this paper we @sepan intermediate infrastructure that
exploits a central component, typically a cluster, that &k core node To improve the perfor-
mance of the offered services, the central component igrated with distributeccdge nodes
that are located close to the clients (Figlre 1). Similaristifuctures have been proposed in dis-
tributed Web systems for traditional content generatioth @@livery [27,26], but they represent
a novelty in the Mobile Web scenario. In the proposed inftedtire we guarantee that the core
node has the highest security standards, while we assurni ihanore difficult or expensive to
guarantee the same level of security to every edge nodemapatbe hosted or housed and not
directly controlled. We also propose request dispatchiggrahms that aim to solve the trade-off
between performance and privacy. To the best of our knovelduig is the first paper that proposes
infrastructures and algorithms that take into account Ipettiormance and privacy requirements,
because performance and privacy issues have been typacalhgssed separately in literature (for
example, see [31, 22, 117] for performance &nd [19, 12] forqay).

Through a prototype namely Distributed Architecture fortde Web-based Services (DAMWS),
we demonstrate that the performance- and privacy-awarasimnéicture is suitable to deploy effi-



s ]

Clients ((

Figure 1: System supporting personalized services for thbild Web

cient and secure personalized services for the Mobile Weblik&) the existing solutions that
separately consider performance and privacy requiremtmsproposed scheme guarantees the
assignment of up to the 95% of the requests accessing sensser information to the most secure
nodes with limited penalty consequences on the responge tn the other hand, performance-
oriented solutions do not guarantee the highest securnitgrfamount of requests that is 4 times
higher if compared to our proposal. Furthermore, privaggrded solutions suffer from significant
performance penalty, with response times almost doublédrespect to our proposal.

The remainder of the report is organized as follows. Se@ialescribes the geographically
distributed infrastructure considered in this paper. i8adB presents the requests dispatching
algorithms. Sectiohl4 describes the prototype and the ewpatal testbed for the evaluation of
the considered schemes. Secfibn 5 compares experimesu#tsrby distinguishing performance
and privacy. Sectiofl6 discusses the related work and ®ddtiaoncludes the paper with some
final remarks.

2 Infrastructure overview

In this section we describe the system-level details of tep@sed infrastructure supporting per-
sonalized services for the Mobile Web and implmented in tAMBVS prototype.

This infrastructure consists of a centralized core nodegirdted with geographically repli-
cated edge nodes, as shown in Figudre 1. The infrastructlioeviothe recent trend of modern
systems that exploits servers on the network edge to répl\d&eb-based services (possibly in-
cluding personalized services), as can be observed intrétature [27 /22| 21] and in CDN
solutions [15/12]. The use of replicated edge nodes is devtiution also because most new
mobile devices require some intermediary to access the lsoieDb.

The infrastructure model, that is described in Fidgdre 1eimiled in Figuré2. The core node
provides a three-tier Web system with a first tierldf TP serversa second tier oapplication



serversperforming content generation and adaptation, and a ti@rat back-end serverkosting
the application data. The core node also maintasta#ic resourcesepository and thaser profile
database The user profiles are maintained on the core node becausardmjees high security
standards while the edge nodes may be hosted or housed iiotecaith lower levels of physical
and logical security. Each edge node consists of a twoetié/eb system with &ont-end server
and anapplication servetthat carries out generation and adaptation functions. Asshn Fig-
ure[2, each edge node hosttaal datarepository with a replica of the static resources located
on the core node. Every update of the static resources isgabpd from the core node through
push-based caching mechanisms to guarantee Web datatenogis he local data repository may
also store partial user profile information that is necesgagenerate and adapt Web contents on
the edge nodes for a specific request. User information isechon the edge nodes just for the
user session to preserve data privacy and avoid any camsygpeoblem related to the replication
and the update of the profiles, that may change frequentlyoidemn Web system5[114].
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Figure 2: Detailed view of system supporting personalizgdises for the Mobile Web
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The trade-off between preserving data privacy on the code ramd improving performance
by moving services on the edge nodes is addressed throughneguest dispatching algorithms.
The dispatching process is performed by the edge nodes,omssh Figure[2, and exploits a
fine-grained approach at the level\Web resource component8ach user interaction for a Web
resource generates multiple requests for the asso@atedonentsvhere each of them may range
from a simple fragment of text to a multimedia resource, sashan image or an audio/video
stream [[211], and may require a different personalized serviThe portion of the user profile
that is necessary for the personalized services deterrthingsivacy requirements associated with
that component. Throughout this paper we will considerdluaegories of privacy requirements.
Components witiNoneprivacy requirements, that may be assigned to any node. Goemps with
Strongprivacy requirements (e.g., health information, creditiadata), that must be processed on
the core node since privacy is mandatory, and componentslyght privacy requirements (e.g.,
user preferences, some information on user contexts)stioald be assigned to the core node, but
performance concerns may suggest to dispatch them to amedge



Figure2 describes the steps to serve a client interacticnféeb resource. If the client request
(Step 1) belongs to a new user session, the edge node catiactisre node (Step 2) to retrieve
a template that enumerates the components of the Web resancca list of the services that
are required according with the user profile (Step 3). If thent request refers to an already
established session, the edge node retrieves from the odeeamly the template of the resource.
The load information about the core node is sent to the edde atbng with the Web resource
template. The edge node executes one of the dispatchingthige described in Sectidd 3 to
assign the requests for Web resource components to the ade=(8tep 4a) or to the local edge
node (Step 4b). For requests assigned to the edge nodectiafiplication server retrieves the
corresponding profile information directly from the baakdeservers of the core node (Step 5a). In
the same way, the application server obtains databaserafmn possibly required for the local
generation process. The results of the queries to the hatkervers of the core node are cached
by the edge nodes. The application server of the edge nodalsaynteract with the local data
repository (Step 5b). After the generation of all compogetite Web resource is sent to the client
by the edge node (Step 6).

3 Dispatching algorithms

Request dispatching is a key task for the deployment of efftdinfrastructures supporting per-

sonalized services for the Mobile Web. We should considatr dispatching algorithms must be

robust since they operate in a context where external arthiatsystem conditions are subject to
continuous changeBsl[Z,116], including server load and ndtdelays. The dispatching algorithms

must also be able to handle highly heterogeneous workldedsitay change in monthly, weekly

or even daily patterns depending on user behavior and ndfezéd services. Let us analyze the
information about the system and the client requests thaggatthing algorithm may access to
distribute requests for Web resource components amongthesn Tabl€l1l shows the symbol used
in the algorithms notation to represent these information.

For privacy concerns, dispatching algorithms may conditesecurity level of the distributed
nodes and the privacy requirements of the Web resource aoenpm We recall from Sectidi 2
the three levels of privacy requiremen&rong LightandNone Components witlstrongprivacy
requirements must be dispatched to the core node; comsowghtLight privacy requirements
are preferably assigned to the core node; componentsNtie privacy requirements may be
dispatched to any node.

Performance is the other main issue that a dispatchingitiigoshould address. To this pur-
pose, the algorithms may take into account performaneeelinformation about the distributed
Web system. As we have verified that most personalized ssrae CPU-bound operations, we
consider the CPU utilizatiop of the application servers providing personalization astiost im-
portant performance-related index of the system status{d\yvever, the main results of this paper
are still valid with appropriate load index changes, if wagider a system where the generation
of personalized contents is based for example on disk-bopachtions.

In this section we present three dispatching algorithmsata Performance and Privagy



Performance-orientednd Privacy-oriented The first algorithm represents an innovative request
dispatching that aims to combine performance- and priwaegre objectives, while the latter two
alternatives separately address performance and priegeyrements.

Table 1: Algorithms notation

Identifier | Meaning

R List of Web resource components

r Web resource component
Pn List of Web resource components wittoneprivacy requirements
Py, List of Web resource components witight privacy requirements
Ps List of Web resource components wittrongprivacy requirements

pEe(t) CPU utilization of the edge node
pc(t) CPU utilization of the core node
n, Dispatching solution for-

3.1 Performance and Privacy

The Performance and Privacy algorithm follows a load slgestrategy that is based on a maximum
utilization thresholg*. The privacy goal is subordinated to the load sharing camdtrTo satisfy

this constraint, the algorithm must estimate the contitlouto the node utilization due to the
dispatching decisiop®. The algorithm initial assumption is that, when only priyéEconsidered

in a dispatching decisiom?® = 1 — p* for both edge and core nodes, so that the load sharing
condition becomeg,,(t) < p*.

If the utilizations of the edge and core nodes(t) and pc(t) are below the thresholgd*,
the load sharing constraint is satisfied. If the utilizatedra node is higher thap*, the initial
assumption op? is relaxed, and the algorithm dispatches more requestsededist loaded node
even if this may have a negative impact on privacy resultstlitereason, the algorithm determines
the component&? with Noneprivacy requirements that are directed on the core nodettend
componentskZ with Light privacy requirements that will be served by the edge nodetivacy
penalty comes from these latter assignments). Other detfdihe algorithm are described through
the following cases.

1. If both edge and core nodes have a utilization below thestioldy* (or in the opposite case
where both nodes have a utilization beyond the threshdid)dispatching satisfies privacy
requirements (lines 3—4 of Algorithioh 1)

2. If only the edge node has a utilizatip (¢) beyond the threshold*, the algorithm first
dispatches the components witight privacy requirements to the core node and then assigns
RX components wittNoneprivacy requirements to the core node (lines 6—14).

3. When only the core node has a utilizatian(t) beyond the thresholgd*, the behavior is
similar to the previous case (lines 16-25), with the diffeeethat an amount of components
RE with Light privacy requirements are assigned to the edge node toatheavie core node
load.



It is interesting to analyze the case when an excessive loathe edge node occurs (case
2). In this instance, the algorithm assigR¥ components wittNoneprivacy requirements to the
core node.RY increases as a function of the edge node CPU utilizatjgm). As shown by the
representation of the formula in line 8 of the Algoritfiin 1 &igl3, as the CPU utilization of the
edge node increases beyagrtd RY grows linearly betweef and| Py|. We have considered other
functions (e.g., linear, quadratic, and exponential),ddubur preliminary experiments show that
the performance results are scarcely affected by the spéaifction.

In the case of excessive load on the core node (case 3, lingh&mumber of componentz,
that are assigned to the edge node is computed through asfoniction.
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Figure 3: Value of?Y in Performance and Privacy algorithm as a functiop gfft)

The computational complexity of the algorithmd@Xn).

3.2 Performance-oriented algorithm

We carried out a preliminary comparison of the algorithnelable in literature (e.g., round-robin,
dynamically weighted round-robihl[5]) with other algortls designed by the authors with the goal
of optimizing the user-perceived performance through &aieft use of the system computational
resources. In this section we consider only the best penfigrsolution(s) as an example of a
Performance-orientedlgorithm. In the considered algorithm, privacy-relatedstraints are not
considered, except for the dispatching of requests for coapts withStrongprivacy require-
ments, that must be assigned to the core node.

To achieve good performance, the Performance-orienteditiign exploits a load sharing strat-
egy considering also the computational cost of resourted,depends on the estimation of the
service time of each Web resource component. Indeed we deBneomputational cost of each
Web resource component a% Where— is the service time of the Web resource component
andT is the observation perlod used in the estimation of the CRilzaton. This algorithm aims
to maximize the number of components processed on the edigewithout exceeding its residual
capacity. This algorithm tends to leave on the network edgecomponents with the lowest pro-
cessing time, because for these components the network @ethuced by the use of edge nodes)
has a non-negligible contribution to the user-perceivegaoase time.



Algorithm 1 Performance and Privacy

ReqUirE: P57 PLa PN7 pE(t)a pc (t)7 p*7 R}F\{

Ensure: {n,} (Performance and Privacy)

1: n, <"“C", Vr € Pg

2: if (pe(t) < p*and pc(t) < p*) or (pr(t) > p* and pc(t) > p*) then
: n.<"E", Vr € Pn

4: n,<"C’ VrePyL

5: else
6: if pr(t) > p* then
7: ne <="C" Vr € Py,
8: RY « L|PN|7PE1<PP:P ]
9: forall r € P do
10: if RY > 0 then
11: n, < “C”
12: RN < RN —1
13: else
14: n, < “E”
15: end if
16: end for
17: else
18: n, < "“E", Vr € PN*
19: RE < ||Py|2elor |
20: forall r € Py, do
21 if R% > 0then
22: n, <"E”
23: REL < REL -1
24: else
25: n, <"C"
26: end if
27: end for
28: endif
29: end if

30: return {n,.}




The requests dispatching must solve a single knapsack iaption problem, where the knap-
sack has a capacity equal to the edge node residual capheitis1 — pz(t). Each object placed
in the knapsack corresponds to a Web resource componenawittume equal to its contribution
to the node utiIizatio%. We aim to maximize the number of objects in the knapsack,sithe
number of Web resources dispatched on the edge n@dles= |{r : n, ="E” }| subject to the
bound of not exceeding the knapsack capacity. This meahsvihdo not want to overload the
edge node, that is,

S <1 palt)

The optimization problem is solved by means of a greedy dlgorproposed by Martello and
Toth [23]. The Web resource components are allocated ordipe®ode, starting from the requests
with lower computational cost. For each dispatching deaigie update the residual capacity of the
edge node, which is represented through the varigpléVhen the residual capacity is exhausted,
the remaining requests are dispatched to the core node.

The computational complexity of the algorithm@Xn log n) due to the sorting operations.

Algorithm 2 Performance-oriented

Require: Pg,Pr,Pn, C, pr(t)
Ensure: {n,} (Performance-oriented)
n, < “C", Vr € Pg
. AE <=1- pE(t) ) )
sort Py, U Py by increasing”
: forall r e P, U Py do
if p., < Ag then
n, < “E”
AE <~ AE —
else
n, < “C"
10: endif
11: end for
12: return {n,}

1
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3.3 Privacy-oriented algorithm

The Privacy-orientedalgorithm aims to satisfy all privacy requirements of eaclbWesource
component. In literature, there are not other examplesigdgy-driven algorithms, hence we pro-
pose a specific algorithm that guarantees privacy requimeswathout caring of performance. The
algorithm assigns every component witight and Strongprivacy requirements to the core node,
and the components witkloneprivacy requirements typically to the edge node. The coatpurtal
complexity isO(n) because the core of the algorithm is a loop over each Webnmasoamponent.

It is worth to note that in scenarios where the majority of tbenponents halloneprivacy
requirements, an algorithm that assigns all these resetiocihe edge node may easily overload
it. To avoid the risk of saturating the edge node capacities jntroduce a parametédt;, that
represents the maximum number of components that can batchsa on the edge node. In our
implementation, we choos®;, = [0.5 - |R|] (line 2 of Algorithm[3). Hence, at most 50% of the



components are dispatched to an edge node (lines 4-6), thikilether requests are assigned to
the core node (line 8).

Algorithm 3 Privacy-oriented

Require: Ps,Pr,PnN

Ensure: {n,} (Privacy-oriented)

1. n,.<"“C", Vr € Pg

2: Ry, <= [0.5(|Ps| + [Py + [Pn])]
3: forall r e Py, U Pn do

4: if p, ="None” & R}, > 0then
5: n, < “E”

6: R% <~ R{‘E"f -1

7: else

8: n,. < “C”

9: end if

10: end for

11: return {n,}

4

Experimental testbed

The dispatching algorithms have been integrated into thIDAS prototype supporting Mobile
Web-based services that are accessed by fixed and mobiiésclie

4.1 Services and workload

The prototype application is a personalized Web portal rieatlaftermy yahoo but the provided
services are enriched to support innovative features, asiaser mobility and user social networks.
DAMWS generates and adapts content for three main Mobile-Nésed services:

e Banner insertion. This service uses a database to associate banners to or@ekey-

words. It extracts from the database a list of banners aswptd the user interests, that are
represented through keywords associated to the user orylmokes referred to other users
marked adriendsin the user social network. A set of banners is randomly seteftom the
list and inserted into the Web resource.

Aggregation of RSS feeds.The portal Web resources are generated through the informa-
tion collected from multiple blogs. The blog sources arelieily provided by the user;
alternatively, they represent blog entries selected orb#ses of the social network stored

in the user profile, so that friend’s blogs are automaticatlged to the blog sources. The
RSS feeds are downloaded off-line and periodically reedsfthe RSS feeds are stored as
static Web content). The conversion from the RSS-XML coddTML depends on the user
profile and is carried out dynamically for every request.

Adaptation of Web content to the user device Both static HTML code and embedded
images of Web resources are processed according to infomat the client device stored



in the user profile or on the basis of the default profile. Fanegle, a transcoding ser-
vice can adapt images to the client display size and colothddfurthermore, for a device
with wireless connection the system can enable a data caesiprefunction to reduce the
bandwidth consumption related to HTML and Javascript canendoad. The DAMWS im-
plements this service through operations of string repieece, image transcoding based on
the Imagemagick library [20] and stream compression basgtdengzip algorithm.

The three services are characterized by increasing cotigmabcosts that may involve service
times of different orders of magnitude. A banner insertigpidally requires few milliseconds, a
feed aggregation task may be in the order of tens of millisdspwhile the adaptation of an embed-
ded image may take from hundreds of milliseconds up to onense[d]. In our experiments, we
consider that client requests are evenly distributed antloaghree offered services, respectively
33%, 34% and 33%.

We define two versions of each service provided to the ugensonalizecandnot personal-
ized Thepersonalizedrersion of the service operates on the basis of the usergmofd device
characteristics. We consider that the personalized vedieach service is characterizedlbght
privacy requirements. On the other hand, tiom-personalizedersion of the services usesla-
fault profilegenerated through off-line data mining on the most popudarsisetups. In this case,
the non-personalized services share the same compulatimaracteristics of their personalized
version, but the services haM®neprivacy requirements.

To provide a full spectrum of privacy requirements, we alstiret an additional service that
is characterized b$trongprivacy requirements. The service allows the user to vise@nd edit
every field of its stored profile, thus enabling a Web intexfor the information stored in the user
database. The service is characterized by an intermediatputational load, in the order of tens
of milliseconds which is mainly due to the generation of angigant amount of HTML code.

We consider two workloads related to the privacy scenanas\elystaticprivacy anddynamic
privacy. The static privacy workload is characterized byséribution of privacy requirements that
does not change during the experiment. Fidure] 4(a) showprtigcy requirements throughout
the experiment: for the whole duration of the tests we haé bOrequests wittStrongprivacy
requirements, 40% of requests witight privacy requirements and 50% of requests wkbne
privacy requirements. The dynamic privacy scenario isattarized by an average amount of pri-
vacy requirements that corresponds to that of the statra@yiworkload, with the main difference
that the amount of components witlight privacy requirements changes over time. As shown
in Figure[4(D), the components withight privacy grow throughout the experiment from 10% to
70% in a staircase pattern with three steps (10%, 40% and, #@84¢ the components witNone
privacy shrinks from 80% to 20%. This workload aims to captilre Web variability, where the
workload is subject to changes even in very short periods, (@.the order of few minuted)|[2, 16].

To exercise our DAMWS prototype we use synthetically geteerdraces, since none of the
existing benchmarking models (e.g., Spec-Web, TPC-W)ies features for Mobile Web-based
services. The requests in the traces are divided into sessach related to a different user. Ses-
sions are initiated at the rate of 5 sessions per second anelanly distributed among the edge
nodes. Each session is modeled by a bi-modal distributitvere&v80% of the sessions are com-
posed by only one resource request and the other sessiasistaafran average (of an exponential

10
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Figure 4: Privacy evolution

distribution) of ten resource requedisi[30]. Each Web nesoconsists of ten components on av-
erage, where the distribution is derived froml[29]. Eaclouese component withight or None
privacy requires one of the three adaptation services @ansertion, aggregation of RSS feeds,
adaptation of Web content). The traces used in our expetgmEmerate a workload intensity that
is lower than the overall system capacity, because the daoairexperiments is to evaluate the ef-
fectiveness of the dispatching algorithms in a system wisidorrectly dimensioned with respect
to the offered load.

4.2 System

The DAMWS prototype is implemented through open sourceBnglogies for multi-tier Web
systems on the core and the edge nodes. For our experimerasnsiger a distributed system
consisting of one core node and multiple edge nodes. Thenmate is a cluster implemented as
a three-tier Web system with HTTP-servers, applicationessr(which provide also the content
generation and adaptation functions for the personaligadces) and back-end servers. The front-
end component of the core node is a Web switch implemented Apache Web server extended
with a modified modproxy that distributes requests among the HTTP servers.sdfieare han-
dling dynamic requests and content adaptation on the aiaicservers is implemented in Perl.
The Perl scripts are processed by a second tier of Apache &vedrs equipped with the maaerl
module to accelerate the execution of the Perl scripts. @kk-bBnd servers on the core node run a
MySQL DBMS. The database is replicated on each back-en@isand contains the data required
by the offered services, for example, a list of banner imégatss used by the banner insertion ser-
vice. Furthermore, the DBMS handles the user profiles, whéist of attributes and preferences
corresponds to each registered user.

Each edge node is composed by one application server wittiditicanal front-end that imple-
ments the request dispatching task. The application skassthe same functions of the application
servers on the core node. Moreover, each application seosts a query cache that aims to accel-
erate queries frequently issued to the back-end. The qaehecds similar to the caching module
proposed in other middleware systermsl| [13, 25]. A BerkeleyikBis used to store the data sets
returned by each query. The SQL predicate of the query is aselde identifier of each data set.
A time-to-live is associated with each entry of the queryheaand is used to refresh stale data.
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The prototype for the experiments is deployed on 16 physiealers with the same capacity,
where 8 servers are used for the edge nodes. Each edge naistsoh 1 front-end server for
the request dispatching and 1 application server. The code wonsists of 2 HTTP servers, 4
application servers, and 2 back-end servers. Incominfictiafdistributed to the HTTP servers by
a Web switch.

Since the considered personalized Web-based servicebanacterized by a significant com-
putational cost, the main system load lies on the applinag&rvers. The performance related
information about the system load refers to the CPU utilirabf the application servers, that are
collected through the System Activity Reporter (SAR). Hu tore node that hosts multiple ap-
plication servers, the CPU utilization value consideredhgydispatching algorithms refers to the
application server that will handle the client request. &&air comparison among the dispatching
algorithms, with no influence due to specific architectutadices, the core node and the set of
edge nodes have the same number of application servers.

4.3 Network

We emulate WAN effects among the edge and the core nodesgtintbe netempacket sched-
uler [1€] that creates a virtual link between each edge tine sode and between each client and
edge node. The netem scheduler introduces packet delayoasdd mimic WAN effects. We
achieve a full WAN emulation by adding also a token bucketifiicheduler that adds bandwidth
limitation effects.

In our experiments we consider different network scenafas every scenario, we model the
round trip network delay through a distribution obtaineshfrreal samples, as suggested.in [18].
The client-to-edge round trip network delay is set to a meduesof 50 ms and the packet loss is
set to 1%. In most experiments, we consider a mean netwoal del the edge-to-core links equal
to 10 ms, without bandwidth limitation. This case aims to &taia well connected scenario where
the edge nodes are located in Autonomous Systems that & tcldhe region hosting the core
node. To evaluate the sensitivity of the dispatching athors to network delays, we also consider
three scenarios where the mean value for the delay on thetedgee links is set to 20, 50, and 100
ms. The emulated WAN effects include also bandwidth linota(10Mbit/s). Round trip delays,
loss rates and bandwidth are consistent with the datasetsréral measurements (e.@.,1[33]).

5 Performance and privacy evaluation

5.1 Evaluation metrics

The evaluation of the proposed dispatching algorithmsstake account performance and privacy
results. As the main performance metric, we consider the \M&diurce response time on the client
nodes, that is measured as the elapsed time between thereligrest and the arrival of all the

components of a Web resource at the client. The resourcenssgimes are aggregated for the
evaluation of cumulative distributions, because averagees are of little meaning in a context
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Figure 5: Cumulative distribution of response tinséatic privacyworkload)

characterized by heavy-tailed distributions. For someyais we also consider the 90-percentile
of the response time that is another common metric for thieiatran of the quality of service.

The privacy index considers how frequently an algorithmgassthe components with some
privacy requirements to the edge nodes that are considessdsecure than the core nodes. To
this purpose, we evaluate thespatching mismatghhat is defined as the amount of Web resource
components withLight privacy requirements that are assigned to an edge node.e Toaspo-
nents should be processed on the core node, but performaasens may force the dispatching
algorithm to take sub-optimal decisions. It is worth to nibi@ components witBtrongprivacy re-
guirements do not contribute to the dispatching mismatchbse all considered algorithms assign
them to the core node. From the privacy point of view, we adgrsbest the algorithms guarantee-
ing the lowest percentage of dispatching mismatch. In tkeedet of experiments, we disable the
bound on the maximum allowed dispatching mismatch.

5.2 Static privacy workload

We initially consider the performance and privacy resuftthe three classes of dispatching algo-
rithms in the unrealistic case efaticprivacy workload. Figur&l5 shows the cumulative distribu-
tion of response time, while Tablé 2 presents the dispagchiismatch and the 90-percentile of

response time throughout the experiment. From Figlire 5,bhgerve that almost all algorithms

achieve similar performance, as testified by the curvesrtimatlose to each other. The Privacy-
oriented algorithm obtains a response time slightly higheompared to the alternatives, but the
performance penalty on the 90-percentile of response tiitterespect to the best performing al-

gorithm is limited to 15%. This result suggests that, in tagecof a stationary workload, a correct
provisioning of the node resources of the underlying Welbesygguarantees that every algorithm
can achieve adequate performance.

However, if we come to consider the privacy requirements pseove a clear difference among
the algorithms. The third column of Talile 2 summarizes thregraage of dispatching mismatch
obtained by the algorithms for the static privacy worklo&d observe that the Privacy-oriented
algorithm, by definition, obtains a 0% mismatch for every kioad. On the other hand, the
Performance-oriented algorithm, which applies a privaligd dispatching, causes a mismatch
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close to 30%.

Table 2: Performance and privacy evaluation for the stati@py scenario

Algorithm 90-percentile of | Dispatching
response time [s]| mismatch [%]
Performance & Privacy 5.08 4.6%
Performance-oriented 452 27.6%
Privacy-oriented 5.21 0%

The class of Performance and Privacy algorithms obtaingattibing mismatch percentages
that, even if not reach the optimal value of the Privacy+tiad algorithm, are nearly 5 times lower
than that of the Performance-oriented algorithm.

We can conclude that, in the (unrealistic) case of a statjomarkload, where the content
provider can provision the architecture with the right nembf servers by taking into account the
amount and type of requests, the Privacy-oriented alguoritithe best choice because it achieves
perfect privacy results while preserving an acceptablel lefperformance. Even Performance and
Privacy algorithms are a viable solution because eachitgigoof this class achieves performance
close to the lowest response time at the price of a littleatidpng mismatch, that is never higher
than 5%.

5.3 Dynamic privacy workload

The dynamic privacy workload is characterized by requegts pvivacy requirements that change
throughout the experiment, as in FigQire #(b). This is a meaéstic and more interesting case with
respect to the static privacy scenario, because it capttueaaherent variability of Web workloads
and represents a more challenging scenario for the dispgtefigorithms. Figur€lé shows that
the performance of the algorithms significantly differ, vé big gap between the Performance-
oriented and the Privacy-oriented algorithms. The Peréorre-oriented algorithm explicitly aims
to optimize performance and avoids overload conditiong ddnsequence is a 90-percentile of the
response time (4.57 s) that is half of that (9.12 s) charaatgrthe the Privacy-oriented algorithm
that neglects performance goals. A summary of the maintsesuteported in the second column
of Table[B, that presents the 90-percentile of the respomsefor all the considered algorithms.
The Performance & Privacy algorithm achieves intermedatéormance (6.19 s)

Let us now consider the amount of dispatching mismatch tifrout the experiment. From
the third column of Tabl€l3, we observe that the main resuligion those of the static privacy
workload: the Privacy-oriented algorithm achieves a mrfesult in guaranteeing privacy re-
quirements (even if this occurs at the expense of unacdeppaioformance penalties), while the
Performance-oriented algorithm obtains poor results feoprivacy point of view, because it is
affected by a dispatching mismatch in the order of 50%. Perdmce and Privacy algorithms
achieve intermediate results, with an amount of dispatchilsmatch less than one fourth of that
of the Performance-oriented algorithm.

The results for the dynamic privacy workload can be bettptaned if we consider separately
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Table 3: Performance and privacy evaluation for the dyngmi@cy scenario

Algorithm 90-percentile of | Dispatching
response time [s]| mismatch [%]
Performance & Privacy 6.19 10.8%
Performance-oriented 457 45.2%
Privacy-oriented 9.12 0%

the behavior of the algorithms in the three phases of thererpat, where the percentagelaght
privacy requests is assumed to pass from 10% to 40% up to 7igurell shows the 90-percentile
of the response time (light gray column) and the dispatchirsgnatch (dark gray column) for each
phase.

Focusing on the performance results, we observe that wheeartftount of components with
Light privacy remains below 40%, all the algorithms provide samperformance that is, the 90-
percentile of the response time is around 5 seconds. On ber band, when the amount of
components withLight privacy augments, the Privacy-oriented algorithm and teddPmance-
oriented algorithm must be discarded for opposite reasdhg problem for a Privacy-oriented
algorithm with a doubled response time is twofold. Firstewen load sharing places a significant
amount of resource components on the core node, thus satutia¢ capacity of this node. Sec-
ond, a large amount of components dispatched to the core adtlea non-negligible latency in
the response time because of edge-to-core network delayshelother hand, the Performance-
oriented algorithm, which is privacy-blind, achieves tlaeng performance throughout all the ex-
periment, but its dispatching mismatch grows proportilynia the amount of components with
Light privacy. The class of Performance and Privacy algorithmaionb intermediate results be-
tween Performance-oriented and Privacy-oriented algost Indeed, their ability to relax privacy
constraints is fundamental to preserve an adequate leysrédrmance during the increment of
privacy requirements in the third phase. Moreover, thislat algorithms is effective in preserv-
ing a moderate amount of mismatch for the first two phasesladt@hase of the staircase pattern
is the main contribution to the mismatch percentage showrabie[3 because the performance-
awareness of the Performance and Privacy algorithms ékplitcreases the amount of mismatch
to preserve an adequate level of performance.
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v
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1 2 3 4 5 6 7 8 9 10
Response time [s]

Figure 6: Cumulative distribution of response tindgrfamicprivacy workload)
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Figure 7: Response times for dynamic privacy workload

The experimental results allow us to draw multiple condaosi In a Web context where the
workload is subject to dynamic changes, any static choidteemumber and type of nodes pre-
vents a perfect combination of performance and privacyaivjes and request dispatching plays
a fundamental role. In particular it is important that digbéng algorithms to support Mobile
Web-based services take into account both performance raraty goals. When the workload
is variable we can immediately exclude as valid dispatchiggrithms the Performance-oriented
and the Privacy-oriented classes because of their exeedspatching mismatch and response
time, respectively. On the other hand, our experiments shatthe new class of Performance and
Privacy algorithms may successfully combine performamzepivacy objectives.

5.4 Sensitivity to Wide Area Network effects

Whenever the Web resource components are processed onréhaante, the response time is
increased because of the network delays on the link betweeedge and the core node. Hence,
it is interesting to evaluate the sensitivity of the dispatg algorithms to WAN effects. We take
into account the impact on performance of different netwaelays on the links between the edge
and the core nodes because, whenever a Web resource comisgresessed on the core node, it
has to pay an additional delay with respect to a componenhigipaocessed on the edge node. For
this analysis we refer to the dynamic privacy scenario. fEfupresents the 90-percentile of the
response time achieved by the proposed infrastructurewasctidn of the mean network delay on
the edge-to-core links. The three curves refer to the ditjrag algorithms described in Sectidn 3.

The curves confirms the performance comparison of the dhgos implemented on the pro-
posed infrastructure. For every network delay, the Perdowe-oriented algorithm has the lowest
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response time, while the Privacy-oriented algorithm acksehe highest response times. The pro-
posed Performance and Privacy algorithm gets intermegat®rmance between the other two
alternatives, as expected.

A further important result is the effectiveness of the prgabinfrastructure when associated
with the Performance and Privacy algorithm. Even if the ped services are computationally
expensive, the response time remains in the order of 6-Mdedor an edge-to-core for every
considered delay, which may be considered acceptabledardérsi[O]. A further important result
is the confirmation of the non negligible impact of networkageon performance, regardless of
the dispatching algorithm. As the mean delay on the edgmte-ink passes from 10 ms to 100
ms, the performance degradation on the 90-percentile ae@onse time is in the order of 20%
for every considered algorithm, as testified by the almosdlf® curves of Figur€l8.
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Figure 8: Effect of network delays

6 Related work

The Mobile Web has been recognized as a fundamental challgngultiple authors [32, 28], but
the importance of preserving privacy of user informationlevproviding personalization services
has been pointed out only by recent literature [8, 19]. Ndltdistributed and parallel systems and
related dispatching algorithms have been proposed witméia goal of improving performance,
while scarce or no attention has been devoted to privacyiregents in request dispatching de-
cisions. In many cases, privacy is not considered at alllexdome systems adopt solutions with
straightforward dispatching that strongly limit the pdsisly of distributing personalization tasks.

When the infrastructure is based on a cluster Web systenp{biacy requirements are not
taken into account because this architecture may guaraigbdevels of security for any of its
nodes.

Other infrastructures for the delivery of Web content that eore similar to our proposal
adopt a geographical distribution of nodes, with multistirs or single-cluster integrated with
geographic replicated servers or even CDNs [26, 22]. Thesterss rely on request dispatching
algorithms that are based on factors like network and gebgraroximity, network link status or
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server load. We introduce in this field a novel concept of algm for request dispatching that
addresses both performance and privacy issues.

The need of taking into account privacy in the design of dialdistributed architectures is
confirmed by P3P (Platform for Privacy Preferencés) [11]s & W3C proposal that suggests a
mechanism for Web sites to encode their privacy policiesstaadardized format that can be easily
retrieved and interpreted by user agents. However, thag@stare more tailored to a server-side
approach for the generation of personalized Web conteherdhan to the intermediary-based
model for Web content adaptation considered in this papmneSecent studies, that replicate the
application logic on the edge serversi[L2] 27], propose fleeialization of a subset of servers
to handle a specific set of services. This mechanism may loktagereserve data privacy, but
it has the drawback of limiting the flexibility of the infragtture because only some nodes may
provide personalization services. On the other hand, wpgs® a more flexible infrastructure
demonstrating that privacy and performance requiremeantsba pursued together.

7 Conclusions

In this paper, we propose a distributed infrastructure ppsut personalized services for the Mobile
Web and a related set of request dispatching algorithms.iffleestructure, that is composed by
a central core node and geographically distributed edges)akploits an innovative dispatching
algorithm that takes into account both performance andapyiissues in the service of client
requests.

Our experiments demonstrate that our proposal can suatlgssbmbine performance and
privacy requirements in providing personalized servicestie Mobile Web. For every considered
workload and network scenario, the proposed scheme pesséom 89% to 95% of the requests
privacy requirements, with a limited penalization on thspe@nse time if compared to solutions
that just aim to optimize the user-perceived performance.
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